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FOR

MANEUVER CONTROL SYSTEM (MCS)

ACAT 1D

Prepared for Milestone C (III) Decision

10 December 2002

1.  General Description of Operational Capability.

1.1.  Overarching Statement of the Need.  

     MCS supports the Mission Need Statement (MNS) for the Horizontal Integration of Battle Command (HIBC), also known as Battlefield Digitization, dated 10 January 1995.  MCS supports the need for “a horizontally and vertically integrated information system that provides commanders with the means to make timely battlefield decisions.”  MCS is part of the Army’s answer to the HIBC’s need to meet Command, Control, Communications, Computers, and Intelligence (C4I) for the Warrior objectives set forth by the Joint Staff in June 1993 by providing capabilities that support the Warrior’s need for a fused, real-time, true picture of the battlespace.  MCS responds to the modernization and information management planning objectives and programming guidance set forth in both The Army Plan (TAP) for FY 2000-2015, dated 24 March 1998, and the HIBC MNS, dated 10 January 1995, by providing commanders the means to make timely battlefield decisions, by incorporating requirements for an automated command and control system that is horizontally and vertically integrated, and supports the effective use of information to increase lethality and survivability of combat forces, while enabling continuous high tempo operations.  MCS further supports the TAP and the HIBC MNS by providing for Battle Command On-The-Move, and the enhancement of situational awareness.

1.1.1.  MCS supports, or is supported by, the following documentation:  “The Army Digitization Master Plan”; “Force Projection Army C4I Support,” TRADOC, February 1992; “The Army Enterprise Strategy,” Army Chief of Staff, January 1993; “The U.S. Army 1998 Modernization Plan,” Secretary of the Army, April 1998; Army Battle Command Systems (ABCS) Capstone Requirements Document (CRD), July 1999; Force XXI Battle Command Brigade and Below (FBCB2) Version 5.2 ORD, September 1998 ; Joint Vision 2020; and the Army Battle Command, Combat Identification, and Global Information Grid (GIG) Capstone Requirements Documents.

1.1.2.  Specific statement of need for MCS.


How We Fight.   The need for MCS is inextricably linked to the warfighting doctrine of the U.S. Army.  The purpose of MCS is to enable the commander to command and control his forces, by seeing and understanding his battlespace faster and with greater clarity than his enemy.  Army doctrine describes how we fight, how we command and control the fight and how digital command and control systems help us command and control the fight.  The following doctrinal underpinnings found in FM 6.0, Command and Control and FM 3.0, Operations, clarify the need for MCS in our Army.

1.1.2.1.  The key to success in combat operations is the synchronized execution of combined arms operations, based on the Military Decision Making Process.  Planning and preparation are the activities that enable the commander and his staff to identify opportunity in the battlespace, understand the appropriate response, and synchronize combat power in concerted action in the battlespace.  Execution is that concerted action (simultaneous decisive, shaping and sustaining operations) to seize and retain the initiative, build and maintain momentum, and exploit success.  The combined arms commander must apply swift and relentless action that maintains the momentum generated by the initiative and exploit the success of those actions within the higher commander’s intent.  

1.1.2.2.  The combined arms commander does not stand by passively and wait for an opportunity to seize the initiative.  He must be a master at creating the conditions that allow him to seize the initiative.  He must see and understand the battlefield clearer and faster than his enemy.  The commander will always be faced with uncertainty.  It is far better to manage that uncertainty by acting and developing the situation.  The commander does not just fight the enemy; he often has to fight to obtain information to decrease uncertainty.  Decreasing uncertainty and achieving information superiority will ensure that the “fog of war” is reduced to the lowest level possible.

1.1.2.3.  The combined arms commander seeks to identify the time and place where he can best mass the effects of his combat power to his advantage.  Then he synchronizes maneuver, fires and resources to strike the enemy first, throughout the depths of the battlespace, to knock him down and keep him down where he can finish him decisively. The combined arms commander follows a cycle of see first, understand first, act first and finish decisively to continually decrease the options available to the enemy and create/preserve options for his own forces.  The operational commander (army/corps) translates strategic objectives to fight campaigns and major operations by setting the conditions for success at the tactical level.  The tactical commander (brigade and below) fights engagements through the synchronization of all the Battlefield Operating Systems (BOS) to overmatch and defeat the enemy at the decisive point. 

1.1.2.4.  The combined arms commander orchestrates the elements of combat power, to maintain the momentum of current operations and provide flexibility for future operations.  The five elements of combat power are: maneuver, fires, protective measures, leadership and information.  The fifth element of combat power, information, is the enabler of the other four elements.  It is through an information architecture that the commander is able to identify opportunity in his battlespace, communicate orders to subordinates to execute maneuver against the enemy forces, allows the commander to synchronize the effects of fires and Reconnaissance, Surveillance, and Target Acquisition at the decisive point and time, reconcile friendly vulnerabilities in a timely manner to apply protective measures, and impart the moral art of combat leadership to direct action and encourage soldiers. The importance of information not only affects how the Army fights, it also determines how Army commanders command and control the fight.

1.1.3.  How the Commander Commands and [the staff] Controls the Fight

1.1.3.1.  The process the combined arms commander uses to command and control (C2) the fight is Battle Command.  Battle command applies the art and science of leadership and decision making to achieve mission success.  Information plays a central role in this process, and is used by the commander and his staff to command and control the fight.  Information is the foundation element that allows the commander and staff to carry out their roles of Battle Command: Visualize the Battlespace, Describe the Commander’s Visualization, Direct action on the Battlefield, and Lead forces. 

1.1.3.2.  The following is a list of the various roles that the commander and his staff perform to enable battle command

1.1.3.2.1.   Roles of Commander

- Visualize current situation in his battlespace.






 - Develop a visualization of future concept of operations and end state that will be the proper response to the opportunity or threats in the battlespace.






- Describe his vision by communicating with his subordinate, adjacent and higher commanders and his staff.






 - Direct actions through mission orders, commander’s intent, mission and concept of operations.

- Lead unit to mission accomplishment.

- Monitor and adjust changes to the original variables and assumptions.

- Focus staff with Commander’s Critical Information Requirements (CCIR) and intent statement and planning guidance.

- Make timely decisions.

- Monitor preparation to ensure compliance with his guidance and intent.

- Plan/prepare for follow-on action.

- Synchronize elements of combat power.

1.1.3.2.2.   Roles of the Staff

- Support/advise commander during planning, preparation, and execution.






 - Provide analysis and information to the commander for him to apply his experience, knowledge and judgment to achieve situational understanding faster than the enemy.

- Develop and disseminate the Common Operational Picture (COP).

- Manage information and assess operations.

- Perform staff estimates and develop recommendations for the commander.

- Exercise control over functional areas.

- Keep other headquarters informed.

- Develop and disseminate orders and directives.

- Perform battle tracking.

- Identify, analyze, and resolve problems.

- Conduct staff coordination.

1.1.3.3.  The commander’s first role is to properly visualize the battlespace.  He does this by achieving situational understanding of the information available to him. FM 6.0, Command and Control, defines situational understanding as the product of applying analysis and judgment to the COP or Common Operational Picture which includes friendly, threat, neutral and environmental information.  The commander utilizes far more than his computer screen display to gather his information.  He will refer to: his subordinate commanders; his senior commander and staff; seeing the battlefield from being at the decisive point; his own personal experience, knowledge and judgment; analysis from his staff; and his computer screen display.   Situational understanding helps the commander overcome and decrease battlefield uncertainty.  This includes more than just a visualization of the current battlespace situation.  The commander must also be able to visualize future operations that must be conducted appropriate to the current situation and the prediction of what the situation will be in the future.  Commanders and staffs use information differently.  A commander uses information to:

- Make decisions that result in combat actions.

- Maintain a successful running estimate of the situation to determine feasible options. 

- Synchronize his elements of combat power.

- Monitor preparation to ensure that his guidance is being followed.

- Command and lead his forces.

- Plan and prepare for follow-on action (especially applicable at brigade-level and below).

1.1.3.4.  The next role of the commander is to describe his visualization of the battlespace and direct action to achieve results; assisted by the staff.  To assist the commander in describing his visualization the staff focuses its efforts on reducing the level of uncertainty and effectively displaying relevant combat information so the commander can achieve situational understanding. The commander issues planning guidance, an intent statement and CCIR to focus the staff on their information collection to support his visualization. The staff continues to track, process, analyze and manage information commensurate with mission task and purpose in order to present recommendations to the commander so he can make decisions.

1.1.3.5.  When the commander makes his decision the staff assists the commander in directing action.   The staff prepares plans and orders that describe the concept of operation for executing the commander’s decision.  After promulgating those orders the staff helps the commander ensure that tasks are carried out in accordance with the commander’s vision.  During execution the staff monitors the actions of the unit to ensure that the unit executes the operation in accordance with the commander’s intent.  The staff also plays a part in the running estimate by keeping the commander aware of feasible options to counter threats and exploit opportunities. 

1.1.3.6.  The commander and staff are dependent on information to perform their roles of command and control.  Information helps the commander visualize the battlespace.  The staff helps the commander describe his visualization with the tools of planning guidance, intent and CCIR.  After the commander makes his decision the staff then focuses on tracking action in the commander’s area of operation.  The staff can assist the commander whenever necessary, to help him issue orders to direct action in the battlespace.  The actions of the staff free up the commander to accomplish the role only he can perform – lead his forces. This, his most important role, enables him to inspire his soldiers, impose his will and share the risk and pain of his soldiers in contact and direct the synchronization of the elements of combat power.  

1.1.4.  How Digital Command and Control Systems help the Commander Command and Control the fight.

1.1.4.1.  Visualize – Digital command and control systems must allow the commander to carry out the roles that enable him to command and control his forces.  In order to help him visualize the battlespace digital command and control systems generate the COP and share it with all users (to include subordinate and supporting commanders and staffs). This enables the commander [and the staff] to apply judgment to the COP and achieve situational understanding and begin his decision-making.  FM 6.0 defines Common Operational Picture as “an operational picture tailored to the user’s requirements, based on common data and information shared by more than one command.  The COP is displayed at a scale and level of detail that meets the information needs of the commander at a particular echelon.”  

1.1.4.2.  Describe – Digital C2 systems will enable the commander to describe how he wants to execute operations in his area of operations.  Digital C2 systems will compress the time required to conduct planning thus providing more time for planning, preparation, and execution by:

- Allowing near real time collaborative planning among elements to compress the time needed to complete their planning.

- Improve the speed and accuracy of decision-making.

- Provide continuous updates to achieve a more accurate COP to allow forces to execute operations with a character of increase tempo, momentum, and initiative with a less detailed, simple and flexible plan.

1.1.4.3.  Direct – Digital C2 systems will allow the commander to disseminate his intent, planning guidance and orders; execute decisions; and adjust his operations to reflect the reality of the battlefield and actions of the enemy.  By the promulgation of actionable orders consistent with common doctrinal graphics, procedures, and terms the staff assists the commander in the exercise of the authority and direction of his forces in the accomplishment of the mission.  Resources can be synchronized or re-directed in accordance with the intent of the commander based on the results of the running estimate process which the digital C2 systems enable.

1.1.4.4.  Lead - During execution it is imperative that the commander be able to command and control his forces from anywhere in his area of operations.  Digital command and control systems must provide the commander continuous access to the information he needs to command and control his forces in the combined arms fight from anywhere on the battlefield.  These systems will enable the forward presence of the commander so he can inspire at the decisive point while still having access to the reports and assistance of his staff.  In essence, the commander achieves forward presence in the battlefield without having to pay a price in lost communications or connectivity to the information network and analytical power resident in his command posts.  Ultimately, digital command and control systems, tailored to a commander’s tactical echelon and C2 vehicle (if appropriate), will enable a commander to effectively command at the point of decision or anywhere on the battlefield.

1.2.  Description of the overall Mission Area.  MCS, primarily and directly, supports battle command at all tactical levels of command.  However, it will be fielded to divisions that may find themselves in the role of Army Forces (ARFOR).  It will also be at the corps and numbered army level, which may be assigned the role of ARFOR, Joint Force Land Component Commander (JFLCC), or Joint Task Force (JTF).  MCS will work in conjunction with GCCS-A (Global Command and Control System-Army) located at corps (and some cases division) and higher headquarters to facilitate the requirements of these later operational levels of command.  These actions range the gambit of passing the tactical level COP into the Joint Force Commander’s (JFC) Joint GCCS COP to the tracking and synchronization of available elements of joint combat power.  MCS is part of the Army Battle Command System and, hence, will incorporate the overarching interoperability, integration, and common requirements of the Army Battle Command System Capstone Requirements Document.  Army Task (ART) 7.0, Command and Control, is the primary Battlefield Operating System (BOS) and mission area for MCS.  MCS also benefits all other BOS, however its purpose is to enable the commander to command and control his forces.  The following are Army tasks and mission areas that MCS supports:  (Note: For a detailed explanation of these tasks refer to, U.S. Army Field Manual 7-15, “The Army Universal Task List”, DRAG, dated 18 July 2002).

1.0 Intelligence

1.1 Intelligence Support to the Commander’s Visualization and Understanding of the Threat and Environment
1.2 Counter the Threat
1.3 Intelligence, Surveillance, and Reconnaissance (ISR)

1.4 Intelligence Support to Information Operations

 2.0 Maneuver

2.1 Perform Tactical Actions Associated with Force Projection and Deployment
2.2 Conduct Tactical Maneuver.

2.3 Conduct Tactical Troop Movements.

2.4 Conduct Direct Fires.

2.5 Occupy an Area

3.0 Fire Support.

3.1 Decide Surface Targets to Attack.

3.2 Detect and Locate Surface Targets.

3.3 Employ Fires to Influence the Will, Destroy, Neutralize, or Suppress 


      Enemy Forces.

4.0 Air Defense

4.1 Prepare to Defend Against Air Attack and Aerial Surveillance
4.2 Process Tactical Aerial Targets

4.3 Destroy Aerial Targets

4.4 Deny the Enemy Use of the Airspace. 

5.0 Mobility/Countermobility/Survivability.

5.1 Conduct Mobility Operations.

5.2  Conduct Counter-Mobility Operations.

5.3  Conduct Survivability Operations.

 6.0 Combat Service Support  

6.1 Provide Supplies.

6.3  Provide Transportation Support.

6.4  Perform Field Service Support.

6.5  Provide Combat Health Support.

6.10 Provide General Engineer Support.  

6.13 Perform Internment and Resettlement Activities.  

6.14 Conduct Civil-Military Operations in Area of Operations.

7.0 Command and Control.

7.1 Establish Command Post (CP). 

7.2 Manage Tactical Information.

7.3 Assess Tactical Situation and Operations.

7.4 Plan Tactical Operations Using the Military Decision-Making Process/ 


     Troop Leading Procedures.

7.5 Prepare for Tactical Operations.

7.6 Execute Tactical Operations.
7.7 Support Commander’s Leadership Responsibilities for Morale, Welfare, and Discipline.

7.8 Conduct Continuous Operations.

7.9 Develop and Implement Command Safety Program.

7.10 Conduct Public Affairs Operations.  

The following are Joint Mission Areas that MCS supports:  (Note: For a detailed explanation of these Joint Mission Areas refer to CM-1014-00, Joint Mission Areas to Organize the Joint Operational Architecture, dated 6 September 2000.

JMA 1 – Dominant Maneuver

     

JMA 2 – Deployment/Redeployment

     

JMA 3 – Precision Engagement

     

JMA 5 – Overseas Presence and Force Projection

     

JMA 7 – Command and Control

     

JMA 10 – Full Dimensional Protection

    

JMA 11 – Multinational Ops/Interagency Coordination
1.3.  Analysis of Non-Materiel Solutions.

1.3.1.  Mission Area Analysis.  Current methods of exchanging information are hampered by functional, non-integrated communications networks.  These legacy C2 systems rely on traditional voice and liaison techniques.  Information must be moved more rapidly, without significant time or methodology-induced error.

1.3.1.1.  The evolution of doctrine and tactics, changes to organizational structures, improved training methods, and the advanced levels of leadership development have increased efficiency of present battle command information flows.  These solutions, however, have not resolved the inability to exchange information quickly between the Battlefield Functional Areas (BFA) and hierarchical organizational structures.  Alone, they cannot provide the dramatically increased capabilities inherent in current state-of-the-art information technologies.  In the 1980’s, the infusion of new equipment, such as the Abrams tank, Bradley Fighting Vehicle, Apache Attack Helicopter, and Multiple Launch Rocket System, made possible the development of AirLand Battle Doctrine and the redesign of the forces tailored to implement that doctrine.  What is needed is another quantum surge in capability that will enable a second evolutionary leap to the doctrine and organizations optimized for 21st century warfare.  The Army’s Force XXI initiatives represent a major effort to achieve significant increases in operational effectiveness with smaller footprints enabled by leadership and information.  To do this the Army must integrate three primary axes; namely, force redesign, doctrinal revision, and battlefield digitization, in a synergistic manner not feasible without the inclusion of the third axis.

1.3.1.2.  Potential Materiel Alternatives.  There are four basic options: product-improve existing Army systems; adapt a system under-development by another Service; employ a mix of commercial hardware and software; or selectively apply a mix of the preceding three choices. 

1.3.1.3.  The Army has several battle command systems currently fielded or being fielded.  These systems do not posses integrated software and cannot communicate seamlessly outside their vertical network structures.  However, any proposed solution should consider taking advantage of the time and technology invested in these systems by modifying them and incorporating them into the larger objective solution.

1.3.1.4.  All of the services have addressed these challenges with similar programs optimized for their particular environment at the operational level of war.  They include the USMC’s Tactical Combat Operations (TCO) system, the USAF’s Theater Battle Management Core Systems (TBMCS), the USN’s Global Command and Control-Maritime (GCCS-M), the Army’s Global Command and Control System-Army (GCCS-A), and the Joint Staff’s Global Command and Control System (GCCS).  Every effort must be made to ensure joint interoperability and, where feasible, to employ common technological and procedural features for greater inter-service compatibility and to reduce time and resource expenditures.

1.3.1.5.  Doctrine.   Doctrine describes the high operational tempo at which the U.S. forces must operate if they are to succeed on the modern battlefield.  Key to this success is the rapid transmission of integrated information and a common operational picture of the battlespace that will permit the commander to make superior and timely decisions.  Emerging doctrine also addresses the largely non-contiguous nature of future warfare.  Both the Army Battle Command System and the Maneuver Control System will provide the commander with high speed, tailorable information to facilitate his dominance of the battlefield.

1.3.1.6.  Training.  Lessons learned from previous automated system deployments and military operations have demonstrated the rapid perishability of required skills.  This fact requires the use of intensive and frequent reinforcement training.  Initial individual system training must be conducted through new equipment training (NET) during the system deployment.  This training focuses on achieving proficiency with the individual system and how it supports the functions of the Battlefield Operating System.  Then the focus must shift to enabling the staff and commanders to utilize the system to conduct command and control of combined arms operations.  Attention must be paid in the initial and sustainment training programs to developing “digital battle-staff tasks.”  These are the discrete tasks that ensure that the staff can not only perform its functional role but more importantly meet the demands of the commander for relevant, timely and accurate information.  Following NET, training programs will provide system familiarization and operational training to initial entry officer and enlisted personnel, battle captains and NCOs, staff officers, commanders, Sergeants Major and professional development course attendees.  The unit commander is ultimately responsible for continued system proficiency through sustainment training using all training tools.  However, there must be an initial iteration of training support packages developed and delivered with the initial fielding of the systems.   System training will be enhanced by new technology, coupled with common operator interfaces and a common look and feel of both the hardware and software.  The objective is that the very technologies in later MCS blocks that will bring the commander and staff the tools of dynamic wargaming and course of action development when combined with embedded training tools, will enable units to create their own tailored training application.  This should reduce the complexity, time, and cost of training.
1.3.1.7.  Leader Development.  Leaders must become thoroughly versed in the capabilities of an automated command and control system and become comfortable using it.  This must be accomplished throughout our leader training system both in the schoolhouse and in garrison.    

1.3.1.8.  Organization.  No new Military Occupational Specialty (MOS) should be created.  The system design will minimize increases in cognitive, physical, and skill levels required for operators, maintainers, and supporters of the system.

1.3.1.9.  Materiel.  The system must not degrade the mobility or maneuverability of tactical platforms, nor reduce the ability of any host platform to perform its primary function.  The system must cause no restrictions precluding transport of any host platform by current or planned means.

1.4.  Applicable Capstone Requirements Documents (CRD).  The following Capstone Requirements Documents are applicable to the Maneuver Control System program:

1.4.1.  Army Battle Command Systems (ABCS) Capstone Requirements Document (CRD) Revision 1b, dated 30 July 1999.

1.4.2.  Capstone Requirements Document Global Information Grid (GIG) JROCM 134-0130 dated August 2001.

1.4.3.  Capstone Requirements Document for Combat Identification dated 19 March 2001.

1.5.  Proposed System.  

1.5.1.  Define the Mission.

1.5.1.1.  MISSION. The Maneuver Control System enables the commander to leverage multiple sources of information in a theater in order to synchronize the elements of joint and combined arms combat power.

1.5.1.2.  The Army Battle Command System (ABCS) is a system designed primarily to enable the combined arms commander to execute Battle Command regardless of echelon, by providing him visibility of his battlespace.  Battlespace, as defined in FM 3-0 is: the environment, factors, and conditions commanders must understand to successfully apply combat power, protect the force, or complete the mission.  This includes the air, land, sea, space, and the included enemy, neutral and friendly forces, facilities, weather, terrain, the electromagnetic spectrum, and the informational environment within the operational areas of interest.  ABCS facilitates the development of common understanding through collaboration.  ABCS allows commanders at all levels, with emphasis on the combined arms commander, to VISUALIZE the operation (current and future), DESCRIBE it in terms of intent and guidance, and DIRECT the actions of subordinates within his intent.  As stated in the US Army Field Manual 3-0, Operations, information will enable the combined arms commander to See First, Understand First, Act First, and Finish Decisively.  ABCS must provide the relevant, timely and accurate information.  ABCS operates in a network with multiple levels of security and is designed to safeguard information flow and guarantee information assurance.  This must be accomplished in an environment where data are rapidly passed from the sensitive-but unclassified level to the classified level.
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Figure 1

(Note: ABCS will provide part of the operational environment, such as threat, unified action, land combat operations, and information. Source US Army FM 3-0, Operations dated June 2001).

1.5.1.3.  ABCS is a composite of Battlefield Automated Systems (BAS) that provide the commander an integrated and shared common picture of the battlespace relevant to mission, task and purpose of each level.  ABCS integrates information from the BAS, as well as other existing systems, to provide quality information to the commander and allow connectivity with the sister Services, Combatant Commanders, and allied forces.  

1.5.1.4.  The ultimate purpose of ABCS is to integrate battlefield information in order to enable battle command at all echelons of our Army from battalion through operational/strategic.  The ABCS BAS support the Battlefield Operating Systems (BOS).  In general however, the C2 information developed by the BAS is transported through communications systems to create a common picture of the battlefield.  ABCS has three key integrating systems, FBCB2, MCS and GCCS-A, responsible for generating the common picture for the combined arms commander.  FBCB2 is a battle command system that appears in platforms (air and ground) up through brigade.  FBCB2 has become the maneuver battalion commander’s battle command system.  Components of the common picture include friendly and unknown, enemy, neutral and the terrain.  All of the BAS support these key integrating systems as well as meet the specific BOS requirements.  MCS is located at battalion through corps, and is the battle command system for combined arms commanders.  MCS integrates common operational picture data from the other BAS including the common operational picture (COP) from GCCS-A and tactical level information from FBCB2.  GCCS-A is fielded at the corps through Army Service Component Command (ASCC) (and numbered army) level (to include MACOMs and the DA).  GCCS-A is the command and control system for army operational and theater level commanders.  

1.5.1.5.  As the combined arms commander’s automated C2 system MCS will integrate the information it receives from other ABCS systems, package and display that information so the commander can make timely and accurate decisions, communicate  those decisions to subordinate and supporting commanders/staff agencies, and allow the commander to effectively direct the execution of his decisions.  MCS, as the primary battle command source, provides the common operational picture, collaborative planning and decision and combat-power synchronization aids, and orders/overlay capabilities to support the commander and the staff via interfaces with the force level information data provided by the other BOS.  MCS will present the Common Operational Picture via voice, data, imagery, graphics and video.  MCS provides the functional applications necessary to access and manipulate ABCS’ common data.  MCS satisfies information requirements for a specific mission, task and purpose, tracks resources, displays a Common Operational Picture, enables timely command and control of current combat operations (offense, defense, stability and support), and facilitates the development and distribution of plans, orders and estimates in support of future operations.  It also supports the military decision making process.  MCS is the primary input source for the maneuver battlefield functional area data elements which consists of: armor, aviation, infantry, signal, engineer, military police, chemical, special operations, civil affairs, and psychological operations units.  
1.5.1.6.  MCS will integrate battlespace information to allow the commander to visualize the battlespace, to gain situational understanding, to synchronize the elements of combat power, and set the conditions for successful execution.  MCS will also enable the commander to effectively communicate his decisions, and it will assist him in supervising the execution of those decisions in order to achieve mission success.  

1.5.2.  Operational and Organizational Description.

1.5.2.1.  Force Benefit.

1.5.2.1.1.   MCS provides critical contributions to the commander’s warfighting capabilities by supporting an execution-focused battle command process.  MCS will fuse battlespace information from other Army Battle Command System component systems, joint, and coalition systems to generate a tailorable Common Operational Picture, which will contribute to the synchronization of combat power at the decisive point to achieve the unit’s mission.  It will also provide the commander with the status of critical information such as friendly combat power, friendly unit activities, current enemy and neutral locations/status, electromagnetic environment, topographic environment and weather effects to enhance his situational understanding.  This will shorten the duration of planning while increasing the efficiency of the decision-making process.  MCS will generate a comprehensive high-quality picture of the battlespace that will enable the commander to set and maintain conditions for the successful prosecution of the fight and to assist in accomplishing his subordinates close fight mission.  This will support the staff’s need to monitor battlefield activity, and to recommend any necessary adjustments to the commander.  MCS will provide the commander integrated battlefield information from each of his battlefield functional areas (BFA) to support timely command decisions and dissemination of orders to subordinate and supporting forces.  MCS will enable the commander and his staff to collect, process, integrate, display, and distribute essential command and control information during continuous operations from both static and mobile command posts on the ground or in the air.  It will facilitate collaboration between commanders and staffs at multiple levels through basic techniques such as referring to a common “display” and voice communications to more advanced techniques as “white boarding”, audio conferencing, and video conferencing along with shared applications.  Commanders will be able to display their intent graphically in near-real time to their subordinates and staffs that are in various dispersed locations.  Additionally, this provides the commander an ability to interact with peers, superiors, and subordinates to gain a more complete grasp of the battlespace; one that was only previously achievable with a tremendous waste of time in travel.  Once the session is complete, the staff can, if required, develop and disseminate the results of the meeting as orders in an effort to codify the decisions.  MCS also enables the commander to monitor his units’ actions while he is directing and leading the execution of operations.  As in the planning phase, through the use of MCS, the commander will be better able to synchronize combat power in the current fight while setting conditions for follow-on operations. 

1.5.2.1.2.   MCS will contribute to the enhancement of a synchronized and synergistic application of joint and combined combat power by processing critical data into useful, relevant and actionable information and communicating it in a timely fashion.  It will sort data against established parameters such as CCIR and provide an immediate alert (visible and/or audible) to the operator when one of the criteria is met.  MCS will support the commander by enhancing his ability to manage aspects of military operations from reconnaissance and surveillance missions to conducting re-supply/re-organization tasks.  By focusing the processing of information, MCS will assist the commander in ensuring his operations are synchronized to support mission end state.

1.5.2.1.3.   MCS will display and integrate combined arms operational overlays and graphics as produced by battlefield functional areas in support of planning and execution.  MCS operators will be able to define overlays based on mission needs and be able to create, edit, store, manage, disseminate and receive operational overlays.  Displays will contain standard military symbols and combined arms graphics that are compatible with all components of the Army Battle Command System, and joint and coalition forces; and with sufficient versatility to support operations at each echelon.  Ultimately, the quality of these operational overlays will be sufficient to stand alone as battlefield orders (containing graphics and information such as mission, intent, concept of operations).

1.5.2.2.  Employment.  MCS provides critical information management capabilities that enable the combined arms commander and his staff to execute the functions of command and control assigned to him in the AUTL (as recorded in paragraph 1.2 of this ORD).  MCS does this by integrating critical command and control information from other ABCS systems and supporting joint and coalition systems, into the COP.  MCS will be used by maneuver BOS staff members, however the main purpose of MCS is to enable the combined arms commander to execute his AUTL command tasks.  The Common Operational Picture achieves perspective when it is presented using textual and graphical information with digital terrain data provided by the Digital Topographical Support System (DTSS).  There are three levels of the Common Operational Picture that correspond to the MCS blocking strategy: Block IV, Block V, and Block VI or Full COP.

1.5.2.2.1.   Block IV Common Operational Picture – The minimal Common Operational Picture information contains three critical pieces of information:  the integrated (fused) display on the MCS of friendly units (includes neutrals), the correlated enemy picture, and the combined arms operations overlay.  This does not discount the value of information such as engineer/obstacle overlay, CCIR, collaborative planning, orders, situation reports, and decision support tools, but establishes the bare minimum standards of information for a COP. 

1.5.2.2.2.   Block V Common Operational Picture – For Block V the Common Operational Picture is the same as Block IV and integrates increased ability to display the enemy at entity level and automated tracking of CCIR.

1.5.2.2.3.   Block VI/Full COP – This will be the baseline COP for the legacy and interim force.  In addition to information available from Block IV and V, Block VI Full Common Operational Picture contains all of the information contained in MCS’ data repository.  This includes a view of dismounts and current air tracks, and, air defense, engineer, and current friendly fire support overlays, and information regarding logistics, aviation and airspace, electronic support and ELINT, unmanned aerial vehicles (UAV), Joint Surveillance Target and Attack Radar System (JSTARS), and weather.  It will also bring full interoperability with joint and coalition systems to enable the commander to “visualize” all available elements of combat power.  This block also merges MCS, CSSCS and GCCS-A applications.  The resultant consolidated MCS will be a Global Command and Control System (GCCS) system application, i.e., it will be interoperable with GCCS and capable of being hosted on GCCS systems.       
1.5.2.2.4.   Since MCS must also support the commander when operating in both joint and multi-national environments, MCS will exchange information with joint and coalition forces via their command and control systems.  External to the Army, MCS will exchange information with joint and coalition systems using the Global Information Grid (GIG), a seamless telecommunications network, in order to deliver a joint view of the battlespace to the combined arms commander.  MCS will also provide appropriate information to both joint and coalition commanders.  This two-way exchange of operationally critical information enables the synergy required by commanders in a joint and combined environment.  MCS will provide this capability through a network of computers (ABCS components) application software, communication systems, information/network management and peripheral devices linked together by Local Area Networks (LAN) and Wide Area Networks (WAN). 

1.5.2.3.  Organizational Description. – (Where MCS is geographically located on the battlefield and which units will use MCS).  MCS is the combined arms commander’s mission critical information display system for Army force level commanders and staffs in deployed and garrison environments.  It is found in primary command and control vehicles on the ground and in the air, and in command posts (CP) of maneuver battalions through corps.  MCS will be employed in both heavy and light corps; light infantry, mechanized, motorized, air assault, and airborne divisions; separate heavy and light brigades; ranger; and armored cavalry regiments.  MCS will also be employed in aviation, engineer, special operations forces, chemical, signal, and military police units (see paragraph 6. “Force Structure”).  Ultimately, MCS will support dispersed CP configurations as well as continuous operations while CPs are relocating and, at a minimum, provide the capability to receive digital updates while on the move.  MCS will also be included in the assault command posts of forced/early entry forces to provide a capability for enroute mission planning and rehearsals, and command and control during the conduct of forced entry and early entry operations.  MCS will support full spectrum operations including operations other than war and counter-drug operations.

1.5.2.4.  System Interaction with key systems.  

1.5.2.4.1.   ABCS and other Army systems that provide information/data directly to MCS or indirectly through GCCS-A to GCCS include the following (Note: see paragraph 1.5.2.5. for an explanation of system interaction and dependencies):

· ASAS – All Source Analysis System.

· AFATDS – Advanced Field Artillery Tactical Data System.

· AMDPCS – Air and Missile Defense Planning and Control System.

· A2C2S – Army Airspace Command and Control System. 

· CSSCS – Combat Service Support Control System.

· FBCB2 – Force XXI Battle Command Brigade and Below.

· DTSS – Digital Topographical Support System.

· GCCS-A – Global Command and Control System – Army. 

· IMETS – Integrated Meteorological Systems. 

· TAIS –Tactical Airspace Integration System. 

· JMPS-A/AMPS – Joint Mission Planning System-Army/Aviation Mission Planning System.

· ISYSCON – Integrated System Control

· Land Warrior 
· Grenadier BRAT
· JWARN – Joint Warning and Reporting Network 
· GPS – Global Positioning System
· BFT – Blue Force Tracking  (applicable systems)

1.5.2.4.2.   Joint command and control systems that provide tactical information/data to MCS, either directly or through GCCS-A, to formulate the COP include the following systems:

· TBMCS – Theater Battle Management Core Systems – US Air Force.

· GCCS-M  – Global Command and Control System–Maritime – US Navy.

· TCO – Tactical Combat Operations –– US Marine Corps.

· GCCS – Global Command and Control System. 
1.5.2.4.3.   Coalition components that provide information/data to MCS to formulate the Common Operational Picture include the following systems and are based upon existing formal treaties and agreements:

· LF C2IS – Land Forces Command and Control Information System  - Canada

· SICF – Système d’Information pour le Commandement des Forces – France 
· SIR – Système d’Information Régimentaire – France
· HEROS 2/1 – Heeresführungsinformationssystem für rechnergestützte Operationsführung in Stäben – Germany
· GeFüSys – Gefechtsfeldführungssystem – Germany
· SIACCON – Sistema Automatizzato di Commando e Controllo – Italy
· AtacCS – Army Tactical Computer System – United Kingdom
· SIMACET – Spain

· ISIS – Netherlands 

· DACCIS – Danish Army Command and Control Information System - Denmark

· Specific C2 systems are yet to be determined or identified with the following countries:

· Norway

· Portugal

· Australia

· Belgium

· Turkey

· Poland

· Supreme Headquarters Allied Powers Europe

· Czech Republic

· Austria

· Hungary

· Armed Forces North (NATO AFNORTH)

· Others as formal treaties and agreements are announced.

1.5.2.5.  Dependencies.  MCS is dependent on all ABCS, and both joint and coalition systems to provide automated and near-real time information to the Common Operational Picture.   MCS is dependent on FBCB2 and Land Warrior to provide friendly unit location and situation information.  MCS is dependent on GCCS-A to provide common operational picture information as well as plans and orders from army headquarters at echelons above corps.   AFATDS will provide MCS fire support information.  AMDPCS will provide MCS critical air defense warnings and information.  TAIS will provide MCS necessary information concerning the integration of air operations.  JMPS-A/AMPS will provide MCS critical information on aviation mission planning.  CSSCS will provide MCS logistics information.  MCS is dependent on ASAS to provide the correlated enemy picture.  DTSS will provide mapping data and terrain analysis. IMETS will provide MCS with weather and weather effects information.  MCS is dependent on Joint Warning and Reporting Network (JWARN) to provide critical NBC information and reports.  MCS is also dependent on non-digitized units to provide their pertinent information via voice communication.  Without these automated and near real-time information and data feeds MCS will continue to operate but in a significantly degraded mode.  MCS operators will be required to manually input data based on legacy-type reporting procedures.  All battlefield functional areas must be able to send and receive information from the Joint Common Database (JCDB), in order to promote interoperability and optimize the system of systems environment.  A stable communications network is a requirement for MCS to operate.  The network must provide robust bandwidth, and the necessary security as well as the prioritization and precedence protocols to ensure that information is processed through the network based on the commander’s established priorities.  Integrated System Control (ISYSCON) will provide a common means at each major echelon to coordinate and control the communications deployed at each echelon and provide an automated means for technical coordination between echelons.  ISYSCON will maximize the availability of communications and data distribution systems in support of the combat commander.  ISYSCON will provide the means to manage an integrated theater‑wide information network with the speed, reliability and flexibility that the combat commander demands, through integrated management and planning of the Wide Area Network.  The Global Information Grid will provide a single secure communications grid with seamless end-to-end capabilities for all warfighters.  These services interact with commanders, information producers and users, and the GIG information distribution and communications infrastructure.  Information Dissemination Management provides information awareness, information access, information delivery, and support.  Onboard and commercial power sources are also a critical requirement to ensure the system can function in both the field and in garrison and function to its optimum capacity.  MCS uses common hardware that is essentially commercial equipment adapted for military application.  Because of this, organizational and intermediate direct support maintenance will be limited to fault isolation and verification, evacuation of unserviceables to depot level and contractor regional support activities, and issuance of replacement equipment.  The software support concept will be addressed in the System Support Package (SSP).

1.6.  Supporting Analysis.  See Appendix C.

1.7.  Command, Control, Communications, Computers, and Intelligence, Surveillance, and Reconnaissance (C4ISR).     

1.7.1.  MCS must conform to the Defense Information Infrastructure Common Operating Environment (DII COE), Joint Technical Architecture, DoD Joint Tactical Architecture Army (JTA-A), and the Global Information Grid architecture.

1.7.2.  MCS must use the strategic and tactical command, control, communications, computers, and intelligence architecture in effect at the time of fielding.

1.7.3.  MCS must employ information assurance protection mechanisms.

1.7.4.  MCS must operate compatibly in the operational electromagnetic environment.

1.7.5.  MCS must be able to use commercial or military generator power as well as the power found in standard ground vehicles and aircraft.

1.7.6.  MCS must also be able to use host nation power sources.

1.7.7.  All computing processes of system shall optimize the use of constrained computing and dissemination resources.

1.7.8.  System’s previously generated, shareable information products (i.e., processed data) shall be reused to maximize consistency and efficiency, and to minimize process redundancy.

1.7.9.  System shall have processes to accommodate an interactive and multimedia processing environment.  The system’s need for processing modes other than interactive and multimedia, especially batch processing, shall be clearly demonstrated and justified prior to their adoption.  System shall use time-critical processing when dealing with survival information, in order to meet stringent timeliness requirements.

1.7.10.  Each process of the system shall accomplish a well-defined single function so as to achieve cohesion and enhance process reusability and system maintainability.
1.7.11.  System’s processes shall be modular to reduce maintenance and promote reusability.
1.7.12.  System shall have, to the maximum extent possible, processes that are designed (using off–the–shelf standard components built according to an open standard) and implemented to be reusable in multiple systems and computing environments as plug and play “commodities” or “generics” rather than custom built from scratch each time.

1.7.13.  System shall have processes that are classified either as deterministic or non-deterministic, with each deterministic process producing consistent and definite results, and each non-deterministic process specifying a range with boundary limits and the expected average for each output generated.  The accuracy of outputs from the system’s processes, deterministic or otherwise, shall be testable, meaning that processes shall be executable and the actual outputs generated by a process shall conform to expected outputs governed by operational requirements.  In the case of the system’s non-deterministic processes, it shall be possible to predict all outputs within specified limits.
1.7.14.  System shall have processes that facilitate verification, and verification activities shall be performed to discover design errors and demonstrate the conformance of the system to the specified requirements.
1.7.15.  To achieve interoperability among the system’s processes, all processes shall use standardized mechanisms to communicate with each other, and process interfaces shall follow established standards for interprocess communications regardless of whether they are communicating with processes residing within the same computing system or with processes residing on remote systems.
1.7.16.  System’s processes shall be responsive to task prioritization dynamically.
1.7.17.  All critical processes of the system shall have the capability to monitor the available resources and dynamically adjust their processing characteristics and behavior in accordance with the resources made available for their use.
1.7.18.  All processes of the system shall demonstrate compliance with existing directives, instructions, and prescribed standards, to include appropriate performance-based standards.
1.7.19.  All processes of the system shall be protected and secured at appropriate levels and be visible to and cooperate with all information assurance operations.
1.7.20.  System’s processing shall accommodate US Army and USMC (Block IV), USN and USAF (Block V) and allied and coalition (Block VI) operations when necessary.

1.7.21.  All process failures and processing exceptions of the system shall be handled through error handling and recovery mechanisms which are consistent with threat and risk levels associated with the processing task.

1.7.22.  System’s processing shall support analytical and collaboration capabilities through services that support collaborative planning, decision-making aids, modeling and simulation, data mining, intelligent agents and virtual workspaces.
1.7.23.  System’s processing shall accommodate all Information Management (IM) tasks related to creation, acquisition, transmission, organization, storage, dissemination, presentation, protection and disposition of information, as well as other information processing tasks guided by and in compliance with the DoD CIO IM Strategic Plan.
1.7.24.  All process interfaces of the system shall be well defined and clearly specified to include at a minimum all input specifications, output specifications, and specifications for controls required for triggering the process.
1.7.25.  System’s processes shall be independent of the computing platform regardless of the programming or scripting.
1.7.26.  System’s processing components shall ensure that the overall system availability is not compromised due to run-time process failures.
1.7.27.  System’s storage process shall not alter stored data in a manner that compromises the integrity of the data/information.
1.7.28.  System shall provide visibility of storage infrastructure to efficiently manage storage capacity and provide the capability to remove/discard stored data as required.
1.7.29.  System’s data shall be stored in a manner that facilitates distribution IAW processing and transport needs and supports the rapid retrieval of information by the user.  Each item of stored data in the system shall have a single discrete source of reference so that future updates of that data, while being stored in other locations, will be able to refer back to the single reference source, thus ensuring that the information is being updated with the most current available version.

1.7.30.  System’s data shall be stored in a manner that assures the required access to and use of all needed data, and in a way that prevents the loss of stored data from physical threats such as fire, water damage, information operation threats, and Electromagnetic Pulse (EMP) as appropriate to the information being stored.  
1.7.31.  System’s data that is no longer required shall be disposed of effectively and efficiently, so that the storage space that was used by the disposed data can be used for the storage of new data without the user having to do any additional actions once the decision to dispose has been made.
1.7.32.  System’s data shall be retained in a manner that meets all mission and regulatory guidance and is transparent to the user.

1.8.  Evolutionary Development.  MCS will follow a development process that is a prioritized blocking approach for software development.  Software capabilities will be developed and delivered in blocks over time with the intent of supporting warfighter operational and training requirements.  To date MCS’ development has progressed through three incremental development blocks.  The MCS program is currently in Block IV.  The following incremental blocks are prioritized as Block IV (Threshold), Block V (Interim), and Block VI (Bridge to the Objective Force).  For all Blocks the Threshold requirement equals the Objective requirement, except where otherwise noted. 

1.8.1.  Block IV – Block IV MCS is aligned/interoperable with ABCS software version 6.3.  Block IV, as defined in this ORD, is the initial threshold level of functionality required for MCS’ Initial Operational Test and Evaluation (IOTE).  MCS will provide the initial essential operational capabilities to support setting and maintaining the conditions for success in the close fight and will provide the commander a Common Operational Picture of his battlespace.  It will support the combined arms commander’s requirement to establish contact with the enemy at the time and place of his choosing and to overwhelm the enemy with fire and maneuver.  Block IV will support the commander’s need to develop the situation out of contact, isolate and shape the battlespace, focus intelligence and collection planning, conduct mission planning, and synchronize supporting battlefield operating systems and available combat power.  Block IV also provides the commander and the staff the ability to exchange limited information with USMC ground commanders via the USMC ground command and control counterpart to MCS known as TCO – the Tactical Combat Operations system.

1.8.2.  Block V – Block V MCS is aligned/interoperable with ABCS software version 7.0.  ABCS 7.0. will provide enhanced network stability improvements in network management tools and upgrades in the communications architecture (e.g. upgrades of Mobile Subscriber Equipment (MSE), Enhanced Position Location Reporting System (EPLRS), and a dedicated Tactical Operations Center (TOC) Server).  MCS will provide the combined arms commander the ability to better synchronize his force through the increased capability of information management.  MCS will internally manage MCS data by establishing a priority and precedence of information traffic based on such requirement as Commanders Critical Information Requirements.  MCS will also provide the ability to host or interoperate with the other BFA’s wargaming capability, which will enable a truly integrated wargame that covers the entirety of basic requirements.  MCS will also display friendly location reports from Land Warrior on the COP and, when available, aerial platforms.  Also included with the COP will be the commander’s combat power assessment capability.  MCS will provide initial enhancements in many capabilities.  Block V will also provide the commander full joint Interoperability with the USMC’s TCO system, and partial interoperability with the U.S. Air Force’s TBMCS and U.S. Navy’s GCCS-M systems.

1.8.3.  Block VI – Block VI MCS is aligned / interoperable with ABCS software version 8.0.  ABCS 8.0. serves as the baseline for legacy and interim forces commensurate with upgrades in the communications architecture from JTRS and WIN-T.  Along with the network, software and hardware improvements delivered with ABCS 8.0, this system of systems provides the combined arms commander with battle command on-the-move applications.  The entire command structure will be able to collaborate from disparate locations using common planning applications, and improved wargaming tools.  A key feature of this block is the ability of commanders to receive continuous running estimates that include dismounted, air-ground, Service and multi-national inputs.  This block will provide an enhanced ability to synchronize combat power through information management qualities of the architecture.  MCS, in combination with the network, will provide multi-level security.  It will enhance Battle Command on the move by allowing the commander and staff to interact with the computer via the human voice.  MCS will also host and execute applications that deal with the assessment, planning, prediction and synchronization of combat power so that commanders can develop actionable orders. These applications are currently compartmented in such systems as MCS, CSSCS, GCCS-A, ASAS, and other ABCS systems.  This “application hosting” capability will ensure that any Army commander equipped with MCS and designated as Army Force (ARFOR), Joint Force Land Component Commander (JFLCC), Commander Joint Task Force (CJTF) or supporting component/provider of common user logistics will be able to adequately command and control his assigned/OPCON/TACON forces and provide the support required by the senior Joint Force Commander.  Block VI will deliver full interoperability with Land Warrior and aerial platforms.  MCS VI will also deliver a level of joint / coalition interoperability that constitutes full warfighter-information exchange with joint systems such as the USMC’s Tactical Combat Operations (TCO) system, the USAF’s Theater Battle Management Core Systems (TBMCS), the USN’s Global Command and Control System-Maritime (GCCS-M), and the coalition partners listed in paragraph 1.5.2.4.3.
1.8.4.  Blocking strategy for MCS will be capabilities-based.  There are 10 categories of MCS capabilities that will be incrementally improved in this strategy.  These are:

1.8.4.1.  Battle Command on-the-move.  Provide the commander with the ability to perform his roles forward on the battlefield with a full suite of application tools.

1.8.4.2.  Mission Planning by the commander and his staff.  Provide collaborative planning tools that enable predictive analysis of future enemy and blue combat power and produce actionable orders with simple, versatile combined arms graphics.  At end state, this capability also provides a mission rehearsal tool.

1.8.4.3.  Mission Preparation.  Ability to receive and parse inputs from mounted, dismounted, air and ground entities.

1.8.4.4.  Mission Execution.  Provide the commander and his staff with the ability to synchronize combat power, Army and joint, integrate BOS vertically and horizontally, and integrate air-ground, mounted and dismounted operations.   At end state, this capability enables rapid tailoring and task reorganization.

1.8.4.5.  Develop and disseminate COP.  Provide commander and his staff with a continuous running estimate of the current friendly and enemy situation, automated tracking of CCIR, and a Situation Report (SITREP) process that automatically updates FBCB2 and MCS.  At end state, capability enables full situational understanding by commanders.

1.8.4.6.  Multi-level security.  Enhances security capabilities (classified to unclassified) and eventually accommodates SCI.

1.8.4.7.  Tools to manage network and information flow.  With advances in communications and servers, provide capability to initialize and manage the network to meet mission needs.  Simplifies CP administration.

1.8.4.8.  Merge applications.  Together MCS and ASAS will provide a planning and prep tool at battalion and below.  Eventually (Block VI), merge MCS, GCCS-A and CSSCS into single Maneuver System for brigade and above.

1.8.4.9.  Embedded training.  Develop Training Support Packages (TSP) to train commander and staff to employ all systems in combined arms fight linked to course of action and wargaming tools.  At end state, provide full mission rehearsal capability.

1.8.4.10.  Interoperability.  Ensure backward compatibility with previous versions, full compatibility between legacy, interim and objective forces.  Finally, ensure joint and multi-national C2 interoperability.  

1.8.5.  Cumulative requirements.  The requirement specified in Block IV remains the requirement until modified/enhanced in later blocks.  It is acceptable that the initial MCS system (Block IV) will consist of two components, each providing a combination of software capabilities.  Together, those components provide all of the minimum essential capabilities to support the functions of battle command at battalion and above level maneuver units.  The two components are the MCS-Heavy box (HCU) and the MCS-Light box (NCU). It is expected that for Block V each of the MCS boxes will be able to host full functionality. 
Block VI, MCS should be hosted on the smallest, lightest box possible.  The objective MCS should be capable of operating in a TOC, in the variety of command and control vehicles, and be man-portable to enable its use by light infantry forces. 

2.  Threat. 

2.1.  Threat to be Countered.  The MCS will enable friendly forces to identify, initiate, and monitor the actions to counter threats.  However, MCS will not be designed to directly counter threats.
2.2.  Projected Threat Environment.

2.2.1.  The primary threats to MCS are from information warfare (IW).  IW could take the form of malicious code insertion, remote insertion of false data, spoofing, and unauthorized computer access. The most likely source of this threat will be from an insider who has legitimate access to the classified network.  Another source of IW threat is malicious codes introduced during the manufacturing process of the computer components.  The most likely threat to MCS on the battlefield will come from electronic warfare. Jamming against the communication backbone of MCS could result in the loss or significant impairment of the MCS communications, resulting in poor system operations at best, or no ability to communicate at worst.  Direction finding operations conducted against MCS communications could allow a threat force to identify, locate, and target the MCS system for physical destruction.

2.2.2.  Threat information in greater detail is contained in the DIA-validated System Threat Assessment Report (STAR) for the MCS, C550-1572-0009-XX, dated August 1999 (or most current edition).” Additional details can be found in the “Automated Information Systems Threat Environment Description” (AIS TED), NAIC-1574-0210-XX, dated September 2000 (or most current edition) and the "Electronic Warfare Threat Environment Description (U), NAIC-1574-0731-01, February 2001 (S//NF//MR)."
3.  Shortcomings of Existing System and C4ISR Architecture.

3.1.    Why existing systems cannot meet current or projected requirements.  There is no current and integrated automated command and control system available to the combined arms commander and his staff.  Previous attempts to automate command and control were extremely limited based on available technology.  More recent attempts to leverage technology to automate the command and control have resulted in disparate automation systems with incomplete or extremely limited functionality and where the hardware is larger and heavier than desired and could not effectively collect, disseminate, and display information in a joint environment in support of command and control.  Additionally, in order to speed up efficiency of planning and execution centric operations, the user needs an ability to automate the wargaming process and perform a running estimate to compare the plan with what is actually happening on the battlefield.  Block IV abilities are a step toward the objective capability and, by themselves, improve the efficiency of the current process.  It is essential to minimize the time required in the evaluation of courses of action, to prepare recommendations, and to make decisions during planning, rehearsal, and execution and reconstitution phases.

3.2.  Why existing C4ISR operational, system and technical architecture views cannot meet the requirements for the proposed system.   There is no current and integrated automated command and control system available to the combined arms commander and his staff.   Consequently, there is no existing C4ISR operational, system and technical architecture views.

4.  Capabilities Required.  Requirements are expressed as either Block IV, Block V or Block VI.  Block IV is the system’s threshold.  Block V is an interim capability designed to meet the needs of an evolving Army.  This delineation is based on prioritized operational need, technological feasibility, and cost.  Prioritization of capabilities facilitates blocking and alignment of the acquisition strategy by the project manager for both MCS and ABCS internally, and externally with other automated command and control systems not part of ABCS.  A block value is the minimum acceptable value that is necessary to satisfy an operational need.  The Block VI value represents an operationally meaningful, time-critical, and cost-effective increment above the threshold.  See paragraph 1.8. for a more complete description of MCS Blocks.  


The capability of MCS must enable the commander and his staff to command and control his forces in combined arms operations.  These operational requirements will be blocked according to the operational requirements of our transforming Army.  Block IV will focus on the Brigade Combat Team (BCT) commander’s ability to achieve success as he synchronizes simultaneous, decisive, shaping, and sustainment operations as a member of an Army Force in a joint operational area.  Block V focuses on the division commander being able to set the conditions for success at the tactical level by conducting both deep and close operations throughout the depth of the battlespace of the joint operational area.  The Block VI will deliver a set of capabilities defined as the “Commander’s Application”.  These capabilities will serve as an operational command and control bridge to the objective force.  

     A Key Performance Parameter (KPP) defines capability or characteristics so significant that failure to meet the threshold will result in program reevaluation.  Throughout the document an asterisk beside a paragraph number designates a KPP (*).  Table 1 below depicts the MCS KPPs.

KEY PERFORMANCE PARAMETERS*

	KPP
	Title
	Page
	Paragraph

	1
	Display the Common Operational Picture.

	27
	4.1.1.

	2
	Interoperability.  Provide the commander with the ability to synchronize the elements of combat power of his combined arms team.

	28
	4.1.2. 

	3
	Disseminate (Create and exchange) Orders. Facilitate the combined arms commander’s discharging of command, by providing his staff the ability to disseminate orders, instructions, and graphics.

	32
	4.1.3.  


Table 1

Note:  See Table A in the back of this document for a detailed summary of Key Performance Parameters.

4.1.  System Performance.   MCS shall:
4.1.1.  *Display the Common Operational Picture (KPP1).  MCS will provide the Common Operational Picture to enable commanders to visualize the battlespace and apply analysis, estimates, judgment and information from other units/agencies in order to develop situational understanding and the commander’s vision for execution of combat operations (see FM 3-0, Operations, pg. 5-3).  MCS will provide the Common Operational Picture to enable the staff to monitor execution of the commander’s battle plan, make minor adjustments, and provide recommendations to the commander.  The Common Operational Picture consists of, at a minimum, the friendly location/situation, enemy location/situation, and combined arms graphics and overlays (maneuver control graphics and specified mission essential fire support coordination measures, unit symbols, and mission graphics).  See below.
4.1.1.1.  *Block IV – MCS will display the Common Operational Picture consisting of (within the limits of Table A): 

4.1.1.1.1.   *Friendly forces: in accordance with Friendly Forces Information Requirements (FFIR) portion of the Commander’s Critical Information Requirements (CCIR).  MCS will display those friendly forces determined critical by the commander within the limits of Table A.  These will include the commander’s subordinate and supporting/specialty units (Doctrinal parameters are two levels down and one level up.)
4.1.1.1.2.   *Enemy Force: in accordance with Priority Information Requirements (PIR) portion of the CCIR, display the enemy forces designated critical by the commander.

4.1.1.1.3.   *Display the Combined Arms Operations overlay within the limits of Table E within each command post.  MCS will share COP information on friendly units and combined arms operation overlay with other command posts.

4.1.1.2.  *Block V – MCS will display the Common Operational Picture consisting of: (within the limits of Table A)

4.1.1.2.1.   *Friendly forces: IAW Friendly Forces Information Requirements (FFIR) portion of the Commander’s Critical Information Requirements (CCIR), MCS will display the forces determined critical by the CDR. These will include commander’s subordinate and supporting units (Doctrinal parameters are two levels down and one level up);

4.1.1.2.2.   *Enemy Force: IAW Priority Information Requirement (PIR) portion of the CCIR, and display the enemy and neutral forces designated critical by commander.

4.1.1.2.3.   *MCS will share COP information on friendly units and combined arms operation overlay with other command posts and primary ground C2 vehicles.

4.1.1.2.4.   *Display the Combined Arms Operations overlay within the limits of Table E within each command post.  MCS will share COP information on friendly units and combined arms operation overlay with other command posts.

4.1.1.3.  *Block VI – MCS will provide the full Common Operational Picture and a command and control bridge to the objective force.
Rationale:  MCS will integrate/render the information that produces a visual product (Common Operational Picture) as well as the appropriate narrative information peculiar to the appropriate BFA (e.g., the CSS staff estimate).  MCS will integrate friendly & enemy locations and overlay information within the ability of other ABCS systems to provide respective locations and overlays to build the Common Operational Picture.  Examples of the information possible for the Common Operational Picture are at Appendix J “ABCS Operational Elements and related Battlefield Automation Systems (BAS) Requirements.”  See FM 6.0 chapter 3.  Block VI, provides the full COP and serves as a bridge to the objective force.

4.1.2.  *Interoperability (KPP2).  Provide the commander with the ability to synchronize the elements of combat power of his combined arms team.  For each Block the Threshold requirement is that MCS must provide interoperability with Joint and coalition systems, meeting 100% of the critical IERs, and Objective is all IERs established in Table B.  MCS must also provide interoperability with other Army systems, meeting 100% of the critical IERs established Table C.  Joint interoperability will be certified in accordance with Joint Interoperability Test Command (JITC) procedures.  In accordance with the GIG CRD, Upon completion of MCS development through its Block evolution, MCS shall satisfy all critical IER attributes to the threshold level (Threshold, KPP) and satisfy all IER attributes to the objective level (Objective, KPP).

4.1.2.1.  *Block IV – MCS will interoperate with automated C2 systems to support the critical IERs.

4.1.2.1.1.   *Interoperate & Exchange COP Info w/FBCB2 (see Table D, MCS (( FBCB2 Message Exchanges).

4.1.2.1.1.1.  *Receive friendly units 1 & 2 levels down and adjacent unit HQ.

4.1.2.1.1.2.  *Send and receive Combined Arms graphics (essential operational graphics as defined in FBCB2’s ORD) in accordance with Table E.

4.1.2.1.1.3.  *Send analog unit location.

4.1.2.1.1.4.  *Send and receive Fragmentary Orders (FRAGOs) and Warning Orders (WARNOs).

4.1.2.1.2.   *Interoperate & Exchange COP Info w/ABCS Systems within a CP.

4.1.2.1.2.1.  *Send and receive friendly units 1up, 1 and 2 levels down and adjacent unit HQ.

4.1.2.1.2.2.  *Send and receive combined arms overlays.

4.1.2.1.2.3.  *Receive correlated enemy situation from ASAS.

4.1.2.1.2.4.  *Send and receive plans and orders.

4.1.2.1.2.5.  *Receive air tracks from Air Defense Artillery (if you have an AMDPCS in your CP).

4.1.2.1.3.   *Interoperate with ABCS Systems outside a command

post.

4.1.2.1.3.1.  *Send and receive friendly units 1 level up, 1 and 2 levels down and adjacent unit headquarters.  Exchange friendly unit data between higher and subordinate headquarters. (MCS).

4.1.2.1.3.2.  *Send and receive Combined Arms graphics and overlays.

4.1.2.1.3.3.  *Send and receive plans and orders.

4.1.2.1.4.   *Interoperate with joint systems.

4.1.2.1.4.1.  *Limited interoperability with the USMC’s Tactical Combat Operations (TCO) system. .  Exchange 8 VMFs (Note: For a complete description on these messages see DoD Interface Standard, VMF TIDP-TE, Reissue 3, 17 June 1998). See Table G for details of message types.

4.1.2.1.5.   *Interoperate with Coalition systems – No requirement for Block IV.
4.1.2.2.  *Block V – MCS will interoperate with digital C2 systems to support the critical IERs.

4.1.2.2.1.   *Interoperate & Exchange COP Info w/FBCB2 (see Table D, MCS (( FBCB2 Message Exchanges) aerial platforms and Land Warrior.

4.1.2.2.1.1.  *Same as Block IV plus the ability to send and receive orders and plans.

4.1.2.2.1.2.  *Display uncorrelated enemy picture from FBCB2 on demand.  
4.1.2.2.2.   *Interoperate & Exchange COP Info w/ABCS Systems within a CP.

4.1.2.2.2.1.  *Receive fire support, air defense, and engineer/obstacle overlay.

4.1.2.2.2.2.  *Send and receive friendly units 1up, 1 and 2 levels down and adjacent unit HQ.

4.1.2.2.2.3.  *Send and receive combined arms overlays.

4.1.2.2.2.4.  *Receive correlated enemy situation from ASAS.

4.1.2.2.2.5.  *Send and receive plans and orders.

4.1.2.2.2.6.  *Receive air tracks from Air Defense Artillery (if you have an AMDPCS in your CP).

4.1.2.2.3.   *Interoperate with ABCS Systems outside a command post.

4.1.2.2.3.1.  *Send and receive friendly unit data from subordinate units’ command post or higher headquarters’ command post (MCS).

4.1.2.2.3.2.  *Send and receive Combined Arms graphics and overlays.

4.1.2.2.3.3.  *Send and receive the fire support, air defense and engineer/obstacle overlays.

4.1.2.2.3.4.  *Send and receive all overlays.

4.1.2.2.3.5.  *Send and receive plans and orders.

4.1.2.2.4.   *Interoperate with joint systems.

4.1.2.2.4.1.  *Full interoperability with the USMC’s Tactical Combat Operations (TCO) system (IAW Table B of this ORD).

4.1.2.2.4.2.  *Limited interoperability with the US Navy’s Global Command and Control System – Maritime (GCCS-M) (IAW Table C of this ORD). 

4.1.2.2.4.3.  *Limited interoperability with the US Air Force’s Theater Battle Management Core Systems (TBMCS) (IAW Table C of this ORD).

4.1.2.2.5.   *Interoperate with Coalition systems – No requirement for Block V.
4.1.2.3.  *Block VI – MCS will interoperate with digital C2 systems to support Army Transformation.

4.1.2.3.1.   *Interoperate & Exchange COP Info w/ABCS systems within a CP.

4.1.2.3.1.1.  *Same as Block V plus send and receive friendly units 1 and 2 levels down and adjacent unit HQ.  Within a corps headquarters transfer of this information between MCS and GCCS-A is required.

4.1.2.3.2.   *Interoperate with ABCS Systems outside a command post.

4.1.2.3.2.1.  *Same as Block V.  

4.1.2.3.2.2.  *Full interoperability with Land Warrior and aerial platforms.

4.1.2.3.3.   *Interoperate fully with designated joint systems in accordance with the Top Level Information Requirements listed in Table B. (Note: MCS shall interface directly with GCCS only when GCCS-A is not present or when the MCS to GCCS-A interface is not practical in joint operations).

4.1.2.3.4.   *Interoperate with coalition systems in accordance with standing agreements and formal treaties (i.e., MIP) in accordance with the Top Level Information Requirements listed in Table B.  Also see paragraph 1.5.2.4.3.
4.1.2.3.5.   *MCS shall interoperate with Blue Force Tracking systems such as FBCB2, Grenadier Brat, Land Warrior and other systems as they are specifically identified.

Rationale: The Army will participate in operations as part of a joint, combined, and coalition team to achieve combat synergy.  This implies a clear need for interoperability, and the understanding of the capabilities, objectives, and actions of both U.S. and coalition forces.  For Block IV, MCS must exchange Common Operational Picture data with the other ABCS systems, consistent with those systems’ capability to share data, as identified in Appendix J (ABCS Operational Elements and related BAS Requirements).  MCS will also exchange critical Common Operational Picture data with the United States Marine Corps’ Tactical Combat Operations (TCO) system.  For Block V, MCS must exchange Common Operational Picture data, in limited fashion and in accordance with Table C, with the USAF’s Theater Battle Management Core Systems (TBMCS), and the USN’s Global Command and Control System-Maritime (GCCS-M).  This data to be exchanged with TCO is identified in the MCS-TCO Memorandum of Agreement.  The subsequent block will meet the balance of the critical interoperability requirements.  Block VI, MCS must exchange all data in the Top Level Information Exchange Requirements Matrix (Table B) and the Critical IER Matrix (Table C) with each of the Services’ automated command and control systems and the automated command and control systems of NATO and other coalition forces.  Interagency coordination will be conducted by other Army, Service and Joint systems not applicable to MCS.  Note:  The FBCB2 system will provide friendly unit data to all nodes operating on the network up to brigade level and to the division TAC command post.  The division main command post does not operate on the network because they are out-of-range of the line-of-sight radios currently employed on the network.  Consequently, it is the responsibility of the MCS in the division tactical command post to replicate and distribute this data to the division main command post and the next senior headquarters of the division; normally a corps headquarters.

4.1.3.  *KPP 3 Disseminate (create and exchange) Orders – MCS will facilitate the combined arms commander’s discharge of command, by providing the commander and staff the ability to disseminate orders, instructions and overlays IAW Critical IERs in Table C.  

4.1.3.1.  *Block IV – Create and exchange Warning Orders, Fragmentary Orders and graphics (essential operational graphics as defined in 4.1.2.1.1.2.) with FBCB2 in accordance with Table E.

4.1.3.2.  *Block IV – Create and exchange Warning Orders, Fragmentary Orders, Operations Plans (OPLANs) and Operations Orders (OPORDs), and graphics with all other ABCS systems and limited message capability to exchange important OPLAN and OPORD information with the USMC’s Tactical Combat Operations (TCO) System.

4.1.3.3.  *Block V – Create and exchange Warning Orders, Fragmentary Orders, Operations Plans (OPLANs) and Operations Orders (OPORDs) and graphics with the all ABCS systems and the USAF’s Theater Battle Management Core Systems (TBMCS) and the US Navy’s Global Command and Control – Maritime System (GCCS-M).

4.1.3.4.  *Block VI – Create and exchange Warning Orders, Fragmentary Orders, Operations Plans (OPLANs) and Operations Orders (OPORDs) with coalition systems specified in this ORD (See Interoperability key performance parameter). 

Rationale:  MCS must enable the commander and his staff to create and issue instructions which disseminate the Commander’s intent, supervise the execution of operations and allow the unit to adjust operations to reflect changing reality and enemy actions.  MCS must directly contribute to enabling the maneuver commander in making and transmitting decisions in the execution of combined arms operations.

4.1.4.  Support the display of the Common Operational Picture by providing the following:

4.1.4.1.  Position updates.

4.1.4.1.1.   Block IV – Receive and display position updates of friendly units from data provided by FBCB2, other ABCS systems, the USMC’s TCO system, and from manually entering the locations received from an analog/non-digital source over legacy systems (e.g. radio, report, etc.).  Receive and display the correlated red picture, from ASAS. (Note:  This defines a unit: A maneuver brigade headquarters, at a minimum, will view battalions which are one level down, and companies which are two levels down.  A maneuver battalion headquarters, at a minimum, will view companies, which are one level down, and platoons are two levels down).
4.1.4.1.2.   Block V – Use database-to-database transfers to receive send and receive friendly unit position updates whenever possible, both horizontally and vertically. This will ensure that the COP at all echelons are sharing the same information.

4.1.4.1.3.   Block V – Position update.  Block IV plus: Receive and display position updates of friendly units from data provided by aerial platforms and Land Warrior down to the platform/entity level. Provide ability to display both correlated red and enemy unit combat power (from ASAS) and uncorrelated (Spot reports from FBCB2) red picture and be able to distinguish the difference via the symbology. 

4.1.4.1.4.   Block V – Provide the ability to automatically receive and disseminate the current fire support coordination measures that are part of the current OPORD to subordinate and supporting forces as appropriate. Newly established fire support coordination measures will be received as part of an order.

4.1.4.1.5.   Block V – Audibly alert the user when a SITREP is received.
4.1.4.1.6.   Block VI – Position updates.  Have near real-time position updates assuming adequate bandwidth, but this does not apply to call in and message reports.  Receive dynamic geographical position updates from future embedded and/or integrated position/navigation devices. Display all entity level data stored in the JCDB.

4.1.4.1.7.   Block VI – Display the current and planned availability of air support (CAS and AI) and other joint assets on the Common Operational Picture from the Air Tasking Order and the Airspace Control Order.

4.1.4.1.8.   Block VI – Display indirect fire vectors for both friendly and enemy forces to provide the commander (& staff) the current view of indirect fire activity within the battlespace. Enemy indirect fire vectors will be based on data received from sensors.  Friendly indirect fire vectors will be based on data received from AFATDS.  Data for both enemy and friendly vectors must be capable of being manually input at an MCS terminal.

4.1.4.1.9.   Block VI – Audibly alert the user when a SITREP is received and automatically update the COP.

4.1.5.  Block V – Automatically alert the user, visually and/or audibly, upon receipt of an overlay, order, or plan or answered CCIR.

4.1.6.  Block VI – Provide an automatic means to visually highlight and distinguish, on any MCS display, High Payoff Targets (HPT), High Value Targets (HVT), planned targets, and active targets. 

4.1.7.  Block VI – Provide an audible and visual alert when fire support sensor data such as counter-artillery radar, counter-mortar radar, and JSTARS and other specified sensor data become unavailable.

4.1.8.  Block VI – MCS will employ an ABCS – common map viewer consistent with the capabilities provided by the Defense Information Infrastructure Common Operating Environment (DII COE).  

4.1.9.  Block IV – MCS will maintain the COP to provide the commander an uninterrupted view of the battlefield.  A continuous COP will allow staffs to identify enemy or friendly situations that require command decisions to initiate and integrate all functions and systems toward mission accomplishment (FM 3-0, pg 5-17). In the event that MCS loses the ability to render the COP, it is sufficient for another ATCCS system in the command post to temporarily assume responsibility to provide the COP until MCS regains the COP (TOC Failover).
4.1.9.1.  Provide for continuity of operations due to either planned or unplanned loss of workstations that result from displacement, or maintenance.  Operations, other than COP, may be degraded temporarily with work-arounds in networking, architectural arrangements and database replication schemes.  Complete restoration of the workstation includes repair, reconfiguration of applications or database, connectivity and updates. Minimum acceptable performance parameters are below.  These parameters include the time for the boot up of the system.   

	Common Operational Picture Availability After:

	
	Planned Outage
	Unplanned Outage

	Block IV
	90 Minutes
	150 Minutes

	Block V
	60 Minutes
	90 Minutes

	Block VI
	15 Minutes
	45 Minutes


Table 2

Rationale:  Formulating the COP requires the ability to receive and display friendly unit locations, correlated enemy/red picture and graphics.  This information must efficiently update the Common Operational Picture while eliminating the need for human involvement in processing this information.  However, recognizing that some units may not be equipped with digital location and reporting devices, we must maintain the capability to receive unit locations and status reports over radio nets and then be able to manually input those reports into the MCS, which then generates and updates a unit icon on the Common Operational Picture.  Input of digitized systems platform-location information into the database must be a completely automated process.  This will enable commanders and their staffs to perform more cognitive tasks and focus on decision making, monitoring, and directing the execution of operations. Continuity of operations allows the force to continue combat actions in spite of the loss or relocation of a command and control facility.  MCS must have a failover system that facilitates survivability of the Common Operational Picture.  MCS will employ a failover capability into its hardware and software and be configured into a network providing information access redundancy so the loss of a single workstation responsible for maintaining the Common Operational Picture will not cause system failure or inaccessibility to critical command and control information.  Recovery from a planned outage assumes that the system is up, operational and ready to pass Common Operational Picture updates to another command post or pre-designated system.  The precondition for re-establishment of the Common Operational Picture for an unplanned outage assumes that the system has been re-started, is operational, and ready for the operator to affect those measures necessary to reconfigure the system.  Operations may be degraded temporarily with work-arounds in networking, architectural arrangements and database replication schemes. One of the key differences between the planned and unplanned outage time standards is the assumption that during a planned outage a graceful shutdown has occurred and no data/configuration information has been lost.  Conversely, this is not the case in an unplanned outage.  The operator recovering from an unplanned outage will have to reload some data and re-configure the system.  An unplanned outage will catch everyone off-guard and may be the result of either a sudden or a catastrophic loss of external power supply (generator/vehicle) due to either enemy action or equipment failure.  The time standard for an unplanned outage is an estimate and is based on the additional time that would likely be necessary to regain the Common Operational Picture in the event of an unplanned outage.  Each operational node must possess at least one system designated as the primary source of the Common Operational Picture.  Given a stable communications network and the ability of other ABCS systems to provide current Common Operational Picture, minimum acceptable performance parameters are shown above.  These times do not include times associated with TOC setup, TOC tear down or displacement time.  They are times required to affect transfer of COP management in the case of a planned outage and the times required to bring an MCS system up as the principle source and manager of the COP in the event of an unplanned outage.  The Block VI time standard of 15 minutes is consistent with various Army Readiness and Training Evaluation Program (ARTEP) standards for TOC emplacement (Source: ARTEP 71-2 MTP). The Block VI unplanned outage standard of 30 minutes is derived from adding the Mean Time To Repair (MTTR) standard of 30 minutes that is established later in this ORD.
4.1.10.  Provide for the following overlay capabilities:

4.1.10.1.  Block IV – Create, edit, store, manage, disseminate, retrieve and receive overlays containing combat arms graphics using a military standard graphic symbology.  Create digital overlays to share with other ABCS systems.  Allow for a degree of flexibility to support user-selectable colors, to support the ability to rotate objects, to alter font style and size on text, to alter line style and thickness, and to output to the LSPP.  Permit the user to place any operations overlay on a Common Operational Picture display regardless of whether it is part of the current plan or future plan.   MCS will display graphics and overlays in accordance with US Army Field Manual 101-5-1 and existing version of MIL STD 2525. 

4.1.10.2.  Block V – Provide the ability to set the editing privileges in order to maintain central editing, control and reading of an overlay.

4.1.10.3.  Block VI – Migrate to more dynamic behaviors of graphic symbology (i.e. graphics tied to activity on the battlefield).

4.1.10.4.  Block VI – Ensure that all overlays provide visual date-time groups indicating: creation, last edit, and effective.

Rationale:  Overlays represent the plan and the current state of operations.  The commander and staff will visualize the battle and make decisions largely based on information represented on overlays.  Though there are overlays that may contain unique information (e.g. fire support, logistics, and air defense), operators rarely create overlays that address only one battlefield functional area.  A user might create an overlay that has fire support and logistics information directly built on top of an overlay containing mainly friendly maneuver graphics. Dynamic behavior is defined as the ability for the icon to recognize graphics and queue the operator to perform certain actions e.g., when an unit/icon reaches a phase line an alert is generated to remind the user to change the Coordinated Fire Line.  Also, an icon should show a trail of where is has been and the direction that it is going.  The operator should control these characteristics.  Therefore, MCS must allow the user the flexibility to define overlays based on the mission need.

4.1.11.  Display standard military symbols/graphics (e.g. unit icons, boundaries, etc.), in accordance with the quantities shown in Table 3 below.  Table E, Military Symbology, located in the back of this ORD lists all symbology by blocks required for MCS to display.  

4.1.11.1.  Block IV – MCS will provide for the display to automatically refresh and update based on a user-selectable time interval.  Refreshing the screen will display any changes that have occurred since the last update.  The minimum update interval will be one minute.  MCS will be able to refresh the display at a rate of 1000 unit icons per minute.  Additionally, MCS will redraw the display in 3 minutes or less when scrolling and zooming in and out of the Common Operational Picture display.

4.1.11.2.  Block V – Provide for MDMP Decision Graphics.

4.1.11.3.  Block VI – All objects will be refreshed on the display in 30 seconds.  New information will be drawn on the display within 3 seconds of receipt.  

Number of Military Symbols/Graphics Available to Display

	Echelon
	Block IV
	Objective

	Battalion
	400
	533

	Brigade
	1200
	1600

	Division
	2300
	2600

	Corps
	3400
	4100


Table 3

Note: The above quantities do not include real time feeds like JSTARS and air tracks, which are independent of the display of military graphics and symbols and will not impact on display performance requirements.
Rationale:  The display of relevant information is the key to the commander achieving situation understanding without information overload so he can make decisions quicker than his enemy.  Clear displays facilitate decision-making and faster execution of those decisions.  Combined with other aspects of information operations, effective displays permit friendly forces to achieve battlespace dominance and win decisively, with minimal loss of friendly resources.  Slow displays interrupt the cognitive process, facilitate distraction, and more importantly, delay decision-making.  Legacy overlays generally encompass the entire battlespace (operations area and area of interest).  Situational understanding requires the commander and staff to view the entire overlay at one time or visually focus on any part of the overlay with a turn of the head or eye, or repositioning of their body.  The MCS screen display should enable the user to create zoom in and out views of the battlespace just as quickly.  In essence, the commander no longer has to “adjust to the map”; the map display can meet the operational needs of the commander.

4.1.12.  Provide the following display capabilities:

4.1.12.1.  Block IV – Display unit icon staleness/graying (visual representation of timeliness of information) based upon user-defined thresholds for old, stale, and current information. 

4.1.12.2.  Block IV – MCS must have the ability to aggregate and disaggregate unit icons based on organic structure of units.  The user shall have the capability to aggregate based on echelon, e.g., brigade, battalion, company, and platoon level equivalents.

4.1.12.3.  Block V – Provide the capability for the user to define multiple levels of aggregation, individually and by groups, at which they want to simultaneously display icons.  For example, in a covering force area it may be desirable to display by platoon level for covering force operations but company level for the balance of the force.  As a battalion commander views most of his force in a defense to platoon level it would normally be desirable, in a particular ambush site, to display down to platform level.  During a deliberate attack it may be desirable to display the lead company of a battalion and an aggregated battalion symbol representing the battalion task force center of mass.  During a hasty attack it may be desirable to display the lead platoon of a company and an aggregated symbol for the company team’s center of mass.

4.1.12.4.  Block VI – Provide an automatically generated visual icon indicator that a particular enemy or friendly unit or platform has been destroyed or rendered combat ineffective.  (Note: FBCB2 proposes implementing this by overlaying an “X,” if possible consider the same implementation).

Rationale:  It is necessary that a Commander and staff be able to identify the correct/current status of his units.  Therefore the icons on the screen display must clearly identify the unit’s correct echelon, type organization, timeliness of the reported status (to include use of technique of “graying” out stale icons of units whose last status report is outside timeliness standards), and if the unit is destroyed.  This significantly adds to the relevancy of information being displayed and enhances the decision-making capability of the commander and his staff.  Allowing the user to specify and define different states of unit information further adds to the relevancy of the Common Operational Picture display.  The aggregation and disaggregation capability permits the commander to manipulate the Common Operational Picture display to allow a more presentable picture that facilitates an easier grasp of the current situation on the battlefield.  This ability allows the commander to show subordinate units two levels down or to combine those units at their parent levels based on task organization, unit identities, unit types or other criteria.  Note: An icon is a small picture intended to represent something (a unit, supply point, etc.) in a graphical user interface. When an icon is clicked on, some action is performed such that additional information may be displayed.  Displaying specifically selected windows will allow the user to project information from his workstation to a common display in the command post for execution, monitoring, and planning activities while still allowing for other operations to occur on the host device.

4.1.13.  Plan Management

4.1.13.1.  Block IV – Provide a plan management tool that develops, stores, and links plans, orders, overlays and order products with database elements (e.g., plan name/number and owning unit name/ID, etc).

Rationale:  A plan management tool allowing the user to create, store and manipulate multiple plans and orders while executing a current plan enhances the effectiveness and speed of the commander and his staff in decision making and collaborative planning.  Linking plans and order products to database elements will allow for an organized and efficient access to multiple plans created by any number of units.  This linking also permits rapid recall and dissemination of plans and orders with a high degree of confidence and supports the concept of user ownership of a given plan or order.  It also assists in the prevention of unauthorized personnel from accessing and altering plans/orders.  This capability also should allow for managing plans in various states of preparation and coordination.  



4.1.14.  Disseminate information to all ABCS systems and Integrated System Control (ISYSCON) via either a Fragmentary Order (FRAGO) or Operations Order (OPORD) that will facilitate rapid changes to the information reporting channels and task organization.  MCS will disseminate the appropriate information to affected units using the appropriate transmission means as defined by and in conjunction with ISYSCON.

4.1.14.1.  Block IV – This will be done manually by ISYSCON.

4.1.14.2.  Block V – Provide an automated capability to change the task organization and information reporting channels of all ABCS systems based on the transmission of either a Fragmentary Order (FRAGO) or Operations Order (OPORD).  Limited manual intervention is acceptable.

4.1.14.3.  Block VI – Provide a fully automatic capability to change the task organization and information reporting channels of all ABCS systems based on the transmission of either a FRAGO or OPORD.

Rationale.  Units are often re-task organized during the execution of operations based on planned branches and sequels; the requirement to seize and exploit opportunities; to react to unanticipated enemy action; and to mitigate adverse effects of previously unknown circumstances.  MCS must facilitate the rapid task organization of units and information flow to enable the commander to maintain the operational tempo and momentum of combat operations.

4.1.15.  Provide the following capabilities to support planning:

4.1.15.1.  Block IV – MCS will provide digitization of the analog process and tools of the Military Decision-Making Process (MDMP).  MDMP products include, orders, overlays, course of action sketches, decision matrices, etc.  See FM 101-5, Staff Organization and Operations, and FM 101-5-1, Operational Terms and Graphics, for a complete description of MDMP products.

4.1.15.2.  Block V – Use a decision support system that will assist in performing enroute mission planning and rehearsal functions (e.g., calculate Correlation of Forces and Means and force ratio worksheets), compare courses of action (after user has inputted appropriate data), and wargame.

4.1.15.3.  Block V – MCS will automate support of the Military Decision-Making Process (MDMP), and provide the capability to create various courses of action.  MCS will be able to save and display a series of screen “snapshots” during the wargaming process as determined by the user.  These snapshots will depict friendly and enemy unit icons, mobility corridors and avenues of approach, graphics, and depict time of critical events.  Users will have the capability to input routes for units to follow.  MCS shall apply standard movement rates of friendly and enemy vehicle s and dismounted warfighters and constrain movement using a “slow-go” and “no-go” terrain approach.  Users will have the capability to determine when engagements should occur.  MCS should apply basic correlation of forces and means to determine projected outcome of engagements.  Correlation of forces and means formulas will be capable of being modified by the user.  Overall effects of indirect fire will be included.

4.1.15.4.  Block V – Provide a checklist to assist the user in following the deliberate MDMP, and provide links through the system to support doing a time-compressed MDMP.

4.1.15.5.  Block V – Record the combat actions, to include battle damage to both sides and resource utilization, to facilitate the development and production of the base order, synchronization matrix, decision support template and matrix, branches and sequels.

4.1.15.6.  Block VI – MCS will have a full wargaming capability with a “built-in” conflict resolution tool that displays outcome of engagements occurring where the “system” automatically computes the conflict based on the relative proximity of current location of friendly and enemy units and in accordance with rate of movement and Correlation of Forces Matrix.  This tool will employ semi-automated forces that will “intelligently” progress in accordance with the courses of action.  This wargaming capability will incorporate the effects of weather on terrain and mobility.  This wargaming capability will include the effects of indirect fire for specific engagements at specific times.  It will also include a realistic representation of other combat multipliers such as combat service support (e.g. ammunition and fuel availability), the effects of NBC employment (e.g. contaminated areas and MOPP level degradation), and the effects of obstacles (minefields, abatis, bridges), etc.

4.1.15.7.  Block VI – MCS will be capable of displaying an “animation” of the course of action depicting unit movement, fire support missions, attack helicopters, close air support (CAS), air interdiction (AI), and ground maneuver engagements.

4.1.15.8.  Block VI – Provide the ability to analyze courses of action and the ability to automatically create, store, and display the results of the wargame process in the form of a synchronization matrix, decision support template and matrix and event templates.  These tools will also support the conduct of after action reviews.

4.1.15.9.  Block VI – Wargaming tools will be linked with all other Battlefield Functional Area automation systems and to the “running estimate” to provide for complete integration of the wargaming process.

4.1.16.  Display unit supply and services resource status.
4.1.16.1.  Block IV – Display unit resource status and resource tracking reports information as provided by CSSCS. 
4.1.16.2.  Block V – Display on-call information, unit resource status and resource tracking reports information as provided by CSSCS inputs into the database.  

4.1.16.3.  Block V – Retrieve and display any information identified by the Commander as CCIR from personnel status and logistics status reports of all task-organized units assuming “on demand” calculation by MCS.

4.1.16.4.  Block VI – Provide visibility of user defined major end items and classes of supply at unit level. 

Rationale:  Accessing and displaying friendly unit resource status information is necessary to enhance the commander’s situational understanding and to ensure decisions are made in consideration of this relevant information.  In Block IV, the capability of displaying “raw” resource data from CSSCS is acceptable.  In Block V and beyond the preferred method is for CSSCS to populate MCS’s database.  This capability should allow for resource information to be displayed by selecting a unit icon from any overlay, which allows for additional menu-option windows to open allowing the user to access resource information.  In Block VI, operators should have the ability to rapidly determine the personnel/logistic status of a unit to ensure that the supplies get to the unit with the highest priority or need.

4.1.17.  MCS will provide a display of operational combat power tracking (Combat Power Report) from CSSCS.

4.1.17.1.  Block IV – Provide a display of operational combat power.  Information displayed on that screen includes the major combat system of that unit as directed in the guidance from the unit commander, and the information is limited to manual inputs into the system based on verbal reports of subordinate units in person or from radio systems.

4.1.17.2.  Block V – Display an automated operational combat power report reflecting the near real-time Commander’s Situation Report as received from CSSCS.  Provide 24, 48, and 96-hour power projections.

4.1.17.3.  Block VI – Provide this information in near real time.

Rationale:  An example of the combat power report is commonly referred to as the “slant” report.  The “slant” report, for example, depicts the number of operational systems such as: tanks, infantry fighting vehicles (e.g. Bradley Fighting Vehicle), Tube-Launched Optically Tracked Wire Guided Missile (TOW) systems and mortars. These combat power reports provide a commander’s general assessment of his unit’s fighting strength along the Forward Line of Troops (FLOT) where contact with the enemy is possible or likely.  The slant report usually does not include systems that cannot influence the outcome of the fight at the FLOT.  Accessing and displaying friendly unit combat power information is necessary to enhance the commander’s situational understanding and to ensure decisions are made in consideration of this relevant information.  This report can be input digitally from a platform device or manually by inputting required information.  Prior to Block V, it is expected that commanders will exploit the suite of “office” products to create this report.

4.1.18.  Provide the following Command and Control capabilities:

4.1.18.1.  Battle Command on the Move (BCOTM).  MCS, in Blocks V and VI, minus the peripherals specified in paragraphs 4.1.34.3. – 4.1.34.6. must be capable of maintaining the Common Operational Picture display when the respective command vehicle is moving, and be able to conduct message exchanges, database updates, and report generation when the vehicle is halted, assuming hardware is capable and power and communications are available.

4.1.18.1.1.   Block V – This capability is required in armored and wheeled vehicles used as primary command and control nodes.  This capability will include early entry and assault command posts; airborne command posts (e.g. A2C2S, and Airborne Command and Control Center), enroute mission planning and rehearsal, and full operation in command and control ground vehicles while on the move.

4.1.18.1.2.   Block VI – Full operation of all MCS functions is required while on the move in any transport system equipped with MCS where personnel are authorized to be transported. 
Rationale:  MCS must be able to enable the commander to maintain the COP, and have access to the relevant data from anywhere on the battlefield in their authorized primary command and control vehicles. In order to enhance battle command and support enroute mission planning and rehearsals, automated command and control systems must provide the same capability to the extent that the safety of equipment and personnel is not jeopardized.  Initially, the user does not require full operational capability on the move. Initial implementation of this battle command on the move capability will be limited to maintaining message exchange, database updates, and report generation in all command and control facilities where personnel are authorized to be transported. In Block VI, the system will support direct data exchange and full messaging for both current situation and history while on the move.

4.1.19.  Collaboration.

4.1.19.1.  Block IV – Provide an ability to support collaboration between and within command posts that allows multiple sites at remote locations to interact in a working session with at least four workstations tied in on a session.  The collaboration capabilities required on individual workstations participating in collaborative sessions are a “white boarding” –type capability with text chat while simultaneously using existing voice communications.  It is expected that users will be able to take a snapshot of the map and collaboratively mark up the snapshot while being able to discuss their actions and drawings using current (external) voice communications.  This will occur with the upper tactical internet only.  The collaborative planning capabilities required on individual workstations participating in a planning session are:

4.1.19.1.1.   Block V – Use voice through the computer. User will be able to directly interact with a map and overlay capability between shared sites.  

4.1.19.1.2.   Block VI – Ability to chat both horizontally and vertically amongst the various automated command and control systems on the battlefield.

4.1.19.1.3.   Block VI – Provide collaboration capability to support dismounted forces and Battle Command On The Move.

4.1.19.1.4.   Block VI – Allow multiple sites of up to 23 workstations to be tied in on a session, dependent on hardware and bandwidth.


4.1.19.1.5.   Block VI. Video-teleconferencing capability.  It is envisioned that VTC capability will not be required below Division.

Rationale:  This capability will optimize planning and execution by reducing the requirement for subordinate leaders to travel to locations to receive the commander’s intent and guidance; and for the commander to receive first-hand information.  This reduces the time required in the development of plans and orders and frees up the time required for subordinate leaders to do their own planning.  Collaboration sessions include some simultaneous combination of video conferencing, audio conferencing, computer conferencing, interactive white boarding, and facsimile transmission and provides the commander a real-time ability to exchange and share information with others at remote locations, and achieve a mutual understanding and increased situational awareness.  Collaboration sessions provide a virtual forum that facilitates the merging of vast amounts of available information with the advantages of human interaction.  This personal, interactive, and dynamic exchange and sharing of information and ideas enables the commander to better understand battlefield dynamics and discuss both immediate solutions and future plans.  The requirement for four workstations initially is based on the number of critical major subordinate elements a commander may need to whiteboard with (e.g., wargaming, briefings, etc.) and is based on a normal organization consisting of three major subordinate elements.  The objective number is an estimate based on current unit organizations and accounting for the worst-case need of a corps headquarters given the normal subordinate organization.  Collaborative planning also supports the commander’s requirement to conduct rehearsals whenever possible.

4.1.20.  Information requirements:

4.1.20.1.  Block IV – Commander’s Critical Information Requirements (CCIR), Friendly Force Information Requirements (FFIR), Essential Elements of Friendly Information (EEFI), and Priority Information Requirements (PIR) will be manually tracked using the office product.  Criteria for the Decision Support Matrix and the Significant Activity Event list will also be manually tracked.
4.1.20.2.  Block V – MCS will provide an automated tool to track and display the CCIR criteria, create and maintain the Decision Support Matrix, and the Execution Matrix/checklist and provide an audio and visible alert if a criterion is met. 

4.1.20.3.  Block V – MCS will display Intelligence Preparation of the Battlefield (IPB) products provided from ASAS and will store and display high payoff/high value target lists provided from AFATDS.

4.1.20.4.  Block VI – MCS will provide a decision support “Commander’s Application”, in accordance with the Army Battle Command System Capstone Requirements Document, that will automate the wargaming process and perform a running estimate that will assist the commander to visualize battlefield conditions and compare his plan with what is actually occurring on the battlefield.  The Commander’s Application will provide the commander visibility of current and projected combat power, Commander’s Critical Information Requirements, and staff estimates from all battlefield operating systems to enable him to better understand battlefield conditions and synchronize his forces.  It will provide the commander the ability to view friendly and enemy locations, and graphic control measure (including maneuver and fire support coordination measures).  The “commander’s application will also enable the commander to compose, send, and receive, FRAGOs, SITREPs, and overlays. The “Commander’s Application” will facilitate the commander making timely and accurate decisions, relaying those decisions to subordinate commanders/staff agencies, and allow him to effectively direct the execution of his decisions.  Provide the “Commander’s Application” decision support capability in accordance with ABCS Capstone Requirements Document.  The Commander’s Application” function must be compatible with all other ABCS BFA systems in order to ensure the commander receives complete, accurate, and timely information and that he, in turn, can relay this information to his subordinate commanders and staff.  This capability will provide the commander and staff several functions:

4.1.20.4.1.   Block VI – Ability to view the results or conduct and record course of action analyses, war gaming and rehearsals and, during the execution of operations, view and compare the results of the plan with that which is actually occurring on the battlefield; thus facilitating adjustments of battlefield activities.

4.1.20.4.2.   Block VI – Ability to predict future status, location, capability, and force ratios based on increase, decrease, and no change in current operational tempo.

4.1.20.4.3.   Block VI – Ability to individually increase or decrease operational tempo of both friendly and enemy forces in wargaming mode.

4.1.20.4.4.   Block VI – Ability for the commander and staff to receive high priority notification of critical information requirements and events identified before, after, and during the course of action analyses, wargaming, and rehearsal process.  This information will be transmitted to the commander, than the primary staff as Category II – Time Sensitive information.  Information requirements include but are not limited to:

4.1.20.4.5.   Block VI – Correlation of forces – categorized ratio of friendly forces to enemy forces; combat losses, fuel status, and operational status of primary weapon systems and combat vehicles – by unit and aggregated; ammunition status – by unit, by type, and aggregated.

4.1.20.4.6.   Block VI – Ability to receive battle damage reports/estimates and compare this data with battle damage predictions and goals determined during wargaming. 

4.1.20.4.7.   Block VI – Additional requirements that must be incorporated into the Commander’s Application are listed in Table H.

Rationale:  Initially, the desire is to digitize the current analog MDMP procedures and products into applications on MCS that will assist the commander and staff to make quicker decisions.  This will free up time for the commander and staff and allow them to make more cognitive and reasoned decisions based on the available and relevant information.  This capability will provide automated assistance to commanders and staff to plan future operations and analyze alternative courses of action.  In order to speed up efficiency of planning operations, the user needs an ability to automate the wargaming process.  This is a substantial improvement over the efficiency of the current process that uses paper maps and manual techniques because it allows for saving a wargamed action (picture), permits easier saving of wargaming information into wargaming products, and allows for a rudimentary ability to “playback” the snapshots of the wargame.  It is essential to minimize the time required in the evaluation of courses of action, to prepare recommendations, and to make decisions.  Therefore, the ability to capture the information from the critical events will decrease the quantity of time required to produce products such as the synchronization matrix, decision support template and matrix.  Additionally, MCS must allow for user-defined parameters to be used to conduct a search throughout all ABCS systems for critical information that will effect the current operation.  This capability must allow the user to input data on elements within these information requirement categories in order to track status.  Future warfighting commanders will be exposed to a tremendous amount of information during the conduct of operations.  They will rely heavily on tracking the status of key information elements identified principally during the planning process.  The disposition of one or more of these pieces of information can significantly impact the time available for the commander to make a decision.  Intelligence Preparation of the Battlefield products will be in accordance with Army doctrine.

4.1.21.  Provide prompts, formats (e.g. message text formats) and the capability to compose, edit, validate, transmit, and receive user-defined or pre-defined (see Table D and Table F) local and non-local messages and data.

4.1.21.1.  Block IV – Provide the capability to communicate USMTF and JVMF formatted messages (see Table D, MCS (( FBCB2 Message Exchanges and Table F, Pre-defined Messages) to ABCS that allow the user to establish and maintain the Common Operational Picture in accordance with the message capability of FBCB2 and MCS.

4.1.21.2.  Block V – Provide the capability to communicate formatted messages (e.g. USMTF and JVMF) to ABCS that allow the user to establish and maintain the Common Operational Picture in accordance with the message capability of Land Warrior.

4.1.21.3.  Block V – Provide electronic mail capability.  Support the Defense Messaging System (DMS) as ABCS single Messaging System.

4.1.21.4.  Block VI – the minimum acceptable direct data exchange integrity parameter is 99%.

Rationale:  Although the primary means of automated combat information exchange will be by direct data exchange, MCS must also provide a capability for computer-assisted preparation and electronic transmission, receipt, and processing of standard United States Message Text Formats (USMTF) and Joint Variable Message Formats (JVMF).  Prompts and alerts are required to minimize the burden on the operator under stressful tactical conditions.

4.1.22.  Icon behavior.   

4.1.22.1.  Block IV – Icons that represent non-digital units must have the same attributes, characteristics, and functions as digital icons as long as the updated data is manually inputted.

4.1.22.2.  Block V – Provide the capability to send icon data that can be aggregated and disaggregated.  

4.1.22.3.  Block VI – Provide the capability to add units and unit data to the database to ensure that all units / icons are correctly portrayed.
Rationale:  Automated position data feeds may not be present for all units on the battlefield.  This will occur for several reasons: first, a U.S. unit may not yet be fielded with equipment to digitally transmit automated position updates, second, a malfunction may have occurred in a U.S. unit that has been digitally equipped, or, third, we may be working with a non-U.S. unit that does not have this automated digital capability. Updates from subordinate, adjacent or higher units will be available for input into a position database file with unit identifiers.  Position updates will not affect the other discrete categories of information in a specific unit’s database record.  In Block VI, the system must not only rely on hard coded database information, but must be able to accept new unit identification “on the fly,” without having to shutdown, re-boot or re-burn the hard drive. (Note:  Position updates for non-digital units will be per local unit SOP).

4.1.23.  Precedence and Priority of Transmission 

4.1.23.1.  Block V – Transmit Common Operational Picture information in accordance with the four priorities listed in the GIG CRD and the WIN-T and JTRS ORDs.  Provide a system that recognizes and employs priorities and precedence on both incoming and outgoing information to facilitate messaging and data transfer based on the assigned categories and time of messages and allotted time for transmission.

4.1.23.2.  Block V – Provide the ability to control precedence of messages on the MCS system itself.  Initial requirement is to prioritize messages in accordance with the GIG CRD message categories and to provide a display on the MCS system window when messages with a assigned category are received.

4.1.23.3.  Block V – MCS transport systems shall provide quality of service capabilities that ensure that information identified as priority is delivered ahead of lower priority traffic 99.9% of the time.

4.1.23.4.  Block VI – Exchange all required information in accordance with the prioritization and precedence standards established by all appropriate systems.   Also, the commander and staff must have the ability to manually modify certain criteria for the system to use to manage the information.  This will enable him to determine what are the pieces of information that he requires to assist in his C2 of the operation.

4.1.23.5.  Block VI – Provide a means for the sender to obtain confirmation or acknowledgement, by category, when certain messages have been received by intended systems. 

4.1.23.6.  Block VI  – MCS transport systems shall provide quality of service capabilities that ensure that information identified as priority is delivered ahead of lower priority traffic 99.99% of the time.

Rationale:  MCS must be able to send and receive information in accordance with operational priorities.  These priorities are reflected in the four established categories. These categories are required to support MCS information management capabilities, and are define the categories delineated in the GIG CRD.  These categories do coincide and have been coordinated with the information categories discussed in the WIN-T and Joint Tactical Radio Systems (JTRS) ORDs.  Information permitting command and control functions is prioritized and identified in four categories to allow efficient management and control of that information.   Category 1 (Survival) is information that includes, but is not limited to, Theater Ballistic Missile Warnings, NBC Strike Warnings, CCIR reports, Severe Weather Warnings, Decision Support information and select Calls for Fire (e.g. FPF, Suppression, and Priority Target).  Category 2 (Time Sensitive) is information that includes, but is not limited to, friendly and enemy situational awareness data, spot reports, correlated intelligence, 
calls for fire, FRAGOs, and WARNOs.  Category 3 (Aggregate Routine) is information that includes, but is not limited to, OPORDs / OPLANs etc.  Category 4 (Non-Time Sensitive) is information that includes routine administrative reports, routine logistics reports, and database replication.

4.1.24.  JVMF and USMTF Messaging.  MCS will be interoperable with other Army Battle Command Systems using USMTF and JVMF messaging formats.  

4.1.24.1.  Block IV – For JVMF messaging, and equivalent USMTF, MCS will process in manual mode the K1.01 (Free Text), K5.02 (NBC 1), K5.04 (NBC 3), K5.05 (NBC 4), K5.09 (Chemical Downwind Report), K5.10 (Effective Downwind Report), K5.12 (Readiness Condition), K5.13 (Threat Warning), K5.14 (Situation Report), K5.15 (Field Orders) and K5.18 (Mission Oriented Protective Posture) messages. 

4.1.24.2.  Block IV – In addition to the messages shown immediately above, MCS will be interoperable with other ABCS with additional USMTF and JVMF messaging formats (see Table D, MCS ((FBCB2 Message Exchanges, and Table F, Pre-defined Messages, in the back of this document).

4.1.24.3.  Block IV – For JVMF messaging, and equivalent USMTF, MCS will process in manual mode the K4.13, and will process in autofill and autopost mode the K4.01 (Spot Report), K4.03 (Obstacle Report), K4.09 (Bridge Report), and K5.16 (Minefield Report) messages.  

4.1.24.4.  Block V – MCS will be interoperable with A2C2S and with command and control systems of the U.S. Army.

4.1.24.5.  Block VI – MCS will be fully interoperable with all specified systems in the IER matrix located at Table B.

Rationale:  MCS must be able to exchange information with the other systems that are part of ABCS.  This capability will ensure that critical battlefield information is getting to the people that need it to make decision.  The interoperability requirements are prioritized and implemented in a blocked approach. 

4.1.25.  Aggregation and disaggregation – Block V – MCS must exchange both aggregated and disaggregated unit icon data between MCS and other systems that require either form of unit icon data (e.g. FBCB2, Land Warrior, aerial platforms and A2C2S) based on task organization, unit identities, and other user-defined criteria. 

Rationale:  Various commanders, at different command echelons, using different automation systems have different requirements for the display of information.  The information exchanged must provide the receiver the ability to display units in aggregated or disaggregated form thus facilitating better situational understanding and a more presentable view of the Common Operational Picture.  This will enable an easier grasp of the current situation on the battlefield.

4.1.26.  Provide the capability for the user to conduct terrain analysis.

4.1.26.1.  Block IV  - Initial terrain analysis capability includes OCOKA (Observation, Cover and Concealment, Obstacles, Key Terrain, and Avenues of Approach), the display of observer line of sight, radio line of sight, and direct and indirect fire weapons range fans.

4.1.26.2.  Block V – MCS will interface with DTSS and receive and display the terrain analysis that addresses mobility, trafficability, terrain visualization, visibility analysis and other special products.  MCS will be able to demonstrate the unit weapons’ effect display.  This is determined by using the unit’s location in conjunction with the area covered by observation and the maximum effective weapons range.  This capability must render the range fans from all other Army Battle Command System(s).

4.1.26.3.  Block VI MCS will conduct movement time analysis when data sets are available for that area assuming the mapping product provides the tool.  MCS will display and produce an overlay of the terrain controlled by a unit based on its observation and weapon’s maximum effective range. 

4.1.26.4.  Block VI – MCS will interface with coalition systems and receive and display the unit weapons’ effect display; determined by using the unit’s location in conjunction with the area covered by observation and the maximum effective weapons range.

4.1.26.5.  Block VI - Direct and indirect fire weapons range fans shall include the capability to display dead space for both direct and indirect fire weapons systems.

Rationale:  Evaluation of terrain and weapons capabilities is essential for planning and execution of operations.  This is rudimentary information for all battlefield operating systems.  This will also provide the warfighter the ability to determine the feasibility of his plan by seeing what his subordinates should see and what they can affect with their organic weapons systems. 

4.1.27.  Track history.  MCS must be able to save operational information (e.g. unit, location, overlays, graphics, obstacles, warnings, etc) and replay track history to facilitate the conduct of after action reviews.

4.1.27.1.  Block IV – Provide the capability to save unit location information at user selected intervals and, at a minimum no less than 10 minute intervals on external and internal storage media and to display track history (trails) on an overlay. 

4.1.27.2.  Block V – MCS must provide the ability for the unit to archive the track history every 24 hours to an external media as unit history.  Archived information will include other descriptive/historical information such as status, combat power, and enemy location. MCS must provide an ability for animated replay of track history to support after action reviews.

4.1.27.3.  MCS shall provide a means to maintain the DA Form 1594 Daily Staff Journal or Duty Officer’s Log.

4.1.27.3.1.   Block IV – Provide an automated capability to assist in creating and maintaining the DA Form 1594, at a minimum, through the use of the office package suite of tools.

4.1.27.3.2.   Block V – Provide a more robust automated assistance capability to assist creating and maintaining the DA Form 1594, namely, one that will record the receipt or transmission of designated information, messages, and data; establish links to information sources, embed text and graphics documents, provide for both automated and manual entry, and provide search and sort capability.  This capability shall include user prompts, alerts, and warnings.  This capability shall be integrated with the speech recognition and voice synthesis capabilities when they become available. 

Rationale:  Maintaining a track (unit icon location) history is necessary for historical record keeping and decision making.  Initially, it is acceptable that this history consists of unit location information and status every 10 minutes (consistent with the status of the network) and be associated with a date / time group.  The requirement for 10 minutes is an estimated time standard established for the purpose of ensuring adequate data is available for unit historical records and available to support minimal needs to replay track history.  Animated replay of unit track history is required to facilitate after action reviews, gather lessons learned, and operational assessments.  The track history interval will vary based on the operational tempo of a conflict.  Units will generally travel more and faster in the offense then while in the defense.  Additionally, armored and mechanized units will generally move more and faster than lighter and dismounted forces.  The DA Form 1594 is required, by Army Regulation 220-15 and FM 101-5, to be maintained in both garrison and in the field.

4.1.28.  Provide web software to enable the user to view and browse web pages and to create web pages. 

4.1.28.1.  Block IV – Provide a web browser tool.

4.1.28.2.  Block V – Provide web page editing software.

4.1.28.3.  Block VI – Provide a means for MCS to access the Internet to enable a search for information not available by other means or not available in a timely fashion by traditional means, e.g. local socio-economic and political data. 

Rationale:   This capability allows units to establish other means for digitally sharing and transferring information across the battlefield.  Under certain situations and environments, this capability provides a more efficient means of information sharing using digital systems.  This capability allows units (with appropriate permissions) to both host and access other unit “warfighter” web and ensures required links to higher and lower as required.  Satisfying some of the commander’s information requirements may be possible only by accessing the information via a web browser.  Some information required by the commander may only be available via access to the Internet, e.g. information on local population and activity.  Individual terminal access to the Internet shall be granted by command directive and unit standing operating procedures.

4.1.29.  Block VI – Alerts.  The local MCS device must visually and/or audibly alert the operator, based on operator invoked setting, to maneuver and fire support unit locations and status and critical fire support tasks that have not been updated within prescribed time constraint.

Rationale:  Automation should be able to relieve the MCS operator of the burden of tracking these items.  It is recognized that some human interaction may be necessary to establish the criteria in the system.  Prompts and alerts are required to minimize the burden on the operator under stressful tactical conditions.  

4.1.30.  Distribute data via single operator action or role.

4.1.30.1.  Block IV – Distribute data (overlays, orders, and messages) to multiple addresses and locations using single or multiple communications means via a single operator action (e.g., once message is fully assembled and addressed, operator only needs to press one button to send the message to all addressees).  This will not include the actions required to get the data (i.e., message) into the proper format or addressed.

4.1.30.2.  Block V – Provide audible and visual alerts when distributed data is received and posted.

4.1.30.3.  Block VI – MCS will distribute information based on operational role.

Rationale:  To preclude the operator from having to execute multiple transmissions of the same message to variable numbers of locations, the operator must be able to create and use multiple addressed distribution lists to be alleviated of the requirement for individual transmissions to each addressee.  The single operator action assumes the message has been properly prepared and only requires the user to hit one key.  When this action is initiated the system will ensure that the data is properly routed, based on the addresses the operator inputted.

4.1.31.  Provide the following capabilities to support the engineer battlefield operating system requirements:

4.1.31.1.  Block V – Engineering specific planning and status reports for airfields, obstacles, roads, bridges, engineer equipment and engineer materiel.

4.1.31.2.  Block V – Receive package of data generated in FBCB2, or directly input into MCS, of a particular enemy or friendly obstacle and save this data to the database, and produce engineer obstacle overlay.

4.1.31.3.  Block VI –Query the database, user defined and pre-set, for all data concerning a particular obstacle, and display the results. 

4.1.31.4.  Block VI – Allow all engineer data, reports, queries, graphics, and overlays to be viewed, editable, and easily passed to other ABCS users anywhere on the battlefield.

4.1.31.5.  Block VI – Engineering visualization, administrative and logistical functions and calculations. Engineering specific reporting functions.

4.1.31.6.  Block VI – Display Family of Scatterable Mines (FASCAM) –delivered minefields with descriptive data.  Descriptive data will include, as a minimum, planned or executed, minefield approval status, self-destruct data, type, duration, delivery means, scheduled emplacement time/date, and emplacement time/date.

Rationale:  MCS supports the engineer battlefield operating system.   The engineer battlefield operating system requires an additional and unique set of specific capabilities beyond those of maneuver command and control functions.  These requirements will ensure the engineering community has a system that provides a full suite of capabilities required for mission success at all force echelons.   Specific details of each of the above requirements are delineated in the MCS User Functional Description (UFD). 

4.1.32.  MCS will receive and send nuclear, biological, and chemical warning and sensor data from the Joint Warning and Reporting Network (JWARN) system and conduct nuclear, biological, and chemical planning, monitoring, and reporting.  

4.1.32.1.  Block V – The MCS-hosted JWARN application will integrate input from NBC sensors, meteorological sensors, the Global Positioning System (GPS), FBCB2, and other ABCS and joint systems to auto-calculate and disseminate NBC reports and graphics (e.g. NBC 1, 2, 3, 4, 5, and 6).

4.1.32.2.  Block V –The MCS-hosted JWARN application will facilitate the rapid production of plans, orders, reports, and access to specific NBC information.  It will also provide for the following: Nuclear Target Analysis, Nuclear, Biological, and Chemical Vulnerability Analysis, monitoring of NBC supplies and equipment, command and control of NBC assets, integrating information from chemical reconnaissance assets, Nuclear, Biological, and Chemical hazard prediction, plotting and planning, unit warning, and reporting of Nuclear, Biological, and Chemical attacks and hazards.

4.1.33.  Block IV - MCS shall exchange battlefield geometry, NBC and airspace coordination information with TAIS to facilitate automated integration of the airspace with ground operations".  MCS and TAIS shall exchange NBC information, the Airspace Control Order, Airspace Control Means Requests, and battlefield geometry.  See Table F.

4.1.34.  Block V – MCS shall exchange air mission planning and friendly situation information, orders, plans, overlays, map graphics, and battlefield geometry with the Joint Mission Planning System-Army/Aviation Mission Planning System (JMPS-A/AMPS).  This will facilitate aircraft mission planning and provide the aviation commander with increased friendly situational awareness.  This will also provide the maneuver commander increased situational awareness of aviation operations and assets.
4.1.35.  Receive air tracks and track updates

4.1.35.1.  Block IV – MCS, at brigade and higher, will receive and display “track/ movement” updates from the Air Defense BFA.

4.1.35.2.  Block V – Receive Unmanned Aerial Vehicle (UAV) and Joint Surveillance Target Attack Radar System (JSTARS) pictures (e.g., the moving target indicator).

4.1.35.3.  Block V – Provide means for a battalion to receive and display “track updates” e.g. “snapshots” or a viable alternative over the lower tactical Internet, and near-real time for upper tactical Internet.

4.1.35.4.  Block VI – Receive and display live feeds (e.g., air tracks) from the Air Defense Battlefield Automated System (BAS) and messages from Grenadier BRAT at all echelons. 

Rationale:  The display of the air “tracks” is required to have a complete understanding of the utilization of airspace.  As the usage of airspace increases, the ability to manage it becomes more important.  With the display of all tracks of manned and unmanned aircraft this should complete the commander’s situational understanding.  The transmission of these tracks by the maneuver BFAs, to those units without access to an ADA automated system, will ensure that all command posts will have a Common Operational Picture.  At brigade and above MCS will receive these air tracks directly from the ADA automated system.  There is, however, no ADA system planned to be located at the maneuver battalion.  Nevertheless, the maneuver battalion commander still needs visibility of enemy aircraft operating in his battlespace. 

4.1.36.  Use the following types of equipment:

4.1.36.1.  Block IV – Use commercial-off-the-shelf (COTS) technologies, Common Hardware (CH) and Common Software (CS) and services as stated in the Army Battle Command System Capstone Requirements Document and as defined by the Common Hardware-Software (CHS) Required Operational Capability (ROC) document, the Common Hardware Operational Requirements Document, the ABCS Common Services Operational Requirements Document, the Joint Technical Architecture, and the Defense Information Infrastructure Common Operating Environment, or their replacement documents. 

Rationale:  Prescribes Army standard hardware (and software within the context of the entire Common Hardware and Common Software programs) for the provision of necessary interoperability and logistic supportability without the cost burden of black box interfacing and software proliferation.  The MCS system must employ COTS technologies to: facilitate joint, allied, and coalition interoperability, simplify integration, and reduce both long and short-term costs.

4.1.36.2.  Provide a system that meets the following requirements.

4.1.36.2.1.   Block IV – Provide the full range of MCS capabilities required to develop, maintain, and display the Common Operational Picture; 

4.1.36.2.2.   Block IV – Provide removable permanent storage media that are normal and readily available that can be read and written on.  

Rationale: Mixed hardware may reduce the cost by matching required performance capacities against tasks to be executed by the device.  Basic device requirements may be satisfied, depending on the command post and functions performed therein.  MCS must be able to operate in both the garrison and in the field.  MCS also will need to be operated in a classified mode to support combat functions, and in an unclassified mode to support both training and administrative functions.  In Block VI one computer will be able to perform the functions of the combined HCU and NCU.

4.1.36.3.  Provide a Large Scale Printer/Plotter (LSPP) capable of producing text, operational graphics, and overlays (e.g. operations overlay, fire support overlay, etc.)  Note: See U.S. Army Field Manual 101-5-1/U.S. Marine Corps Reference Publication 5-2A, “Operational Terms And Graphics”, for a complete description of graphics and overlays.

4.1.36.3.1.   Block IV – Print an average brigade’s combined arms operations overlay in less than 30 minutes.

4.1.36.3.2.   Block IV – Print paper and acetate overlays to scale, based on standard Army maps, and in a minimum of eight colors using acetate roll with output size. User must be able to manually edit acetate overlay by-hand once printed, e.g. modify acetate overlay by removing or adding a graphic.

4.1.36.3.3.   Block V – Print media must be non-water soluble. 

4.1.36.3.4.   Block VI – Print paper and acetate overlays to scale and in a minimum of 256 colors.    

4.1.36.3.5.   Block VI – Print an average brigade’s combined arms operations overlay in less than 15 minutes.

Rationale:  Battle plans and operations orders include large paper maps and acetate overlays, which are essential to conveying the commander’s intent, and for visualizing the overall combined arms battlefield.  Printed documents are required to facilitate communication of combined arms operational graphics to forces without ABCS (e.g. coalition forces, Non-Governmental Organizations (NGO), US forces not yet fielded with digital C2 systems) and to allow command posts to function in the event of automated system failures.  The need for specific MCS terminals to interface with the Large Scale Printer/Plotter is contingent on mission requirements.  The time standard for printing overlays is an estimate established as a reasonable amount of time to delay a soldier waiting for an overlay to be provided as part of an order.  This time for an overlay represents a substantial improvement over the amount of time required to produce an overlay by manually drawing it.  The requirement to produce a brigade overlay is deemed a “worst-case” and includes any overlay of any battlefield system which MCS supports.

4.1.36.4.  Provide a printer.

4.1.36.4.1.   Block IV – The printer should be capable of printing a division operations order (OPORD) or plan (OPLAN) that consists of the basic document and all associated text (approximately 280 pages) and graphic annexes (approximately 12 pages), appendices, tabs, and enclosures in less than 30 minutes (approximately 4 MB of text and 4 MB of graphic data) in at a minimum black letter quality printing.

4.1.36.4.2.   Block V – The printer should be capable of two-sided printing. The printer should be capable of printing in color (minimum 8 colors).

4.1.36.4.3.   Block VI – The printer should be capable of 256-color printing of the same amount of data stated above in less than 15 minutes.

Rationale:  This printer is needed to facilitate the ability to reference information while not disrupting current operations, and it allows command posts to function in the event of system failure.  Printing documents also facilitates communication of orders and plans to forces without ABCS (e.g. coalition forces, Non-Governmental Organizations (NGO), and US forces not yet fielded with digital C2 systems).  The need for specific MCS terminals to interface with the printer is contingent on mission requirements.  The size of the order is based on an analysis of doctrinally correct division level OPORDs written and used for training at the U.S. Army Command and General Staff College at Fort Leavenworth, Kansas  (US Army Command and Control proponency).  The size was based on an average page count from a group of Division-level orders, which were selected for this analysis because they were found to be the largest (page quantity) orders and are the worst-case expectation.  The time standards are based on estimates of the support needed to produce a complete order in a reasonable amount of time.  Printing is also necessary to support the requirement to preserve and produce historical records and documents.

4.1.36.5.  MCS shall provide a Large Screen Display (LSD). 

4.1.36.5.1.   Block IV – Output to a Large Screen Display with a minimum diagonal distance of 50 inches and with a viewable area from 60 degrees off center horizontally in accordance with available technology.  The Large Screen Display must be capable of compensating for any keystone effects (distortion of projection), be shade and sunlight readable, maintain the viewing resolution of the source system, be capable of being coupled together to extend the display, and not exceed a two-person carry.   Any mullion (parallel seam) will be reduced to the greatest extent possible and will not interfere with the readability of an image displayed across the entire LSD surface.  LSD will be capable of being operated via the keyboard and mouse.  The display will be at least as clear as if viewing a paper map with acetate overlays from the same perspectives in the same lighting conditions.   LSD must be transportable in existing command post vehicles. 
4.1.36.5.2.   Block V – It must be capable of being set up in 30 minutes or less (brigade and below) and 60 minutes or less at division and above.   Times for setup commence when soldiers actually start to place the LSD into operation.  Display appearance (mullion) will be near seamless.


4.1.36.5.3.   Block V – The LSD must be capable of simultaneously displaying multiple pieces of information/feeds (e.g. overlays, charts, etc.) sent to it from the variety of automated command and control systems. 

4.1.36.5.4.   Block VI – LSD will be a one-person carry, be interactive with ABCS BFA applications (i.e., touch-screen, mouse, and keyboard operation), be able to view up close without disrupting the display, have mullion of seamless appearance, be able to display multiple video and audio inputs simultaneously, have panels that are easily replaceable and interchangeable, and the malfunction of one panel must not affect the entire LSD.

Rationale:  The display allows the commander and staff to simultaneously view the Common Operational Picture, employ collaborative tools, and directly monitor various feeds from sensors or news services to rapidly gain situational awareness and understanding.  The time standard for brigade and below set up is based on a maneuver battalion’s Army Readiness and Training and Evaluation Plan (ARTEP) standard TOC emplacement time (which is approximately 10 minutes) combined with an estimated 20 minutes added as position improvement time.  The LSD is not necessary to initially emplace and establish a TOC’s operational capability.  However, the LSD setup should be one of the first priorities once the TOC has achieved its initial operating capability.  There is no stated emplacement time for maneuver CPs above battalion.  The time standard for brigade and larger CPs are an estimate based upon operational experience.  Note:  Additional requirements for the LSD may be found in the Standardized Integrated Command Post System (SICPS) Operational Requirements Document.  Start time for setting up the LSD begins once the TOC is set up, the LSD is physically present within the TOC, and the user begins to setup the LSD hardware (e.g. opens the carrying case).  Stop time occurs when the LSD displays an image from MCS.

4.1.36.6.  Block V – Provide a Tactical Scanner (TACSCAN).  Scanner must be capable of scanning up to a 36x40 inch sheet of paper. That is capable of transferring graphics and print, with the minimum operator assistance, from scannable media to file formats compatible with applications resident in or accessible through the MCS operating system.  MCS shall provide the capability to edit the scanned image (text and graphics).  Scan quality must be compatible with the system and supports the color scheme of the LSPP. 

Rationale:  There is a need to support the input of non-digitized information (such as documents, maps, overlays and images) and for the assimilation of planning and operational products from non-digitized friendly units and from captured enemy documents into a digital environment.  Critical to the timely dissemination of information throughout the battlefield is the production and reproduction of large maps and overlays, operations orders, memorandums, and digital images.  The TACSCAN will also provide the capability for users to establish an on-line reference library (e.g., field manual excerpts, TTP excerpts, illustrations, etc.).

4.1.36.7.  Provide an uninterruptible power supply (UPS) to allow for graceful shutdown and saving of appropriate data to permanent memory.  UPS shall be equipped with alarms to alert user that UPS is providing power.

4.1.36.7.1.   Block IV – Provide at least 5 minutes of power, and will be equipped with either an audible or visual alarm to alert user that UPS is providing power.

4.1.36.7.2.   Block V – provide at least 10 minutes of power, and will be equipped with both an audible and visual alarm to alert user that UPS is providing power.

Rationale:  Loss or fluctuation of tactical power is a common occurrence.  Any system relying on such power is subject to loss of data unless the operator is allowed sufficient backup power and time to store his current work on permanent memory.  The time standard is an estimate based on how long a reasonable person would need to ensure the system is shut down IAW the proper procedures to avoid damage to the system and loss of critical data.   Alarm is required because otherwise, the user may not be aware than main power has been interrupted.

4.1.37.  Quality of Service. 
4.1.37.1.  Integrity of Service.

4.1.37.1.1.   Block IV – MCS must deliver 90% of the desired data to the intended receiver accurately, formatted correctly (direct data exchange or appropriate message format), complete (all necessary information is sent), and unencumbered by extraneous information (minimum essential information to perform task) 90% of the time
4.1.37.1.2.   Block V – Same as Block IV.

4.1.37.1.3.   Block VI – MCS must deliver 99.999% of the desired data to the intended receiver accurately, formatted correctly, and complete 99.999% of the time.

4.1.37.2.  Speed of Service (processing time).

4.1.37.2.1.   Block IV – MCS must deliver data to a communications router (node A to C and/or node E to F) and process received information in accordance with the Table B, Top Level Information Exchange Requirements, Table M, Speed of Service Requirements, and the speed of service reports 85% of the time.  

4.1.37.2.2.   Block V – Same as Block IV. 

4.1.37.2.3.   Block VI – Same as Block IV, but change the speed of service reports to 98% of the time. 

4.1.37.2.4.   In accordance with the Global Information Grid Capstone Requirements Document (JROCM 134-01, dated 30 August 2001) and the Warfighter Information Network – Tactical (WIN-T) Operational Requirements Document, MCS shall provide a capability to disseminate critical survival information (limiting survival information to less than 12 kb) 95% of the time, within 4 seconds (Block V) and .5 seconds (Block VI).  

Explanation of the Attribute Characterization Model.  MCS is responsible for the exchange of information, as shown in the model above, between nodes A to C and nodes E to F.  It is assumed that existing communications networks are operating properly and there is no abnormal external interference with the networks, e.g. enemy jamming.  It is the responsibility of the communications network (GIG, WIN-T, NTDR, JTRS, etc. and LANs or WANs), external to MCS, to transmit the data from node C to node E.  MCS may be, but is not always, Node E.   When MCS is Node E, it is defined as the termination of a discrete transmission.  The time standard commences when the soldier/ operator initiates exchange with processor (node B).  MCS will be capable of meeting the timeliness standards for sending data.  A data transmission is defined as a discrete entity/package of information (refer to speed of service tables below), e.g. an overlay, an operation order, or a report (whether exchanged by direct database exchange or formatted message).  Note.  The GIG CRD and WIN-T ORD contain an attribute characterization model describing transmission of data from node A thru F.  In accordance with the GIG CRD, the Timeliness requirement of MCS for Survival Information applies to node B to C and E to F only.  For example, upon receipt of an NBC1 message the time standard starts when the NBC1 is retransmitted to the affected unit.
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Rationale:  Quality of Service is a holistic view of the transmission of information requirements and is made of two sub-components: Integrity of Service and Speed of Service.  These two factors must be considered together to evaluate effective transmission of data.  Initially, Quality of Service pertains to the exchange of data and reports with the other ABCS and joint systems, consistent with those systems’ capability to share data, as identified in the ABCS and GIG CRDs.  As technology matures, Quality of Service parameters will apply to all data in the Table B, Top Level Information Exchange Requirements, and Table M, MCS Speed of Service Requirements, (located in the back of this document).  Integrity is defined as the condition that exists when information (data) is unchanged from its source and has not been accidentally or maliciously modified, altered or destroyed.  Timeliness is a key element of information and battlefield dominance.  It is that element which enables units to plan, act and react quicker than the enemy.  Force effectiveness is directly related to the speed with which the force can exercise command and control (e.g., production and dissemination of orders, changes to task organization, relocation of formations, etc).  Table M was developed based on latency times listed in both the JTRS and WIN-T ORDs and timeliness requirements identified by warfighters at several TRADOC-hosted meetings.  

4.1.38.  Screen display

4.1.38.1.  Block IV – Provide the capability for two-dimensional displays in color and in monochrome, depending upon device capability. 

4.1.38.2.  Block VI – Provide the capability for three-dimensional displays in color and monochrome, depending upon device capability.  Improved display will provide the capability to enable the commander/staff to better understand the effects of terrain on both the plan and execution, and the 3d dimension of the battlefield (e.g. 3D display of operational area of combined arms assets for a deep assault [attack/lift] helicopters, CAS, JSEAD, UAV, etc).  Provide a capability for commanders & staff to conduct a “virtual fly-through”, “walk-through”, and “drive-through” of an operational area to reveal benefits and threats.
Rationale:  To support the commander and his staff in the decision making process and in control of operations, each MCS device, regardless of whether it is serving as a host for an LSD, must support an interactive graphics representation of the battlefield.  This representation must be at a physical scale and resolution to show the width, depth, altitude, and detail necessary to visualize the current and planned situation.  The device’s monitor must also be capable of presenting text and decision graphic planning factors at a physical scale appropriate for operator viewing.

4.1.39.  Provide the ability to control information flow to ensure critical system functions are not inhibited.

4.1.39.1.  Block IV – MCS will provide the ability to control information flow using manual means.  The user will determine how to control the flow and direct what specific message traffic or information is to be sent out at any given timeframe in accordance with developed standing operating procedures.

4.1.39.2.  Block IV – MCS must visually indicate to the operator when the system is slowing down and requires manual intervention specified immediately above.

4.1.39.3.  Block V – MCS must recognize when information exchange demands are about to overload communications capabilities and assist the operator in management of the backlog.  Automatic prompts and alerts are required to minimize the burden on the operator under stressful tactical conditions.

4.1.39.4.  Block VI – Provide an application to continuously monitor and display use of bandwidth, e.g. a gas gauge.

Rationale:  During peak periods of battlefield activity, communications systems are often overloaded and information must be prioritized and controlled to ensure critical functions are not inhibited.  

4.1.40.  Alert users when storage capacity or processing load is approaching its limit so that the user can take appropriate action (e.g. delete or archive storage of non-critical data or shut down a non-critical application/function).

4.1.40.1.  Block IV – Visually alert users when storage capacity or processing load is approaching its limit so that user can take appropriate action.

4.1.40.2.  Block V – Visually and audibly. 

Rationale:  Any automated data management system is ultimately constrained by primary and secondary storage.  Accordingly, memory prompts and alerts are required to minimize the burden on the operator under stressful tactical conditions.  This will allow the user to stop or suspend less critical processes in order to continue operation of more critical functions without experiencing processing failures, or take corrective action to free storage capacity or space.  Objectively, the alerts should occur when the system is approaching maximum storage capacity.

4.1.41.  Database and Information Management.

4.1.41.1.  Block IV – Provide the capability to interact with the database using the following pre-defined queries: unit location within user organization and within user’s area of operation and area of interest; change of unit location within user’s organization and within users’ area of operation and area of interest; no change in unit location within a user’s defined specified time and within user’s area of operation and area of interest; unit’s status and battlefield geometry/ control measure report on specific overlay.

4.1.41.2.  Block IV – Provide the capability to interact with the database through user-defined queries.

4.1.41.3.  Block V – The database management system must employ location transparency for user-defined queries and pre-defined queries so the user does not have to know the physical location of the data in the database.  Additional pre-defined queries are: enemy unit location report; enemy unit location change report; intelligence summary report; and intelligence appraisal tables, obstacles, and maps.

4.1.41.4.  Block V – In accordance with the Global Information Grid Capstone Requirements Document (CRD), successful searches of resident data must yield 85% of available, needed information, with no more than 20% of the information received being irrelevant/unusable (waste) or failed searches.

4.1.41.5.  Block VI – The database management system must enable the exact same data to be stored in multiple locations, and the query must be able to obtain the exact same data from multiple locations while employing location transparency.

4.1.41.6.  Block VI – In accordance with the GIG CRD, successful searches must yield 95% of available, needed information, with no more than 10% of the information received being irrelevant/unusable.

4.1.41.7.  Block VI – In accordance with the ABCS CRD support the use of an ABCS Universal Data Loader to provide universal data loading services.  The data loader will provide initialization and update information, which includes Communications Security (COMSEC) keys, hopsets, map data, unit task organization, configuration files, address books, and organizational identifiers.

Rationale:  All information automation systems, IAW the GIG CRD, are to provide the capability for the operator to query the system database to find needed information.  The use of database queries will, in many cases, satisfy many of the Commander’s Critical Information Requirements.  Many queries will need to access data at multiple locations.  It is unreasonable to expect the individual user to know the location of the data.  It is also important, especially in a distributed database, that data replication, data partitioning (horizontal and/or vertical), or a combination of both is employed to ensure that data is available at more than one location.  This will increase reliability, response time, and assist in the reduction of network traffic.

4.1.42.  MCS will provide an Integrated Office Package (IOP).

4.1.42.1.  Block IV – Integrated Office Package will contain spreadsheet, word processor, database, and drawing package functions; all with the ability to exchange created information between modules.

4.1.42.2.  Block VI – Integrated Office Package output (e.g. text documents, charts, graphs, slides, spreadsheets, etc.) needs to be capable of being presented on the large screen display.

Rationale:  The user will need a suite of office products to support planning, briefings, and administrative functions.  These office products must be able to create, display, save, manipulate, print, plot and transmit standard graphics files.  It must also be able to exchange such files with other users/modules (e.g., the user is able to import a course of action (COA) sketch into a MCS drawing program (the sketch may have been created on an overlay or on a “whiteboard” (drawing program)).  That program will permit a COA statement (text) to be added onto the sketch/drawing; that COA statement, when finalized, can be exported to provide the base text for how the “Scheme of Maneuver” paragraph will appear in the operations order that will be created in the word processing module.  All these actions would occur using a simple “cut & paste”- like behavior.  Data will be extractable from the operational database and used by the Integrated Office Package modules.

4.1.43.  System Reconfiguration.  This includes the addition of new devices or peripherals to the network, the conversion of a device from one functional role to another, or installation of a maintenance replacement.

4.1.43.1.  Block IV – Allow for system reconfiguration within Mean Time to Repair (MTTR) specified in paragraph 4.3 of this document.

4.1.43.2.  Block VI – Same as above without re-booting the system.

Rationale:  MCS must support the need to place repaired systems back into operation or facilitate the addition of another system with minimal impact on digital, combat operations.  The time standards are estimates based on the amount of time it takes a reasonable soldier with basic knowledge of a computer to install new devices with a time buffer added to compensate for the stressful and environmental conditions under which this task may have to be executed.  Addition or deletion of a workstation or peripheral must not cause an operational mission failure to the overall system or other workstations.

4.1.44.  Display the login screen.

4.1.44.1.  Block IV – After power is applied to the MCS and the system is turned-on the MCS login screen must be displayed in less than 22 minutes.

4.1.44.2.  Block V – After power is applied to the MCS and the system is turned-on the MCS login screen must be displayed in less than 15 minutes.

4.1.44.3.  Block VI – After power is applied to the MCS and the system is turned-on the MCS login screen must be displayed in less than 3 minutes.  

Rationale:  Army units are required to quickly move across the battlefield.  Except for SICPS tent extensions and the set-up and tear-down times associated with MCS equipment employed therein, the time required to initialize MCS equipment must not adversely impact timeliness associated with a unit’s ability to march order and emplace.  These times are separate from the times required for set-up and tear down of Tactical Operations Centers (TOCs), but initialization may be performed parallel with emplacing/displacing the TOC.  Unit standing operating procedures may dictate this.  It is imperative to limit the amount of time it takes to establish and put a command post into operation in order to permit commanders and their staffs to gain the Common Operational Picture and full command and control capability as soon as possible.  22 minutes is an acceptable interim time standard

4.1.45.  MCS will operate on a secret network.

4.1.45.1.  Block IV – Security capabilities are limited to those provided by the network. MCS will be able to apply the proper bannering in accordance with security requirements/classification and will not alter the proper bannering.

4.1.45.2.  Block IV – Allow the user/operator to destroy ready access to, or otherwise render unusable, within 3 minutes, classified data not on removable media.

4.1.45.3.  Block V – Provide a means to operate at various levels of classification up to Secret as appropriate for the prescribed operation without compromising data collected at a higher level of classification. (Note: This requirement may be satisfied by providing two removable hard drives). 

4.1.45.4.  Block V – Provide a safeguard against catastrophic loss of data and the ability to recover from such an event.

4.1.45.5.  Block VI – MCS will use Multi-level Security.

4.1.45.6.  Block VI – MCS will allow the user to purge by classification level.

4.1.45.7.  Block VI – MCS will be interoperable with automation systems of coalition forces without compromising key methods and/or technologies.

 Rationale:  MCS must be able to operate in both the garrison and in the field.  MCS also will need to be operated in a classified mode to support combat functions, and in an unclassified mode to support both training and administrative functions.  Until such time as the system software is able to incorporate multilevel security classification recognition features, all data is treated at the highest level of security for which the system is accredited.  MCS must be certified to exchange information up to the SECRET level.  Until such time as multi-level security software is available, the system will rely on information being secured via transmission security over the local and wide area networks at the Secret high level.  Classification markings are required by AR 380-5 (Department of the Army Information Security Program) and AR 380-19 (Information Systems Security) to ensure the operator is aware of the classification of the information with which he/she is working.  It should also act as a guard to ensure that the operator only gains access to information for which he/she has authorized access.  The attached communications media will provide automatic encryption.  Once MCS joins the coalition environment it will have to operate within the confidential to secret environment with many accommodations specific to the coalition partner.  Therefore MCS should have the ability through multiple removable hard drives or some other means to be flexible to mission needs, without compromising data collected in a pure US environment.  MCS must mitigate security risks and meet all current security provisions articulated in appropriate DoD and intelligence community policies, procedures, and instructions including DODD 8500.aa.  MCS must also use standards-based rather than system-unique security mechanisms.
4.1.46.  MCS will operate in an ABCS Command Post architecture.

Rationale:  Operations centers at different echelons have different requirements for mobility and flexibility.  Additionally, the requirements between operations centers of light, medium, and heavy forces at the same echelon will also vary greatly.  Portable MCS terminals will be needed for use on aircraft and in support of small light forces (Airborne/ Air Assault Task Force) or general C2 for any unit.  The MCS architecture and functional capability must be able to support operations in both robust and austere environments.

4.1.47.  Block V – Provide the ability for the Network Management System to automatically detect the operational status of the MCS system.

Rationale:  All communication elements are to provide automated status changes to the network management devices in accordance with the Global Information Grid Capstone Requirements Document.

4.1.48.  Pre-Planned Product Improvement.  Provide both a capability for expansion and a degree of design flexibility to accommodate additional C2 applications and any required hardware peripheral devices (Block IV).  Provide a minimum 25% reserve space for future capabilities, as follows: (Block V):

4.1.48.1.  Block IV – Provide both a capability for expansion and a degree of design flexibility to accommodate additional C2 applications and any required hardware peripheral devices.

4.1.48.2.  Block V – Provide a minimum 25% reserve space for future capabilities.

4.1.48.3.  Block V – Provide voice synthesis – to permit the computer to make audible announcements.

4.1.48.4.  Block VI – Provide voice recognition, and voice command activation  to permit the user an additional and efficient interface with the computer.

4.1.48.5.  Block VI – Provide touchscreen capability providing the user an ability to write text messages and graphics to the screen using a stylus and human finger (e.g. John Madden-stylus type pen).

Rationale: Design interface standards provided by host devices must accommodate new hardware and/or software as technology advances.  Voice synthesis, voice recognition, and voice command activation will support both TOC operations and Battle Command on the Move.  Speech is the most efficient manner by which humans communicate.  Leveraging voice synthesis and speech recognition technologies will enable the commander and battle captain to act faster.  Voice synthesis and speech recognition leverage faster management by using it as a computer interface. The commander or other MCS user will not be fully capable of manipulating a keyboard or mouse while moving in a vehicle.  They will suffer vertigo, etc.   It will also improve TOC efficiency while stationary.  For example, rather than being required to read a warning of an incoming enemy missile or aircraft attack the computer may be programmed to announce this using the speech synthesis module.  Touchscreen technology provides the user an additional, intuitive, often easy-to-use, and expedient interface with the computer that will often reduce the time required to perform certain tasks. Reserve space is defined as room for system expansion and is measured before the additional capabilities in this paragraph are added.

4.1.49.  Communicate data.

4.1.49.1.  Block IV - Communicate data between devices using existing ABCS Architecture Army tactical communications networks (e.g., Area Common User Systems, Combat Net Radio, and satellite communications) and LANs

4.1.49.2.  Block IV - Peripheral devices must operate on a LAN at a distance of up to 25 feet.

4.1.49.3.  Block V - Communicate data between devices using the existing ABCS communications architecture and incorporating emerging communications technology such as the Joint Tactical Radio System (JTRS).

4.1.49.4.  Block VI - MCS will operate on both wire and wireless systems to support standard TOCs and BCOTM.

4.1.49.5.  Block VI – MCS shall be capable of operating on the Secure Enroute Communications Package (SECOMP) network to enable the commander to continue mission planning, exercise command and control of deploying forces, conduct rehearsals, and communicate with other elements of the Army and other Services while enroute to an area of operations.  This supports Battle Command on the move.

Rationale:  MCS must use ABCS provided communications networks and systems.   This includes current and all future systems to include Joint Tactical Radio Systems and the Warfighter Information Network-Terrestrial (WIN-T).  Local Area Network (LAN) operations reduce electronic signature and the burden on tactical wireless communications.  The LSPP, LSD, and TACSCAN are intended as peripheral devices to support devices on the same LAN and must be operable at a distance of up to 25 feet to support anticipated Functional Command Post (FCP) physical device configurations and requirements for remote placement of peripherals.

4.2.  Information Exchange Requirements.  See Table B, Top Level Information Exchange Requirements, (located in the back of this document), Table C, Critical Information Requirements, Figure 3 – High Level Operational Concept Graphic (OV1), and Figure 4 – High Level System Interface Description (SV-1).
4.3.  Logistics and Readiness.  MCS will be able to support the following limits in order to reduce non-mission capable time:
4.3.1.  For elements using the MCS as a bifurcated system (i.e., maneuver battalion TOCs and higher echelon TOCs using the combination of MCS heavy and MCS light to achieve full MCS functionality), the MCS shall provide the reliability shown in the table below.  The reliability has been blocked based on the program milestones to reach the objective requirement of MCS completing 90% of its required missions at a demonstrated 80% lower confidence level when scored in accordance with approved Failure Definition Scoring Criteria.  The hardware is required to comply with the reliability requirement stated in the Common Hardware Systems Operational Requirements Document.  The requirement of 180-hour threshold migrating to 600 hours applies to the software applications only. In accordance with the draft Common Hardware Systems (CHS) Operational Requirements Document, the Reliability, Availability and Maintainability (RAM) parameters will be consistent with state of the art design technology and best commercial manufacturing practices and those should be equal or better than the equivalent previous CHS components. For example, the current requirement is 5000 hours and the laptop is 3800 hours.

	System Reliability and Maintainability (RAM) Criteria

	
	MTBEFF1
(hours)
	MTBSA2
(hours)
	MTTR3
(minutes)

	Block IV
	180
	330
	30-crew/unit – 60-DSU

	Block V
	280
	520
	30-crew/unit – 60-DSU

	Objective
	600
	1100
	30-crew/unit – 60-DSU


Table 4

Rationale.  The Mean Time Between System Abort (MTBSA) is based on the MCS failing to provide the COP to the TOC.  Since MCS is a bifurcated system and there are normally 3 systems available to keep the COP updated at the TOC, the Mean Time Between Essential Function Failure (MTBEFF) is based on a redundancy of three systems being available.  These reliability requirements are based on the Operational Mission Summary/Mission Profile and are documented in the Combat Developer Reliability and Maintainability Analysis dated 4 Feb 2002.
4.3.2.  MCS shall have a Mean Time To Replace (MTTR) of no more than 30 minutes at Crew/Unit Level Maintenance and 60 minutes at the Direct Support Level Maintenance.  MTTR refers to replacement.  All repairs are done at GS or depot using contractor personnel.

4.4.  Other System Characteristics.

4.4.1.  Climatic Environment.  The MCS workstation, obtained from the Common Hardware Software program, will conform to the environmental requirements specified in the Common Hardware Software ROC, the Common Hardware Software ORD and ABCS CRD.  MCS peripheral devices and components identified in this document are to operate under climatic conditions basic and hot as follows:  

4.4.1.1.  Block IV - MCS will operate under climatic conditions basic and hot from 00 F to +1100 F.  MCS will withstand storage temperatures of 00 F to +1100 degrees F.  MCS will operate in relative humidity conditions between 10% and 95%.

4.4.1.2.  Block VI - MCS will operate under climatic conditions basic and hot from -250 F to +1500 F.  MCS will withstand storage temperatures of -250 F to +1500 F.  MCS will operate in relative humidity conditions from 10% to 95%.

4.4.2.  Survival.  Survive blast, fragmentation and chemical contamination to the degree provided by the shelter in which the equipment is housed.

4.4.3.  MOPP.  Be operable by soldiers dressed in Nuclear Biological and Chemical Mission Oriented Protective Posture-Level IV (NBC MOPP-IV) and environmental protective clothing and equipment.  Operators must be able to perform tasks with no more than 15 percent degradation (time) MOPP IV. 

4.4.4.  High - Altitude Electromagnetic Pulse (HEMP).  See Army Regulation 70-75, “Survivability of Army Personnel and Materiel” and Army Regulation 602-2, “Manpower and Personnel Integration (MANPRINT) in the System Acquisition Process, and Memorandum, HQDA, DAMO-SSD, Subject: Nuclear, Biological, and Chemical Survivability Policy for Tactical Systems, dated 2 November 2000.  Operation through a HEMP event is not required.  The recycling of power to restore operations after a HEMP event is acceptable.  The user will determine the time allowed to restore MCS after a HEMP event 

4.4.4.1.  Block IV – The following equipment will be HEMP survivable:

4.4.4.1.1.   MCS-Heavy box (HCU)

4.4.4.1.2.   Laser printer

4.4.4.1.3.   Large Scale Display (LSD)

4.4.4.2.  There is no requirement for either the Large Scale Printer Plotter or the Tactical Scanner to be HEMP survivable.

Rationale.   The MCS is a mission critical system of the Army Battle Command System and must be High-Altitude Electromagnetic Pulse (HEMP) survivable.  In accordance with the ABCS Capstone Requirements Document, MCS must be able to withstand HEMP effects.  The threshold system is not required to operate through a HEMP event, but operations must be resumed as rapidly as possible.  Performance will be in accordance with the Continuity of Operations requirement.  Neither the Large Scale Printer Plotter nor the Tactical Scanner are considered to be mission critical in the event of a HEMP event.  Therefore, there is no critical requirement for these devices to be HEMP survivable.  MCS hardware will use Common Hardware Systems (CHS) V1 hardware.

4.4.5.  Human Factors Engineering.  The hardware and software will adhere to good human factors engineering practices, and shall be easy, intuitive and efficient to use.

4.4.5.1.  The software shall comply with the following design principles, which contribute to ease and efficiency of use:

4.4.5.1.1.   Block IV - Provide an intuitive Soldier-Machine Interface (SMI) that facilitates user navigation through the entire spectrum of software functions. 

4.4.5.1.2.   Block IV - Consistency throughout the entire interface design: including consistency of information display, interactive procedures, commands, and data entry tasks.

4.4.5.1.3.   Block IV - Simple, adaptive, flexible design which minimizes user actions.

4.4.5.1.4.   Block IV - Minimize short-term memory requirements.

4.4.5.1.5.   Block IV - Provide prompts and structuring features to guide operator tasks.

4.4.5.1.6.   Block IV - Provide immediate, informative feedback and status visibility.

4.4.5.1.7.   Block IV - Automate tasks and provide appropriate defaults to reduce workload.

4.4.5.1.8.   Block IV - Provide for novice and experienced users through progressive disclosure of functionality, accelerators, and tailoring.  The Soldier-Machine Interface must support management, formatting, and presentation of system specific applications and data in such a manner as to be easily understood by general purpose staff users while not impeding the more accomplished user's speed or accuracy. 

4.4.5.1.9.   Block IV - Provide shortcuts for frequent tasks.

4.4.5.1.10.   Block IV - Provide a menu hierarchy, which reflects task needs and allows rapid access to frequently selected options.

4.4.5.1.11.   Block IV - Provide automatic data validation, informative error messages and warnings prior to situations where operators may lose data or damage the system. 

4.4.5.1.12.   Block V - Provide a user HELP system to help users recognize, diagnose and recover from errors.  Both MCS-Light and Heavy will provide help screens.

4.4.5.1.13.   Block V - The system must minimize the need for trained operators to refer to on-line help screens or off-line documentation in order to access the needed function(s).  
4.4.5.2.  Block IV - The software shall conform to the DOD Hardware Configuration Interface (HCI) Styleguide and the DII User Interface Specifications.

4.4.5.3.  Block IV - Information Display- The software shall provide features and functionality so that large, complex databases can be easily searched, manipulated, and presented to operators in formats that utilize graphic design techniques to encourage detailed analysis and rapid comprehension of displayed information.

4.4.6.  System Safety.  The system, in any TOC or CP configuration, must not introduce uncontrolled personnel health and safety hazards or any adverse effects on the quality of the human environment throughout the system life cycle.

4.4.7.  Health Hazard.  The MCS system will present no uncontrolled health hazards to personnel throughout its life cycle.  A Health Hazard Assessment will be conducted.

4.4.8.  Environmental Quality.   The user of the MCS shall have the ability to train, operate, maintain, and dispose of the system in full compliance with applicable U.S., foreign, and international environmental quality laws and regulations.  The design, production, operation, maintenance and disposal of the system shall eliminate, or minimize to the greatest extent possible, adverse environmental quality impacts.

Rationale:  These requirements are IAW DoD Regulation 5000.2-R and will reduce environmental quality life cycle costs and environmental quality impacts.  

5.  Program Support.  Joint Potential Designator: Air Force - Joint Interest, Navy - Joint Interest, Marine Corps - Joint Interest.
5.1.  Maintenance Planning.  Common Hardware and MCS components devices will be supported in accordance with the maintenance concept in effect at the time of fielding.

5.2.  Support Equipment.  MCS will require no special test, maintenance, and diagnostic equipment.

5.3.  C4I/Standardization, Interoperability, and Commonality.  (Note: Additional information on this topic may be obtained by referring to the Maneuver Control System Command, Control, Communications, Computers and Intelligence Support Plan (C4ISP).
5.3.1.  Application and system support software requirements must conform to the interoperability and commonality standards specified for the common software of the Defense Information Infrastructure Common Operating Environment (DII COE) and GIG-enabled systems.  All data that will be exchanged or has the potential to be exchanged will be tagged IAW the current Joint Technical Architecture (JTA) standard for tagged data items (e.g., extensible Markup Language (XML), the current JTA standard, and tags shall be registered in accordance with the DoD Registry and Clearinghouse policy and implementation plan (Threshold).  All functional requirements will be met through the porting, re-use or development of common and unique applications in the Common Operating Environment.  MCS will be consistent with current Department of Defense, intelligence community, and commercial efforts regarding data and metadata standardization.  MCS will be developed using data from the Defense Data Dictionary System and meet the policy established by Department of Defense Directive Number 8320.1.  MCS will be designed with an open system approach.  All functional requirements will be met through the porting, re-use or development of common and unique applications in the Common Operating Environment.  MCS shall maintain and guarantee during transport the integrity of all information elements exchanged through the GIG to enable user confidence.  Information integrity shall be 99.99% (Block V) and 99.999% (Block VI).   The system program director shall develop a Command, Control, Computers, and Intelligence support Plan (C4ISP) IAW DoD Regulation 5000.2-R to address C4I interoperability and supportability requirements/ deficiencies.

5.3.1.1.  Block V – MCS will be COE Level 6 compliant.

5.3.1.2.  Block VI – MCS will be Level 8 COE compliant.

5.3.2.  MCS will use the strategic and tactical command, control, communications, computers and intelligence architecture that will be in effect at the time of projected fielding.

5.3.3.  MCS has no other data and data fusion requirements and computer network support requirements beyond what is discussed in paragraphs 1, 2, and 4 of this ORD.

5.3.4.  MCS has no other unique intelligence information requirements beyond what is discussed in paragraph 4 of this ORD.

5.3.5.  Information Assurance (IA).  Information Assurance protection, electronic protection and electronic support mechanisms will be used to ensure availability, integrity, authentication, confidentiality, and non-repudiation. The Defense in Depth approach will establish a layered, comprehensive, and integrated array of protection measures providing for restoration of information systems by incorporating protection, detection and reaction capabilities.  Technologies will need to include redundant/multiple data paths, TEMPEST equipment to shield emissions, transmission security, anti-tamper mechanisms; system monitoring and management, intrusion detection instrumentation, confidentiality supported by the use of cryptography, integrity of files assurance via Public Key Infrastructure (PKI) or digital signature and unique identifiers, passwords, biometric mechanisms, and low probability of detection and interception.  MCS will be accredited IAW the DoD Information Technology Security Certification and Accreditation Process (DITSCAP), DoDI 5200.40 and Information Assurance and Computer Network Defense, CJCSI 6510.01C.   MCS shall have an IA capability that provides adequate protection from user attempts to circumvent system access controls, accountability or procedures for the purpose of performing unauthorized system operations.    

5.3.6.  Electromagnetic Environmental Effects.  MCS will be electromagnetically compatible with itself and operate compatibly in the operational electromagnetic environment.  The MCS will be mutually compatible with other systems operating in the electromagnetic environment.  MCS operation, exclusive of data transmission, will not create a unique electronic signature where introduced.  

5.3.7.  Power source.

5.3.7.1.  Block IV - Be capable of utilizing commercial or military generator/converter power (110/220V AC at 50/60Hz) as well as 28V DC aircraft, vehicular, or generator power. 

5.3.7.2.  Block VI - MCS shall be capable of utilizing host nation power sources.  

5.3.7.3.  Block VI - MCS shall auto sense dual voltage.  MCS shall include various plug adapters, to be deployed worldwide to enhance the system’s capabilities. 
5.3.7.4.  Block VI - MCS shall be fault tolerant against the poor, fluctuating power that exists in many countries.
5.3.8.  Block VI - IAW the ABCS CRD, evolutionary development will focus on providing increasing commonality of hardware, and an increasing integration and commonality of software.  Ultimately, commanders and staff will be able to initialize an ABCS common workstation to perform any MCS function or that of any of the varied ABCS functions now currently provided by BFA-unique systems.

5.4.  Computer Resources.  

5.4.1.  Outside Support.  MCS is a complete computer system supported by existing communications and power generation resources at the time of fielding (initial and follow-on).  It will require no automation outside the scope of the hardware and software described in this ORD or outside the scope of the software described in the MCS User Functional Description (UFD).  

5.4.2.  Backward Compatibility.  Newer versions of MCS software and hardware will be developed so that they are extensible and backward compatible with older versions to the greatest extent possible.  The release of system upgrades will be managed to minimize the impact on fielded units.  This requirement applies to production/fielded software only.  Between MCS versions there will be no significant degradation in the transfer of data and message exchanges, application program or operating system interaction, or hardware compatibility.  Newer versions of MCS will retain the capability to transmit data/information to older MCS versions in a usable format to which the older version is accustomed.   Newer versions of MCS will have the capability to receive and process data/information from older MCS versions and other ABCS systems.   100% backward compatibility must be maintained for display and exchange of data/information relating to the Common Operational Picture.  (Note: See Glossary for more complete definitions of backward compatibility and extensible.)

5.4.2.1.  Block IV – No requirement.

5.4.2.2.  Block V – Block V software versions 7.0 and 8.0 will be backward compatible with Block IV software version 6.3.  Block V software version 8.0 will be backward compatible with Block V software version 7.0 if version 7.0 is fielded.

5.4.2.3.  Block VI – Block VI software version 9.0 will be backwards compatible with Block V software version 7.0 and 8.0.

Rationale:  The system must be compatible, extensible with respect to its functionality, scalable, affordable and sustainable.   [Note: Extensibility may be verified by analytical evaluation of the software’s modularity demonstrated by any of the following techniques: substitution (adaptation which does not affect other modules), splitting (modularization of sub-modules), augmentation (adding modules), exclusion (removing modules), inversion (standardizing common design elements), and porting (importing/exporting modules to or from another systems)]. 

5.5.  Human Systems Integration.  

5.5.1.  Manpower/Force Structure Assessment.  To support continuous and sustained operations after the system is fielded and NET is complete, the following minimum quantities of personnel must be trained annually: corps level operations require six personnel and division level operations require five personnel.  Already approved Table of Organization and Equipment (TOE) within the respective command posts will satisfy these personnel requirements.  There will be no required additions to the tactical staff.

5.5.2.  Personnel Assessment.  MCS dedicated operators will normally possess the same Military Occupational Specialty (MOS) as the highest density MOS represented in the TOC or CP to which they are assigned.   Aptitude qualifications of the operators will be the same as the primary MOS and system design will be based on the general-purpose user for target audience MOSs.  Preventive maintenance will be performed by operator personnel who are authorized to conduct preventive maintenance.  Organizational maintenance is provided by authorized 31-series MOS personnel.  

5.6.  Training.  

5.6.1.  Training Assessment.  

5.6.1.1.  Training Concept.  Lessons learned from previous automated system deployments have identified the rapid perishability of required skills.  This fact requires the use of intensive and frequent sustainment training.  Initial individual system training will be conducted through new equipment training (NET) during the system deployment.  Following NET, training institutions will provide system familiarization and operational training to initial entry officer and enlisted personnel and professional development course attendees.  The unit commander is responsible for continued system proficiency through sustainment training using all training tools.  The MCS System Training Plan (STRAP) explains the training concept and responsibilities in greater detail See Appendix F.

5.6.1.1.1.   MCS fielding will require the development of a series of system training products, Instructor and Key Personnel Training (IKPT), and development/execution of NET.  Qualified and trained NET teams will provide training during the system deployment.  All NET training products will be easily adapted for institutional training development and unit sustainment training.  These products will support rapid train-up of replacement personnel in support of contingency operations.  MCS training products will be prepared IAW the Training Requirements Analysis System (TRAS) process, the TRADOC Systems Approach to Training (SAT), TRADOC Reg. 350-70, AR 350-35, and TRADOC Pam 350-70-2.  NET training products will be delivered using the Automated Systems Approach to Training (ASAT) database software, provided as government furnished equipment.

5.6.1.1.2.   MCS System requires Level Three Interactive Multimedia Instruction (IMI) IAW TRADOC Regulation 350-70.  IMI will be Shareable Courseware Object Reference Model (SCORM) compliant, as reflected in ATSC's Army Learning Object (ALO) standards for XML tagging of courseware content.  Performance Support System (PSS) IMI products will be resident on the MCS system.  Distributed training vehicle (DTV) IMI products will be web-based for loading on separate web enabled platforms for training (required).  DTV may also operate on the enterprise system, but this is not a requirement.  Any IMI that is resident on the MCS (enterprise) system must not interfere with normal system processes when operating.  Products must be task based and approved by TRADOC prior to instruction.”
5.6.1.1.2.1.  IMI Performance Support System (PSS) will be developed and integrated into the MCS enterprise system software.  The goal of PSS is to increase user proficiency and productivity in the workplace.  PSS will increase the accuracy, speed, and consistency of task completion, as well as provide real time help and assist in sustainment training to a divergent workforce with varied skill levels.  To accomplish this, the PSS will provide individual, on-demand performance support and remediation at the user workstation for performing functional tasks on the system.

5.6.1.1.2.2.  MCS requires the development of web based IMI Training Support Packages (TSPs) in the form of Distributed Training Vehicles (DTV) for MCS in accordance with Table 5 (see next page).  These products will be capable of residing on the General Dennis J. Reimer Training and Doctrine Digital Library (RTDDL) or any other World Wide Web server to facilitate use by Active and Reserve units and individuals.  These DTV courses will be capable of operating on any web-enabled system.  DTV may also operate on the MCS system, but this is not a requirement.  Each DTV course module will download in no longer than two hours at 56 KBPS.  Learning content needs to be designed in modular segments that can be reused, re-purposed, and also regenerated under different learning environments.  These DTV courses will be IMI that emulate the actual "look and feel" of MCS system with complete accuracy and will have the capability to functionally evaluate soldier performance.

5.6.1.1.2.3.  The development of the PSS will occur as part of the enterprise system development and will deploy concurrent with the fielding of each version/SCP/ICP of the MCS system.  The DTV development for the MCS system will commence immediately and be fielded upon completion.  DTV, for subsequent MCS software version(s) fielding, will be updated within 6 months of fielding a new software version/SCP/ICP.   All other training packages will be updated and deployed concurrently with functionality changes (SCP/ICP).  TRADOC will review and approve the TSPs for completeness, content, and applicability to military instruction/training IAW AR 350-35 and will provide the training operational test readiness statement if the products comply with the requirements of this ORD.

	Required DTV Courses

	Awareness (AIT/OBC)

	Executive Overview (Legacy Leadership)

	MCS Mission Applications User (MAU) Installer, Operator and Maintainer (IOM), at -10 level.

	MCS Mission Applications Administrator (MAA).  MCS Digital Master Gunner

	Battle Captain / Battle Staff NCO (ABCS Integrator, ABCS Digital Master Gunner)

	ABCS System Administrator (Maintainer, 31U)


Table 5

5.6.1.1.3.   Institutional Training Strategy.  Institutional Training of MCS will be accomplished by categorizing the training audience.  Each category of ABCS/MCS users has specific training needs.  To help understand those needs, four categories of ABCS/MCS training have been identified.  Those four categories are awareness, operator, information integrator, and battle command decision-maker.  TRADOC institutions will incorporate the guidance in the Army Battle Command System (ABCS) STRAP and the Institutional Digital Education Plan (IDEP) to develop and implement MCS institutional training.

5.6.1.1.4.   Training Aids, Devices, Simulators, and Simulations (TADSS) proponents (Project Manager), in conjunction with the MCS PM, must consider incorporating MCS functionality into their training systems.  PM MCS must notify TADSS PMs utilizing MCS functionality of upgrades to operational Software.  Upgrades to MCS functionality contained in TADSS must be synchronized with releases of the operational software.  The Operations Group, Combat Training Centers (CTC) uses the data to assist units in their training.  MCS is, therefore, required at each location so that rotational units can use their MCS.  MCS will interface with the Maneuver Combat Training Center (MCTC) Instrumentation Systems (IS) according to the interface standard established at the MCTCs for the ABCS system integration.  This interface will allow the Operations Group to control, monitor, and collect MCS data for After Action Reviews (AAR) from within the control building using the MCTC-IS.

5.6.1.2.  Peacetime Readiness Training.  MCS operators/maintainers and supervisors/managers must train in peacetime, as they will fight in war.  Commanders in garrison can use the inherent Decision Support System (DSS) and communications capabilities of MCS to facilitate day-to-day operations.  In field training exercises, passing of information between commanders by all available communications media will ensure proficiency of operations.  In accordance with the ABCS CRD, MCS will use standard Army simulations to provide individual and collective training and mission rehearsal at each echelon whether in garrison, in field training, or deployed.

5.6.1.3.  Test training support packages (TTSPs) will be developed, updated, and evaluated for each test/evaluation conducted.  TTSPs will be the foundation for development of training support packages for institutional and operational sustainment training.

5.7.  Other Logistics Considerations.  Above the direct support level, Common Hardware devices will be supported through the establishment of contractor-operated regional support centers (RSC).  Regional support centers will provide a 72-hour turn-around time for either repaired equipment or new replacement equipment.  Any contractor support, to include software support, will be determined by the Project Manager (PM)/ Product Manager (PdM) and outlined in the System Support Plan.  The turn around time of the MCS is minimized by having operational spares at the ASL level.  The numbers of spares is based on the SESAME model.  The RSC has 72 hours time to turn around after arrival at the RSC.  The SESAME model establishes an accepted time of 5 days CONUS and 30 days OCONUS turn around.

5.8.  Transportation and Basing.  

5.8.1.  MCS will be installed in, and transported by, vehicles included in the Standardized Integrated Command Post Shelter (SICPS) program.  The installations will permit the user to dismount the equipment for use in other command post configurations if circumstances warrant it. MCS will be capable of basing and operation in both garrison and tactical environments and can be transported utilizing hard transit cases.

5.8.2.  All devices not mounted in an armored or wheeled vehicle, or aircraft used as C2 nodes, will be transportable as tied-down cargo aboard all standard air, ground, and water transportation means.  Common hardware computers must be air-droppable when provided appropriate preparation/protection.

5.8.3.  No component will exceed two-man lift.

5.9.  Geospatial Information and Services.  MCS shall accept updates to the terrain data and shall maintain data about currency of the terrain data.    Within the MCS construct, the Engineer Terrain Unit (currently using the DTSS suite of tools) will establish the Common Topographic Operating Environment (CTOE) for the command being supported.  The CTOE will ensure a centrally managed (by command) database of geospatial information and products.
5.9.1.  MCS will use World Geodetic Survey 1984 (WGS-84) and NIMA digital geospatial intelligence data:

5.9.1.1.  Current and Legacy Standard NIMA format Data, as well as geo-referenced Intelligence and UAV imagery backgrounds to display operational graphics and overlays.

5.9.1.2.  Mission Specific Data Sets (MSDS).

5.9.2.  Specifically, MCS must accept the following geospatial data:

5.9.2.1.  Qualified Data composed of current and legacy geospatial information:





ARC Digitized Raster Graphics (ADRG) (Block IV) 





Compressed ADRG (CADRG) (Block IV) 





Digital Terrain Elevation Data 0 (DTED 0)  (Block IV)





DTED 1 (Block IV)





DTED 2 (Block VI)





Controlled Image Base (CIB) -- 10-meter resolution (Block IV)





Interim Terrain Data (ITD) (Block VI)





Vector Map (VMAP) 0 (Block VI), VMAP 1 (Block VI) and VMAP 2 (Block VI)





Urban Vector Smart Map (UVMAP) (Block VI)

5.9.2.2.  NIMA Foundation Data composed of:





Foundation Feature Data (FFD) (Block VI)





DTED-2 (Block VI)





CIB (CIB 1-5) (Block VI)





Digital Nautical Chart (DNC) (Block VI)

5.9.2.3.  NIMA Mission Specific Data Sets composed of:





Digital Topographic Data (DTOP) (Block VI) 





High Resolution CIB (Block VI) 





High Resolution DTED (Block VI) 





Other MSDS products as they are developed (Block VI)

6.  Force Structure.

6.1.  The MCS will be located at / in:

6.1.1.  The Main, Tactical (TAC) and Rear CPs of divisions and corps.

6.1.2.  The Main and TAC CPs and support areas of divisional and separate maneuver brigades (including corps and divisional aviation and field artillery brigades) and armored cavalry regiments.

6.1.3.  Army rotary wing aircraft as a component of the Army Airborne Command and Control System (A2C2S), Airborne Command and Control Systems (such as the Airborne Battlefield Command and Control Center (ABCCC)) and in Air Force cargo aircraft as a component of the Secure Enroute Communications Package  (SECOMP) that will provide an enroute mission planning and rehearsal capability.   

6.1.4.  The command posts and combat trains of infantry, armor, and cavalry battalions/squadrons.  Force XXI Battle Command Brigade and Below (FBCB2) will extend automated C2 capabilities to brigade and battalion commanders and down to company/troops, platoon, and squad/platform weapon system level.

6.1.5.  The command posts and combat trains of aviation battalions/squadrons. 

6.1.6.  The command posts of corps engineer brigades/groups and divisional engineer battalions.

6.1.7.  The command posts of corps signal brigades, corps and divisional signal battalions.

6.1.8.  The command posts of corps chemical brigades and their battalions, and separate chemical companies.  

6.1.9.  The command posts of corps military police brigades and their battalions, and separate military police companies.

6.1.10.  MCS will be located with the S3/G3 at selected FS, IEW, AD and CSS command posts.  MCS will provide an exportable software module to provide a force level control capability for FS, IEW, AD, and CSS operational command posts not identified to receive MCS hardware.  

6.1.11.  Objectively, the system may migrate to strategic and theater level units and liaison officer teams.

6.1.12.  Selected command posts of Army Special Operations Forces (SOF) (SF, Psychological Operations, Civil Affairs, Ranger, and Special Operations Aviation).

6.2.  Appendix E, Basis of Issue Guidance, contains an estimate of the number of systems and subsystems needed, including spares and training units.  This is only an estimate of the number of systems/subsystems needed, and will not serve as the definitive source for documenting the distribution or basis of issue.
7.  Schedule Considerations. 

7.1.  Initial Operational Capability (IOC).   MCS will achieve First Unit Equipped/Initial Operational Capability (IOC) in 4QFY04 through the fielding of MCS Version 6.3 operational software.  IOC is Block IV.

7.2.  Full Operational Capability (FOC).  Full Operational Capability (FOC) will be achieved when one corps-set and one division-set of common hardware are fielded.  Additional operating capabilities will be provided in future software blocks (Block V, etc.) to support warfighter requirements and as technology matures.  The maintenance concept for CHS describes the support elements that must be in place to sustain FOC.

8.  Program Affordability.  The following represents program cost expressed in “then year dollars” to reflect cost of the program at time of the original baseline Life Cycle Cost estimate (1980’s dollars).

	Program Cost (M$’s)

	
	Block IV
	Block V
	Block VI

	RDT&E
	181.1
	106.9
	115.2

	O&M**
	TBD
	TBD
	TBD

	Procurement
	**** 735.9 ****


Notes:  ** O&M costs currently being determined in an Army Cost Position (ACP)



  **** Procurement funds linked to Unit Set Fielding (USF) not Blocks



POC Information:

Lieutenant Colonel Paul Gardner – mailto:gardnerp@leavenworth.army.mil
DSN: 552-4486, CML: (913) 684-4486

Mr. John Raletz – mailto:john.raletz@leavenworth.army.mil or mailto:john.raletz@us.army.smil.mil
Computer Sciences Corporation
DSN: 552-4578, CML: (913) 684-4578
















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































* This document employs hyper-linked text.


* Denotes Key Performance Parameter


* Denotes Key Performance Parameter


* Denotes Key Performance Parameter


* Denotes Key Performance Parameter


* Denotes Key Performance Parameter


* Denotes Key Performance Parameter


* Denotes Key Performance Parameter


1 MTBEFF = Mean Time Between Essential Function Failure


2 MTBSA = Mean Time Between System Abort


3 MTTR = Mean Time To Repair
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ABCS Way Ahead
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