Appendix I

Mission Needs Analysis – Part I

Mission Needs Statement - Horizontal Integration of Battle Command
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MISSION NEED STATEMENT
FOR
HORIZONTAL INTEGRATION OF BATTLE COMMAND

I Defense Planning Guidance (DPG). Winning the Information War—a component of the
National Military Strategy—demands a Horizontally and vertically intcerated informaion syster that
provides commanders with the means o make timely batlefield decisions. EFfectve use of
Information wil increase the lethalty and survivabiliy of deployed combat forces. while enabi
comtinuous, high tempo operations

. This MNS responds 1o FY. 1996.2001 DPG programming guidance for Command, Control.
Commenications, Computers and Inteligence (CAD): to develop a family of joint trategic C:i
systems based on an open architecture and designed to support stratesic and theater orces; 1o focus
‘onimeroperability as 4 driving requirement; 10 Support he migration of functions from existing C4l
Systems o the joint Global Command and Control System (GCCS) and its Common Operaty
Environment (COE);to employ data fusion fo minimize the sensor-to-shooter time sequence:
provide timely dissemination of baule management and intelligence information to deployed forces:
‘and o reduce the posibility of fratricide through enhancemment of situational awaeness iechnology’

b. This MNS also supports the C4l or the Warrior objectives set forth by the Joint Staff in
June 1993, by providing C capabilites that support the Warrior's nd for a fused. eal
picture of his batlespace, and the abiliy o order. respond and coordinate vertically and horizor
0 the degree necessary to accomplish s mission within that battlespice.

. Planning objectives and programming suidance as set forth in The Army Plan (TAP) for FY
19962011 are lso addressed by this MNS.

(1) Modernization objectives include: enhancing the Army’s capability 10 protect the force by.
improving combat identification through passive and non-passive means: winning the batlefield
information war by retaiing the Army's ead in Cal, digitizing the battlefield, and ensurin
{nteroperability: enhancing the Army's capabiliy 1o condut precision stikes across he batiefield
and developing future equipment upgrades that emphasize leap-ahead technoloay. provide iccess fo
realsime fused intelligence, and improve existing and acquired integrated systerns with standard
protocols enabling the digitzation of the foture batlefield

(2) Information management objectives inclade transitioning o & secure. seamless
architecture that increases elobal connectiviy. modemizes communications assets. provides
command and control on-the-move, and enhances siuational awareness by the creation of & fully
integrated. shared, flexible, secure, distributed command and contro capabili abl to process,
Store. transmit and dispose of data and information in Joint and multinational environmens.

(3) The MNS further support the TAP'S objectives (o develop an inelligence system that is
seamless from strategic o tactical levels and capable of providing @ comprehensive view of the
battlefild: and by fickding automated all-source fusion and communications capabiltes that
accomplish rapid inelligence, weather and opographic processing and dissemination.

2. Mission and Threat Analysis.

a. Mission Need. The accelerated tempo of modem combined arms warfare—coupled with a
smaller force projection army—demands full exploitation o the military potential of rapid
processing and transfer of crucial batlefield information. Land force dominance at tctieal and
operational levels requires improved batle command systems, increased ability 10 synchtonize
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direct and indireet fies, faster and more comprehensive access o inteligence data. enhanced
Situational awareness, and effective force protection. To improve agility. commanders a alllevels
require the means o gain and use timely batlespace information for making informed decisions ina
manner consistently faste than the enemy—rapidly shifting focus, retailoring forces. and moving
Trom one mission o another quickly and efficienly while on-the-move. The ability to make and
communicate these batlefield decisions before the enemy can acquire inteligence on friendly forces
will provide the commander with the means (o keep the enem off balance with an overwhelming
‘mentl and physical optempoto which the enemy cannot react. This is especially important for
deployed contingencs forces. which are generally smaller and require every advantage avail2ble.

b. Objectives. Exploit sate-of-the-art communications, sensors. space-based resources, and
computing Systems to provide the Army with technical advantages to meet the battleficld command
nd control challenges of the 21st ceniiry. Develop an integrated Army Battle Command System
(ABCS) that provides horizonial inegration between Baulefield Functional Areas (BFA) and vertical
ntearation between force levels. Creaie an ABCS data base that enables rapid trasfer of
information through se of standard data elements. Improve force effectiveness by providing the
Commander with the abilty to maintain aclear picture of the batilespace. Provide integration of
battle command functionality within and becween weapons systems. command posts. sensors and
Support systems. o include development of linkages between discretc systems. and expanding the
Scope of GCCS down to the lowest tactical echelon: the individual soldier and weapons platform.

<. General Capabilities. Incorporation of state-of-the-art information tecfnology o
terrestrial and space-based batle command systems willallow the force projection Ammy to
concentrate cormbat power by means other than traditional massing of forces. enabling smaller units
o be more sunivable and lethal. Related capubilities nclude: auomatic exchange of digital
nformation between ground forces: rapid acquisition. cortelaion and communication of target data
10 weapons platforms; computer simulation and decision support processors for command posts
‘and onboard command and control vehicles; real-time fusion and dissemination of the intelligence

electronic transmission of maps. overlays and orders: and automated target hand-off among
Close combat sround. air, and fire support systems. Together, they willafford combat forces the:
Capability 10 eiain the nitative in an environment charaeterized by an ccelerated tempo which
Gemands immediate communications and expeditious fesponse times. In addition. there exists a
need 10 rapidly determine. communicate, and respond 1o logistis support requirements for ailored.
Specialized fighting units during split-based contingency operations. Information technologies must
SHbstantially improve the capabiity 10 reques, assemble and transport vital resources from the
Sustaining base to forward operating locations. Finally.te system must be able o iniesrate
appropriate mereorological and oceanographic (METOC) information into tactcal decision aids (o
allow the batiefield commander 10 use ambient environmental factors to his operational adantage.

d. Thre

¢ Analysis.

(1) DI Document, DST-2660F-210-9: subj: Command. Control, Communications,
Computers and Intelligence (Cal) System and Networks; Telecommunications Networks: and
Automated Information Systems (A1S) Threat Enviconment Description (S:NFWN), 15 Jan 94,

(2) In the post-Cold War world,split-based operation will be the norm. with vast amounts
of information supporting the bale comnands residing both in CONUS and on in-theater systes.
One of the greatest dangers o the digitized batlefield wil be the proliferation of threats —rangin
from advanced technologies to simple computer viruses—ihat have the ability to damage. distupt,
or destroy batle command systems as well as the information residing on them. Dispersed
Computing technologies—such as radiofwireless LANs—wl allow remote access to computing
tesources in the abscnce of adequate security measures.

(3) An adversary can threaien C4l information by: compromising data by gaining access 10
B
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sensitve classified information stored within informaion systems or o their mission-critical
software firmvare code; denial.loss or aduleration of elecironically sored or processed:
information by means other than physical destruction. 5o it becomes misleading, worthless, or
unrccoverable or disrupting operations by inflcting physical destruction or damage (o the Sysiem—
characteized by attempts o aler or desiroy the original state of the sysiem’s comporen(s—so it o
Tonger unctions as designed. Individually or collectively. these three threats can distort the picture
of the batlefield, and adversely afect empo. lethalty. survivabiliy. and synchronization.

. Timing, The need for horizontlly integrated combined arms batde command has become
ertcal. Over the reminder of the decade. the Army willfield several vertical command and control
sysiems on a number of different platformis. To gain the greatest potential combined arms

from these technology applications. e Army must design and implement an integrated,
ble batile command sysem. The prevailing environmient for change within the Armny—ds
exempliied by the planned Force XXI iniiatives—provides i unique window of opportunity (o
borizontally and vertically integrate these systems 4¢ross functionl areas and among command
echelons. As our structure is reduced. we must leverage out leadership in information technology
for the greatest banlfield payoff.

. Priority. Given the greater capability for foree synchronization and improved command
and Conrol, this effort is among the Army s highest priorities.

3. Nonmateriel Alternatives

4. Mission Area Analysis: Current methods of exchanging information are hampered by
stovepiped. non-interated communicaticns networis. This is especiall true at brigade-and-below
leels. which rely on traditional voice and liison technigues. Information must be moved more.
apidly. without significant time or methodology-induced error.

b. Evolution of doctrine and tactcs. changes (0 oraanizational structures, improvement of
teaining methods, and the increasingly Bisher caliber of eadership at al levels have increased the
efficiency of present battle commad information flows. These solutions, however, have not
tesolved the inabiliy to exchange information quickly between Baulefield Functionsl Arcas (BFA)
or hicrarchical organizational siructures. Alone, they cannot provide the dramatically increased
Capabiliies inherent in curtent state-of-the-art information technologics. In the 1980's,the infusion
of new equipment—such as the Abrams Tank, Bradley Fighting Vehicls, Apache Attack Helicopier,
and Muluple Launch Rocket System—msde possible e development of AirLand Batle Doctrine
and the redesign of the forces failored 10 {aplement that doctrine. What s nesded is another.
quantum surze in capabilty that wil enable a second evolutionary Ieap to the doctrine and.
organizations optimized for 215t century Warfare. The Army's Force XX initatives represent a
mjor effort 1o ntegrate thice prinmary axes—force redesign. doctrinal revision, and batlefield
digitization—in a synergistic manner not feasible without the inclusion of the third axis.

4. Pote
Ay sysiems; adapt a
harduvare and software

Materiel Alternatives. There are four basic options: product-improve existing
ystem under development by anoiher Service: employ a mix of commercial
- or selectively apply & mi of the preceding three choices.

4. The Atmy has several battle command systems currently being fielded, from the M1 A2
tank's Intervehicular Information System (1VIS) © the Army Tactical Command and Control
System (ATCCS) at Brigade level and above. These sysiems do not possess integrated software
‘and cannot communicate seamlessly outside their vertical et siuctures. However, any proposed
solution should consider taking advantage of the time and technology investment in these systcs.
by modifying them and incorporating them into the larger objective solution.

b. Oter Services have addressed these challenges with similar programs. optimized for their
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particular environment. They include the Marine Corps” Tactical Command and Conirol System
{MTACCS) and the Navy's Joint Maritime Command Information System (IMCIS). Every effort
‘must be made 10 ensure Joint interoperabilty and where feasible to employ common technological
i procedural feaures for greater compatibility and to redce time and esoutce expenditures.

. Numerous commercial hardware/software alternatives are available (0 improve parts of the
present informaion/communications architecture. However. while none provides 4 sysiem-wide
Solution. the mcorporation of technology from the civilian scctor has the advantages of low risk,

economical cost proven technology. and operator faniiliaity. 3nd should be strongly considered.

5. Constraints

. Mobility and Transportabilits. The system mus: not degrade the mobility or
mancuverability of taetical pltforms. nor reduce the ablit of any fiost pliform to pertorm its
prifary function. The system must cause no restrictions precluding tzansport o any host platform
by current or planned means.

b. Logistics. The capability must be supported by the standard Army logistical support
Systemn. The system mustallow repi of replacement of major comporents or subsysiems and may
require new special tools or test equipment. Standardization of components and procedures will
Simplify mantenance. reduce cost and provide more reliable systems. The use of modularity and an
‘open architecture in design wil aciltate case of upgrades.

<. Manpower, Personnel and Training.

(1) Manpower, There must 5¢ nio increase i carrent force siructure and no new manpower
requirements. Potential manpowe sasings resulting from teshnology application will be evaluated.

(2) Personnel. No new Military Occupational Specialty (MOS) should be created. The
System desien will minimize increases ir cognitive. physical. and skilllevels required for operators.
maintainers and supporiers o the syster.

) Training, System waining will be enhanced by new technology, coupled with common
operator interfaces. The system should fiave operator. erews. maintainer, and uni training
Capabiliies embedded in ihe sysi prefered media. Specific raining oriented o using
informarion technology must be i o all pplicable institutional raining courses.

(4) Human Factors E . The system mus: be "user friendly.” permicing effective
operation in a tactical field environment by personnel aized in full combat protective gear
Standard report formats and data felds srould be taloratle (0 meet individual commanders” needs.

hould be d

(5) System Safety and Health Hazards. The syst
and health hazards or conrol them o an acceptable level

igned to eliminaie safety

d. Standardization and Tnteroperability

(1) It s imperarive thatthe systerm meet approved joint standards for Ca interoperabiliy.
possessing the abilty to nterface seamlessly with the umbrella Global Command and Control
System (GCCS)at the appropriate echelons. and employ 2 scalable Army Common Operating.
Environment (ACOE) in compliance with the GCCS COE. It must use the standards and protocols
of GCCS, and be interoperable with existing and future joint C41 programs, such as JMCIS. the
Joim Deployable Inelligence Support System (JDISS), he Joint Surveillance and Target Attack
Radar Sy stem (STARS) and the Joint Tactical Information Distribution System (ITIDS). as well as
systems fielded by the other Services (1., MTACCS) and Special Operations Forces

@
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(2) The desian should consider embedded platform integration or appliques, a appropriate,
as well as implementation of common protocols. data clements. software, hardware, and.
infrastructure. The fielded system must comply with applicable information technology standards
in the DOD Technical Architecture Framework for Information Management (TAFIM).

(3) The system will be standardized or interoperable with at least NATO and ABCA systems.
i accordance with current agreements. AS a minimun, it wil interfice initally or thrugh
Preplanned Product Improvements (P31) with British, French and German systerns.
Interoperabilis with Korean o Japanese systems should be considered.

() The s t exploit DOD standard digita] map and terrain data produced by the
Defense Mapping Agency. without requiring second par transformiaion or aleration. Common
‘raphics and tactical symbology should be in compliance with DOD standards, with growth
potential 1o accommodate interoperabiliy

€. Vulnerability. The system should not increase the vulnerability of any host systen

. Situational Awareness/Combat Identification. System functionality should have the
abiliy to share data with all US. forces. and with coaliton forces when possibl. It should provide
‘ameins o identify friend or foe using Sensor information andor data SOUFCes.

£ On the Move (OTM) Operations. The syster must be able (0 support operations OTM
with minimal deradation. Hardware systerns must support serial or sround-based operations in all
normal military terrain types.

h. Operational Environments.

(1) Nuclear, Biological. Chemical Contamination Survivability (NBCCS) and Mission
Sustainabilit. Selccted eriical components of the sysier wil be hardened against effects of NBC
Contaminants 2nd decontaminants, be capable of being decontaminated 10 4 negligibe sk [evel, and
be capable of being operated and maintained by personnel in full protective ensemble with an
acceptable level of operational degradation.

(2) Nawral Environmental Conditions. The system wil be capable of operating in the same
balefiéld, elimatic and weather environments as the host platfors.

i. Electromagnetic Spectrum. The system must te developed with due consideration of the
limited electromagnetic spectrum. Physical and regulatory factors limit the amount of spectrum.
available to accomplish horizonial integration, and subsequenly the total volume of nformation that

e can transfer. The sysiem will conserve specirum us

. Nuclear Survivability. Critical components of the system should be hardened against the
inital nuclear weapons effecis of blast, radistion. and high alitude clectromagnetic pulse. If the
Tostplatform is hardened agains these elTects, the information sysiem requirements may be
lessened. and subsystems intended for use at the lower end of the conflict specirum may not require
the same degrec of hardening. The sysiem will use & mix of ruggedized. mil-spec, and commercial
Off.the-shelf components, as applicable 0 each platform and function.

K. Information Security. Information security should be addressed IAW applicable
ulations. 0 include multi-level security requirements wihin NATO and coalition forces.

6. Joint Potential Designator. The recommended Joint Potential Designator for this need s
Join Interest.”
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Formerly known as the:

(THE FAMILY OF MANEUVER CONTROL SYSTEMS)

OF THE

OPERATIONAL AND ORGANIZATIONAL (O&O) PLAN

FOR THE FAMILY OF ARMY TACTICAL COMMAND AND CONTROL SYSTEMS 

(ATCCS)

1.  TITLE:


a.  Family of maneuver Control Systems (MCS).


b.  CARDS Reference Number:

2.  NEED:


a.  The need exists for a family of integrated, interoperable, automated systems to support Maneuver Functional Area (MFA) information for commanders at Corps and below. The limited information provided by today’s manual C2 systems, and the inability of Battlefield Functional Area (BFA) automated systems to function as an integral part of the total ATCCS system, limits the ability of maneuver staffs to provide the commander with the information needed for decision making.  This can be satisfied by revising MCS, and extending the architecture below brigade level.


b.  The family of MCS contributes to solving 34 operational deficiencies identified in the 1989 (S) TRADOC Battlefield Development Plan (BDP).  These deficiencies are numbers 4, 10, 12, 16, 18, 19, 23, 24, 29, 32, 34, 37, 38, 42, 44, 46, 47, 56, 65, 69, 74, 79, 80, 81, 82, 84, 86, 99, 104, 106, 109, 111, 112, 113.

3.  THREAT.  (See the Family of Army Tactical Command and Control Systems (ATCCS) Operational and Organizational Plan.)

4.  OPERATIONAL CHARACTERISTICS.  The Family of MCS will:


a.  Utilize ATCCS Common Hardware and Software (CHS) in accordance with the basic ATCCS ROC and O&O Plan.


b.  Receive, store, and integrate information from subordinate maneuver elements with that from higher headquarters and the C2 systems of the FS, IEW, CSS, and ADA BFAs; analyze and display that information to assist the commander and staff in the decision process; and provide a means for the dissemination of critical information, immediate warnings, command guidance, plans, and orders for combat operations.


c.  Support mobile or frequently displacing command posts.  Function in moving vehicles and aircraft commonly utilized as corps, division, brigade, battalion, company, and platoon command nodes.  The ability to operate on the move will include, as a minimum, the capability to receive or transmit graphics and text formatted information.


d.  Support continuity of operations through the distribution of critical information to  multiple locations.  There will be no central node whose loss could cause system failure.


e.  Permit the force level commander to command from any of his echelon’s command posts (tactical, main, and rear), or from designated operational facilities of the subordinate functional control nodes.


f.  Transmit/receive weather observations and forecasts to/from appropriate MCS nodes using standard report formats.

5.  OPERATIONAL PLAN:


a.  MCS will be the information system for the force level commander and his staff.  It will provide automated C2 support to enhance the quality and shorten the duration of the decision-making cycle.  MCS will reduce data acquisition, retrieval, preparation, and dissemination time.  It provides decision support graphics.  Additionally, MCS will aid in: developing decisions concerning the employment and sustainment of combat power; directing subordinate and supporting units; coordinating among Maneuver BFA subsystems; monitoring and supervision of operations; and responding to the  critical information requirements of the commander.  This is done by integrating formation from subordinate maneuver elements with that from higher headquarters and C2 systems of the FS, IEW, CSS and ADA BFAs.  MCS will provide this capability through a network of computers linked together by Local Area Networks (LANS) and by Army communications systems.  The Family of MCS for the Maneuver Functional Area (MFA) includes Armor, Infantry, Aviation, Signal, Engineer, Military Police, and Chemical units.


b. The family of MCS will have automated interfaces with FS, IEW, AD, and CSS functional areas and with automated C2 systems at Echelons Above Corps (EAC).

6.  ORGANIZATIONAL PLAN:


a.  General.  The family of MCS will be employed in both heavy and light corps; armored, infantry, light infantry, mechanized, motorized, air assault, and airborne divisions; separate heavy, light, and theater defense brigades; and armored cavalry regiments.  MCS must support dispersed CP configurations as well as continuous operations (tactical and main current operations cell) while CPs are relocating.  The family of MCS will be located at:

 

(1)  Corps main, tactical, and rear command posts.



(2)  Division main, tactical, and rear command posts.



(3)  Maneuver brigades and separate brigades/regiments main and tactical command posts.



(4)  Combat and combat support battalions main command posts and combat trains within the MFA.



(5)  Command posts of MFA companies.



(6)  Headquarters of Engineer and Chemical platoons.

7.  SYSTEM CONSTRAINTS:


a.  Mobility/Transportability:



(1)  Transportable by standard air, ground, and water means, when tied down as bulk cargo, or mounted in vehicular racks.



(2)  Not degrade the transportability of any vehicle/system in which it is employed.  Additionally, the employment of MCS equipment should not impede the speed with which a unit or section can displace under tactical conditions.


b.  MANPRINT:



(1)  Manpower and Personnel:




(a)  The Family of MCS will be operated by the TO&E personnel currently performing manual command and control functions.  No additional personnel will be required to operate, maintain or support the Family of MCS equipment.  MCS software must be sufficiently user friendly that operators need only short training period and minimal sustainment training.




(b)  No new Military Occupational Specialty (MOS) will be required to maintain and support the Family of MCS equipment.



(2)
Training:




(a)  Initial training for MCS managers, master operators, staff users, information systems managers, and commanders will be conducted in units by New Equipment Training Teams (NETT).




(b)  Training for maneuver commanders and their staffs on employment and techniques associated with the family of MCS will be conducted by TRADOC Doctrine and Tactics Training (DTT) teams.




(c)  Institutional Training.  Familiarization on the Family of MCS will be included in Basic Noncommissioned Officer Course (BNCOC), Advanced Noncommissioned Officer Course (NACOC), Officer Basic Course (OBC), Officer Advance Course (OAC), and Combined Arms and Service Staff School (CAS3).  Functional operator training will be included in the Sergeant Major Academy Battle Staff Course and will be offered as an elective course at the Command and General Staff College.  U. S. Army Signal school will develop and establish a program to train MCS master operators.




(d)  Non-Institutional Training.  Operational (field) sustainment training will be provided by embedding, to the maximum extent technically feasible, Category A (operator/crew), B (Crew, e.g., staff user, master operator, and operator), C (functional), and D (force level) Embedded Training as described in AR 350-38.  Training will be tailored and embedded in each application package provided for MCS.




(e)  Test Training Support Packages (TTSPs) will be developed/updated/evaluated during each test/evaluation conducted for the family of MCS.  The TTSPs will be the foundation for developing the Training Support Packages (TSPs) for institutional and operational sustainment training.



(3)  System Safety/Health Hazard Assessment.  Equipment shall be designed IAW all applicable system safety standards so as to minimize risk to operating/maintaining personnel during the equipment’s life cycle.



(4)  Human Factors Engineering (HFE).  System will facilitate safe, efficient, effective operation and maintenance by soldiers while wearing climate-appropriate clothing/equipment under operational conditions.



(5)  Computer Resource Engineering.  Memory shall be resource sufficiently to allow future expansion/growth of the baseline executable software without near term fielded hardware memory modifications.


c.  Logistics.  (See the Family of ATCCS O&O Plan).


d.  Survivability.  (See the Family of ATCCS O&O Plan).  Tempest protection will be provided IAW NACSIM 5100A, as amended by HQDA Policy Letter, Subject:  Tempest Guidelines for Program Managers, dated 22 Aug 86.  Survivability will be equal to headquarters where module is operating.

8.  STANDARDIZATION AND INTEROPERABILITY.  The family of MCS will be able to interoperate with the FS, IEW, AD, and CSS automated systems when fielded, and the automated command and control systems of other joint and combined military forces such as the German HEROS, United Kingdom WAVELL, and French SACRA systems.  Interoperability between objective intra-Army systems, and with systems of other services or Allied Forces will be achieved through the preeminent Allied, Joint or Army standard that is applicable.  Standard Defense Mapping Agency (DMA) Digital Topographic Data (DTD) should be used whenever available.

9.  FUNDING IMPLICATIONS.  Estimated costs of MCS Block 4 (FY 91C$):


a.  RDTE (FY 1990-2000):                                         238.1M


b.  Procurement (FY 1990-2002): 

              759.6M


c.  Sustainment (FY 1991-2024):

            2573.9M


d.  Total Life Cycle (FY 1990-2024):                          3571.6M


e.  Unit Cost:  TCU (V2) - Workstation                              .083M
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A2C2
Army Airborne Command and Control

A2C2S
Army Airborne Command and Control System

ABCCC
Airborne Battlefield Command and Control Center

ABCS
Army Battle Command System

ACAT
Army Category

AD
Air Defense

AFATDS
Advanced Field Artillery Tactical Data System

AI
Area of Interest

AIS
Automated Information Systems

AMDPCS
Air and Missile Defense Planning and Coordination System

AMDWS
Air and Missile Defense Warning System

AOR
Area of Responsibility

ARFOR
Army Forces

ARTEP
Army Readiness and Training and Evaluation Program

ASAS
All Source Analysis System

AUTL
Army Universal Task List

BDAR
Battle Damage Assessment and Repair

BFA
Battlefield Functional Area

BOS
Battlefield Operating System

C2
Command and Control

C3I
Command, Control, Communications, and Intelligence

C4I
Command, Control, Communications, Computers, and Intelligence

C4ISR

Command, Control, Communications, Computers, Intelligence, 


Surveillance and Reconnaissance

C4RDP
Command, Control, Communications, and Computers 

                                          Requirements Definition Program

CCIR
Commanders Critical Information Requirement

CH
Common Hardware

CIC
Command Information Center

COA
Course of Action

COCOM
Combatant Commander (formerly referred to as a CINC)

COE
Common Operating Environment

COFM
Correlation of Forces and Means

COMSEC
Communications Security

CONOPS
concept of operations

COP
Common Operational Picture

COTS
commercial-off-the-shelf

CP
Command Post

CRD
Capstone Requirements Document

CS
Common Software

CSS
Combat Service Support

CSSCS
Combat Service Support Control System

DIA
Defense Intelligence Agency

DII
Defense Information Infrastructure

DISA
Defense Information Systems Agency

DMS
Defense Message System

DoD
Department of Defense

DRAG
Doctrinal Review and Approval Group

DTAC
Division Tactical Command Post

DTG
date time group

DTLOMS
Doctrine, Training, Leadership, Organization, Materiel, Soldier

DTSS
Digital Topographical Support System

EAC
Echelons Above Corps

EEFI
Essential Elements of Friendly Information

EMI
Electronic Magnetic Interference

EMP
Electromagnetic pulse

EPLRS
Enhanced Position Location Reporting System

ET
Embedded Training

EW
electronic warfare

FA
Field Artillery

FASCAM
Family of Scatterable Mines

FBCB2
Force XXI Battle Command Brigade and Below

FFIR
Friendly Forces Information Requirements

FS
Fire Support

GCCS
Global Command and Control System

GCCS-A
Global Command and Control System-Army

GIG
Global Information Grid

GOTS
government-off-the-shelf

HEMP
High Altitude Electromagnetic Pulse

HCI
Hardware Configuration Interface

HCU
Heavy Computer Unit

HFE
Human Factors Engineering

HIBC
Horizontal Integration of Battle Command

IA
Information Assurance

IAW
In Accordance With

ID
Identification

IDM
Information Dissemination Management

IER
Information Exchange Requirement

IEW
Intelligence and Electronic Warfare

IM
Information Management

IMETS
Integrated Meteorological Systems

IMINT
Imagery Intelligence

IO
Information Operations

IOP
Integrated Office Package

IPB
Intelligence Preparation of the Battlefield

ISYSCON
Integrated System Control

IW
Information Warfare

JCDB
Joint Common Database

JFC
Joint Force Commander

JFLCC
Joint Force Land Component Commander

JMPS-A/AMPS 
Joint Mission Planning System-Army/Aviation Mission Planning System
JOA
Joint Operational Architecture

JROC
Joint Requirements Oversight Council

JSTARS
Joint Surveillance Target Attack Radar System

JTA
Joint Technical Architecture

JTF
Joint Task Force

JTRS
Joint Tactical Radio System

JUTL
Joint Universal Task List

JVMF
Joint Variable Message Format

JWARN
Joint Warning and Reporting Network

KPP
Key Performance Parameter

LAN
Local Area Network

LDAP
Lightweight Directory Access Protocol

LDIP
Lightweight Directory Access Protocol Data Interchange Format

LSD
Large Screen Display

LSPP
Large Scale Poster Printer

Mb
Megabyte

MDMP
Military Decision Making Process

MNS
Mission Needs Statement

MOPP
Mission Oriented Protective Posture

MOS
Military Occupational Specialty

MSE
Mobile Subscriber Equipment

MTBEFF
Mean Time Between Essential Function Failure

MTBSA
Mean Time Between System Abort

MTTR
Mean Time To Repair

NATO
North Atlantic Treaty Organization

NBC
Nuclear Biological and Chemical

NCU
Notebook Computer Unit (Laptop Computer)

NGO
Non-Governmental Organization

NIMA
National Imagery and Mapping Agency

OA
Operational Architecture

OPCON
Operational Control

OPFAC
Operations Facility

OPLAN
Operations Plan

OPORD
Operations Order

ORD
Operational Requirements Document
PIR
Priority Intelligence Requirement

QoS
Quality of service

RAID
Redundant Array of Independent Disks

RSTA
Reconnaissance, Surveillance, and Target Acquisition

SA
Situational Awareness

SIGINT
Signals Intelligence

SICPS
Standardized Integrated Command Post System

SIGINT
Signals Intelligence

SITREP
Situation Report

SMI
Soldier Machine Interface

SOF
Special Operations Forces

STAR
Systems Threat Assessment Report

SSP
System Support Plan

TA
Technical Architecture

TACON
Tactical Control
TACSCAN
Tactical Scanner

TAIS
Tactical Airspace Integration System

TAP
The Army Plan

TBD
To Be Determined

TCO
Tactical Combat Operations System 

TCP/IP
Transmission Control Protocol/Internet Protocol

TI
Tactical Internet

TOC
Tactical Operations Center

TOE
Table of Organization and Equipment

TRADOC
Training and Doctrine Command

TSP
Training Support Plan, Training Support Package, or Test Support Plan

TTP
Tactics, Techniques, and Procedures

TTSP
Test Training Support Package

UAV
Unmanned Aerial Vehicle

UFD
User Functional Description

USMTF
United States Message text Format

VMF
Variable Message Format

WAN
Wide Area Network

WIN-T
Warfighter Information Network-Tactical

The following is a list of terms that will help in the development of operational requirements. The official telecommunications glossary is Federal Standard 1037C of 1996 which can be found at: http://glossary.its.bldrdoc.gov/fs-1037/ and is maintained by the U.S. Department of Commerce, National Telecommunications and Information Administration, Institute for Telecommunications Sciences. Under an approved T1 standards project (LB 837), a previously developed 5800-entry, search-engine equipped, hypertext telecommunications glossary, currently on the Web at 

http://glossary.its.bldrdoc.gov/projects/telecomglossary2000 is being updated and expanded for proposal as an American National Standard (ANS).

Access. The ability and means necessary to store data in, to retrieve data from, to communicate with, or to make use of any resource of a system (Fed Std 1037).

Access Control. A service feature or technique used to permit or deny use of the GIG components of a communication system (Fed Std 1037).

Application. Software that performs a specific task or function, such as word processing, creation of spreadsheets, generation of graphics, facilitating 

electronic mail (T1-2000).

Architecture.  (1) The design principles, physical configuration, functional organization, operational procedures, and data formats used as the bases for the design, construction, modification, and operation of a communications network. (2) The structure of an existing communications network, including the physical configuration, facilities, operational structure, operational procedures, and the data formats in use (MIL STD 188).

Army Airborne Command and Control System (A2C2S).  A2C2S is the maneuver commander’s digital airborne CP.  It is a set of hardware, integrated into the UH-60 Blackhawk, which hosts the ABCS system and provides the necessary line-of-sight and non-line-of-sight digital and voice communications. The A2C2S will dovetail into the ground communications and information architectures, and will have a minimum of differences in user interfaces between the ground CPs and this aerial CP.  The ABCS software hosted in the A2C2S will be identical to that which is used in ground CPs.  The A2C2S will have five multifunctional workstations that commanders and required staff personnel will use to conduct their C2 missions.  The A2C2S is an execution-focused system with the appropriate voice and digital linkages to support that mission. The A2C2S is assigned to aviation brigades at division and corps level, and will be tasked to support appropriate C2 elements within that echelon of command on a per mission basis.

Army Battle Command System (ABCS).  The Army’s automated C2 system consists of digital systems, facilities, people, and procedures.  The BAS components are the Advanced Field Artillery Tactical Data System (AFATDS), Air and Missile Defense Planning and Control System (AMDPCS), All Source Analysis System (ASAS), Combat Service Support Control System (CSSCS), Digital Topographic Support System (DTSS), Force XXI Battle Command–Brigade and Below (FBCB2) System, Global Command and Control Systems-Army (GCCS-A), the Integrated Meteorological System (IMETS), Integrated Systems Control (ISYSCON), Maneuver Control System (MCS), and the Tactical Airspace Integration System (TAIS). 

Assurance. Grounds for confidence that an information-technology (IT) product or system meets its security objectives (T1-2000).

Authorization.  (1) The rights granted to a user to access, read, modify, insert, or delete certain data, or to execute certain programs (Fed Std 1037C).  (2) Access rights granted to a user, program, or process (NSTISSI 4009). 

Availability. Ensures resources and data are in place, at the time and in the form needed by the user (IA6-8510).

Awareness. An aggregation of functional entities providing information about the available sources of data and their current contents in order to provide efficient and effective access to that data (IDM CRD).

Battlefield Automation System. Those primary automated C2 processing systems that support the Battlefield Functional Areas (Combat Service Support, Intelligence, Fire Support, Air Defense and Maneuver).

Backward Compatibility.  Backward compatibility is a system characteristic expressed by the user that the developer plans for and implements in order to achieve compatibility between various versions of software and hardware.  A system is backward compatible if it is compatible with (e.g. can share data with) earlier versions of itself, or sometimes other earlier systems, particularly systems it intends to supplant.  For example, WordPerfect 6.0 can read WordPerfect 5.1 files, so it is backward compatible. It can be said that Perl is backward compatible with AWK, because Perl was (among other things) intended to replace AWK, and can, with a converter, run AWK programs.  Similarly, a system is forward compatible if it is designed to be compatible with planned later versions of itself.  See also, “Extensible”. (Note:  PERL and AWK are programming languages).

BDAR. Battlefield Damage Assessment and Repair.  Any expedient action that returns a damaged item or assembly to a mission-capable or limited mission-capable condition. Repairs are often temporary. 

Battlefield Visualization (BV).  It is an essential element of battle command because it is the mental preparation that supports the Commander’s decision-making process.  BV is the process whereby the Commander focuses on three visionary aspects of battle command:  the Common Picture and SA; foreseeing an end-state to the operation that results in success and being postured for the next phase of the battle; and understanding the relationship between the plan and enemy courses of action and continually assessing the feasibility of achieving the end-state.

C3I/C4I Systems. C3I means command, control, communications and intelligence systems.  C4I is the same but with the addition of “Computer”.  While Information Technology, by definition includes C3I/C4I systems, C3I/C4I systems are classified as National Security Systems.  (TRADOC Pam 71-9, 5 Nov 99)

Capstone Requirements Document (CRD).  Identifies systems requirements to define a mission area and serves as a guide for Operational Requirements Documents (ORD) development.  CRDs can be a combination of two or more Mission Needs Statements (MNS) and/or ORD programs.  The CRD is the bridge between the MNS and program ORDs.  It is a living document that reflects changes in threat or technologies. (TRADOC Pam 71-9)  A document that contains capabilities-based requirements that facilitates the development of individual ORDs by providing a common framework and operational concept to guide their development.  It is an oversight tool for overarching requirements for a system-of-systems or family-of-systems.  (CJCSI 3170.01A, 10 Aug 99)

Certification.  Statement of adequacy provided by a responsible agency for a specific area of concern in support of the validation process. (CJCSI 3170.01A, 10 Aug 99)

CARC. Chemical Agent Resistant Coated

Collaborative Planning.  The ability to plan in near real time using video teleconference communications (VTC), whiteboard, and shared applications.  Collaborative planning provides the commander with a horizontal and virtual picture of the battlefield, to include voice, data, graphics, imagery, and video information.

Collect.  Acquiring or gathering and initial filtering of information based on a planned need, determining time sensitivity and putting the information into a form suitable for transporting. 

C2.  Command and Control.  The exercise of authority and direction by a properly designated commander over assigned and attached forces in the accomplishment of the mission. C2 functions are performed through an arrangement of personnel, equipment, communications, facilities, and procedures employed by a commander in planning, directing, coordinating, and controlling forces and operations in the accomplishment of a mission.

Command and Control, Communications, and Computers Requirements Definition Program (C4RDP). The C4RDP is the Army’s only validated source of Battle Command, Combat Service, and Combat Service Support information exchanges.  The database is used to develop integrated architectures, which can be shared and used by communications architects, program managers, systems integrators, and communication modelers. (TRADOC Pam 71-9, 5 Nov 99)

Command Information Center (CIC). The CIC, “the pit”, is where the commander and staff monitors and executes the battle within the TOC.  There they can monitor, retrieve, fuse and display the commander's critical information requirements on a large screen display.

Command, control, communications, computers, intelligence, surveillance, and reconnaissance (C4ISR). Functions that include command, control, communications, and computers (C4) - that are integrated systems of doctrine, procedures, organizational structures, personnel, equipment, facilities, and technologies.  The elements support the execution of C2 through all phases of the operational continuum.  The intelligence product is derived from the collection, processing, integration, analysis, evaluation, and interpretation of information received on conditions and potential threats worldwide.  Surveillance is the systematic observation of aerospace, surface, or subsurface areas, places, persons, or things by visual aural, electronic, photographic, or other means.  Reconnaissance is a mission undertaken to obtain, by visual observation or other detection methods, information about the activities and resources of an enemy or potential enemy or to secure data concerning the meteorological, hydrographic, or geographic characteristics of a particular area controlled by or of potential use by an adversary.

Commander. (1) The person entitled to issue IDM policy and to exercise control over information and information system resources to effectively perform a mission (IDM CRD).  (2) A person responsible for the welfare and performance of a command in accomplishing its mission.  (3) Any authority whose organization defines, operates, and controls resources that participate in information processes. Commanders establish information policies, allocate resources that control those processes, and monitor their execution. (4) Any one or more personnel who are assigned and/or delegated authority, responsibility, and resources to perform a specific DoD activity.

Commander’s Critical Information Requirements.  The commander’s critical information requirements are elements of information required by commanders that directly affect decision making and dictate the successful execution of

military operations.  CCIR are those key elements of information commanders require to support decisions they anticipate.  Information collected to answer the CCIR either confirms the commander’s vision of the fight or indicates the need to issue a fragmentary order or execute a branch or sequel.  CCIR directly support the commander’s vision of the battle -commanders develop them personally.  Once articulated, CCIR normally generate two types of supporting information requirements: friendly force information requirements (FFIR) and priority intelligence requirements (PIR).  (See US Army Field Manual 3-0 Operations).

Common Operating Environment (COE). The collection of standards, specifications, and guidelines, architecture definitions, software infrastructures, reusable components, application programming interfaces (APIs), runtime environment definitions, reference implementations, and methodology that establishes an environment on which a system can be built.  The COE is the vehicle that assures interoperability through a reference implementation that provides identical implementation of common functions.  It is important to realize that the COE is both a standard and an actual product (DII COE I&RTS).

Common Operational Picture (COP).  Common operational picture. An operational picture tailored to the user’s requirements, based on common data and information shared by more than one command. The COP facilitates

collaborative planning and assists all echelons to achieve situational understanding FM 6-0).  The Common Operational Picture (COP) is the means for the commander to view a fused picture of the complete area of responsibility  or area of operations.  The COP is a compilation of both friendly and enemy data received from digitized platforms and systems, analog location reports, sensors, and intelligence reports combined with battle plans, projection overlays, and any other data that is available.  

Concept. Translates a vision or visions into a more detailed, but still abstract description of some future activity.  They define new methods of deploying and employing Army forces, 3 to 15 years into the future.  Concepts are dynamic and change as perceptions and circumstances vary.  (Combat Developers Course manual, page III-1&2)

Data.  Representation of facts, concepts, or instructions in a formalized manner suitable for communication, interpretation, or processing by humans or by automatic means. Any representations, such as characters or analog quantities, to which meaning is or might be assigned. (JP1) 

Defense Information Infrastructure (DII).   The DII is the web of communications networks, computers, software, databases, applications, weapon system interfaces, data, security services, and other services that meet the information processing and transport needs of DoD users across the range of military operations.  It encompasses: (1) sustaining base, tactical, DoD-wide information systems, and Command, Control, Communications, Computers, and Intelligence (C4I) interfaces to weapons systems; (2) the physical facilities used to collect, distribute, store, process and display voice, data, and video; (3) the applications and data engineering tools, methods, and processes to build and maintain the software that allow Command and Control (C2), Intelligence, Surveillance, Reconnaissance and Mission Support users to access and manipulate, organize and digest proliferating quantities of information; (4) the standards and protocols that facilitate interconnection and interoperation among networks; and (5) the people and assets which provide the integrating design, management, and operation of the DII, develop the applications and services, construct the facilities, and train others in DII capabilities and use.

Defense Information Infrastructure (DII) Common Operating Environment (COE). An application-independent basis for DoD information system architectures. The DII-COE consists of reusable software components, a plug able framework and software infrastructure, and a set of guidelines and standards for developing, integrating, and packaging mission applications.

Defense Message System- Army (DMS-A).  DMS-A encompasses all of the hardware and software necessary to extend the Defense Message System into the deployed tactical environment. DMS replaces and expands the capability of the old AUTODIN network as well as the unofficial ad hoc e-mail systems that are being widely used in the field today.  DMS-A consists of a backbone capability and user/client systems. The backbone capability is the Tactical Message System (TMS).  The user/client systems, i.e. the DMS E-mail client software, must be integrated into existing and emerging battlefield automation systems that are connected to the Area Common User System (ACUS).  The TMS will provide a backbone message server capability to interconnect the TOC LANs at each echelon and to act as a gateway to joint deployed forces, legacy messaging systems, allies, and sustaining base. 

Deployability.  Includes those activities required to move a force and its sustainment equipment and supplies to a desired area of operations.

Distribution. The process of delivering information to the User.

Doctrine.  Spells out the principles that guide the current employment of military forces.  Doctrine is authoritative, but requires judgment in application.  Doctrine is never static and is firmly rooted in realities of current capabilities; it looks to the future in anticipation of intellectual and technological developments.  (Combat Developers Course manual, page III-1 & 2)

EAC.  Echelon Above Corps.  Army headquarters and organizations that provide the interface between the theater commander (joint or multinational) and the corps for operational matters

.

Electromagnetic Pulse.  The high energy, short duration pulse, (similar in some respects to a bolt of lightning) generated by a nuclear or non-nuclear detonation.  It can induce a current in any electrical conductor and can temporarily disrupt or overload and damage components of improperly protected or unprotected electronic equipment.  (FM 101-5-1)

EMI.  Electronic Magnetic Interference.  Any electromagnetic disturbance that interrupts, obstructs, or otherwise degrades or limits the effective performance of electronics/electrical equipment. 

Extensible.  A system (e.g., program, file format, programming language, protocol, etc.) is said to be "extensible" when it is designed to easily allow the addition of new features at a later date, e.g. through the use of hooks, an API or plug-ins."

EW.  Electronic Warfare.  Any military action involving the use of electromagnetic and directed energy to control the electromagnetic spectrum or to attack the enemy. 

Enhanced Position Location Reporting System.  EPLRS is an integrated C3 system that provides near real-time data communications, position/location, navigation, identification and reporting information on the battlefield. EPLRS provides a means for data distribution and position/navigation both vertically and horizontally. The system supports the ABCS BAS.  EPLRS is the data communications backbone for C2 messaging on the Army’s Tactical Internet (TI) and is the primary means of secure, real-time data distribution for ADA sensor-to-shooter links and for data exchange ABCS BAS. EPLRS provides high speed, automated data exchange with a high degree of mobility using time division multiple access and frequency-hopping technology.  The system utilizes error correction coding and is capable of supporting multiple communications channel operations. EPLRS has automatic relay capabilities that are transparent to the user.  EPLRS supports the FBCB2 ORD and the CRDs for the TI and ABCS.

Failover.   A function in a network system providing information access redundancy so the loss of a single workstation that is responsible for maintaining the Common Operational Picture will not cause system failure or inaccessibility to critical command and control information.  Should the primary MCS workstation, in a tactical operations center, responsible for controlling the Common Operational Picture fail; the system will automatically transfer this responsibility to another workstation.     

File.   (1) The largest unit of storage structure that consists of a named collection of all occurrences in a database of records of a particular record type.   (2) A set of related records treated as a unit; for example, in stock control, a file could consist of a set of invoices. (T1 2000)

Format.  (1) The arrangement of bits or characters within a group, such as a word, message, or language.   (2) The shape, size, and general makeup of a document. (MIL STD 188) 

Forward Compatibility.  Forward compatibility is a system characteristic the developer plans for and implements in order to achieve what the user wants when he expresses a need for "backward compatibility".  A system is forward compatible if it is designed to be compatible with planned later versions of itself.  Similarly, a system is backward compatible if it is compatible with (e.g. can share data with) earlier versions of itself, or sometimes other earlier systems, particularly systems it intends to supplant.  For example, WordPerfect 6.0 can read WordPerfect 5.1 files, so it is backward compatible. It can be said that Perl is backward compatible with AWK, because Perl was (among other things) intended to replace AWK, and can, with a converter, run AWK programs.  See also, “Extensible”.  (Note:  PERL and AWK are programming languages).

Global Information Grid.  A DoD CIO memorandum dated 22 September 1999, and revised on 12 January 2001 by agreement by the DoD CIO, USD (AT&L) and Joint Staff/J6 defines the GIG as follows:  
The globally interconnected, end-to-end set of information capabilities, associated processes, and personnel for collecting, processing, storing, disseminating and managing information on demand to warfighters, policy makers, and support personnel.  The GIG includes all owned and leased communications and computing systems and services, software (including applications), data, security services, and other associated services necessary to achieve Information Superiority.  It also includes National Security Systems as defined in section 5142 of the Clinger-Cohen Act of 1996.  The GIG supports all DoD, National Security, and related IC missions and functions (strategic, operational, tactical and business) in war and in peace.  The GIG provides capabilities from all operating locations (bases, posts, camps, stations, facilities, mobile platforms, and deployed sites).  The GIG provides interfaces to coalition, allied, and non-DoD users and systems.
The GIG includes any system, equipment, software, or service that meets one or more of the following criteria:

Transmits information to, receives information from, routes information among, or interchanges information among other equipment, software, and services (see paragraph c below with respect to embedded information technology).
Provides retention, organization, visualization, information assurance, or disposition of data, information, and/or knowledge received from or transmitted to other equipment, software, and services.

 Processes data or information for use by other equipment, software, and services.
The embedded information technology within a product is not considered part of the GIG; however, if it provides the functionality described in paragraph b above, it must meet GIG interface criteria.  This is illustrated figure below:

[image: image9.wmf]
Hopset.  A hopset is a list of frequencies the spectrum manager authorizes a particular for use. A list of discrete frequencies or ranges and groups of frequencies specify the hopset.  Hopsets are normally used in conjunction with Frequency Hopping Spread Spectrum (FHSS) technology.
Information.  (1) The meaning that a human assigns to data by means of the known conventions used in their representation. [JP 1-02] (MIL STD 188)   (2) In intelligence usage, unprocessed data of every description, which may be used in the production of intelligence. [JP1].

Information Assurance.   Information operations that protect and defend information and information systems by ensuring their availability, integrity, authentication, confidentiality, and non-repudiation.  This includes providing for the restoration of information systems by incorporating protection, detection, and reaction capabilities (Joint Publication 3-13 Information Operations).

Information Dissemination Management (IDM). A set of integrated applications, processes and services that provide the capability for producers and users to locate, retrieve, and send/receive information by the most effective and efficient means in a manner consistent with a commander’s policy.  The fundamental IDM services, as identified in the IDM CRD, are information awareness, information access, information delivery and IDM support.  Through the four services, IDM provides awareness of, access to, and delivery of information across the GIG based on the priority of information flows set by the commander’s dissemination policy, infrastructure availability, and security policies (joint and combined).  The value of IDM increases as the access to information increases and the hierarchical relationships of information flow control are well established between the commanders within and between AORs.  Additionally, the value of IDM increases as the user’s specific information requirements are articulated, because the information producers can be more proactive and efficient in satisfying these requirements.  IDM dependencies include robustness of the networks/communications transmission pathways, the systems on which IDM will reside, and the standardization of data, databases, and data description (metadata).

Information Exchange Requirements (IER).  The requirement for information to be passed between and among forces, organizations or administrative structures concerning ongoing activities.  Information exchange requirements identify who exchanges what information with whom, as well as why the information is necessary and how that information will be used.  The quality (i.e. frequency, timeliness, security) and quantity (i.e. volume, speed, and type of information such as data, voice, and video) are attributes of the information exchange included in the information exchange requirement.  (CJCSI 6212.01B, 11 May 00)

Information Flow. (1) Any logical transportation of any form of information across a system or network. It may originate in one or more applications, be carried through any one or more network components, and end in any one or more user applications. (2) The smallest metric of traffic that is visible from the standpoint of a network's traffic routing and management capabilities. The actual implementation of an information flow is therefore highly dependent on the network type of the networks it travels across. For example, if the network uses an IP router type of network architecture, a source and destination IP address pair would define an information flow. If the network is based on an ATM network architecture, a virtual channel identifier defines information flow. The essential characteristic of the information flow in either case is that it represents the traffic aggregation that the network will base its resource allocation and traffic routing mechanisms on. All traffic within an information flow should therefore have similar network quality of service (QoS) requirements. 

Information Management.   The creation, use, sharing, and disposition of information as a resource critical to the effective and efficient operation of functional activities.  The structuring of functional processes to produce and control the use of data and information within functional activities, information systems, and computing and communications infrastructure.

Information System.  Any telecommunication or computer-related equipment or interconnected system or subsystems of equipment (hardware, firmware, and software) that is used in the acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, or reception of voice and/or data.

Information Technology (IT). The hardware, firmware, and software used in an information system to perform information processing, transport, presentation, storage and retrieval functions. This definition includes computers, telecommunications, automated information systems, and automatic data processing equipment and also includes any assembly of computer hardware, software, and/or firmware configured to collect, create, communicate, compute, disseminate, process, store, and/or control data or information. (DoD CIO Guidance)

Integration.  The process of bringing (consolidating, combining) all parts or pieces together into a whole; to unify.  Involves the identification, development, and fielding of the right combinations of “capabilities” which cross branch, battle dynamics, Battlefield Operating Systems, mission areas, and DTLOMS domain interests, and the harmonization of Army capabilities with that of sister services and allies.  The integration process is also to ensure that both the non-tactical and the tactical requirements are IAW the Army’s communications architectures to ensure interoperability amongst the systems. (TRADOC Pam 71-9, 5 Nov 99)

Integrity.  A combined data and information system characteristic of logical correctness and reliability of the operating system, logical completeness of the hardware and software implementing the protection mechanisms, consistent data structures, and stored data.

Interface.  A boundary or point common to two or more command and control systems or subsystems, communications systems or equipment, or other entities across which necessary information flow takes place. A joint interface implies that the boundary is shared by two or more Services/Agencies.

Interoperability.  (1) The ability of systems, units, or forces to provide services to and accept services from other systems, units, or forces and to make use the services, units, or forces and to use the services so exchanged to enable them to operate effectively together.  (2) The condition achieved among communications-electronics systems or items of communications-electronics equipment when information or services can be exchanged directly and satisfactorily between them and/or their users.  (3) The ability to operate software and exchange information in a heterogeneous network (i.e., one large network made up of several different local area networks). (4) Systems or programs capable of exchanging information and operating together effectively.  The degree of interoperability should be defined when referring to specific cases. (CJCSI 3170.01A, 10 Aug 99)

Joint Requirements Oversight Council (JROC).  Council responsible to the Vice Chairman of the Joint Chiefs of Staff (VCJCS) for the requirements generation system IAW MOP-77.  JROC includes the Vice-Chairman, Joint Chiefs of Staff and each service’s vice chief.  VCJCS acts as chairman of the council.  The JROC reviews all mission need statements (MNS) for joint potential.  Responsibilities prior to (Milestone 0 –Concept Exploration and Definition) concentrate on validation of the need.  Post MS 0 focus is on performance goals and baseline thresholds.  (TRADOC Pam 71-9, 5 Nov 99)

Joint Variable Message Format.  A bit-oriented joint standard for message-based information exchange. JVMF facilitates communication's efficiency by standardizing message formats, data elements, and information exchange procedures. Through this standardization, joint and combined forces enhance command, control, communications, computers, and intelligence (C4I) interoperability; reduce the time and efforts required for information exchange; and reduce or eliminate dual reporting by units operating with allied units or under the operational control of allies.

Key Performance Parameters (KPPs).  Those capabilities or characteristics considered most essential for successful mission accomplishment.  Failure to meet an ORD KPP threshold can be cause for the concept or system selection to be reevaluated or the program to be reassessed or terminated.  Failure to meet a Capstone Requirements Document (CRD) KPP threshold can be cause for the family-of-systems or system-of-systems concept to be reassessed or the contributions of the individual systems to be reassessed.  KPPs are validated by the Joint Requirements Oversight Council.  ORD KPPs are included in the APB. (CJCSI 3170.01A, 10 Aug 99)

Latency. The length of the time interval between an event or stimulus and a response. In the context of IT, latency refers to the amount of time it takes from the initiation of a control to the response of a control; or from an information query to the return of information.

LDAP. The Lightweight Directory Access Protocol is a protocol for accessing online directory services.

LDIF.  The Lightweight Directory Access Protocol (LDAP) Data Interchange Format (LDIF) is a file format suitable for describing directory information or modifications made to directory information.  It is typically used to import and export directory information between LDAP-based directory servers, or to describe a set of changes, which are to be applied to a directory.

LSD.  The Large Scale Display is a primary component of the digitized CIC.  It is an information display that supports collaborative staff functions (generally referred to as Large Scale Display (LSD)).  The display, along with its associated video switch/controller, allows the commander and staff to simultaneously view the Common Operational Picture (COP), employ collaborative tools, and directly monitor various feeds from sensors or news services to gain situational awareness/understanding. 

Mobility.  A quality or capability of military forces that permits them to move from place to place while retaining the ability to fulfill their primary mission.

Near Real Time.  Pertaining to the timeliness of data or information that has been delayed by the time required for electronic communication and automatic data processing. This implies that there are no significant delays. See also real time. (JP 1-02, NATO) 

Near Real Time.  Pertaining to the delay introduced, by automated data processing, between the occurrence of an event and the use of the processed data, e.g., for display or feedback and control purposes. Note 1: For example, a near-real-time display depicts an event or situation, as it existed at the current time less the processing time. Note 2: The distinction between near real time and real time is somewhat nebulous and must be defined for the situation at hand. Contrast with real time.   (2) Pertaining to the timeliness of data or information that has been delayed by the time required for electronic communication and automatic data processing.  This implies that there are no significant delays. (JP1) 

Network.  (1) An interconnection of three or more communicating entities.  (2) An interconnection of usually passive electronic components that performs a specific function (which is usually limited in scope), e.g., to simulate a transmission line or to perform a mathematical function such as integration or differentiation. Note: A network may be part of a larger circuit.  (MIL STD 188)

Objective.  An operationally significant increment above the threshold.  An objective value may be the same as the threshold when an operationally significant increment above the threshold is not significant or useful. (CJCSI 6212.01B, 11 May 99)

Operational Architecture (OA).  OA products will be used and verified to ensure that the Warfighter’s needs are met through the fielding of ABCS elements.  The focus of the verification is to ensure that the Warfighter functions, information requirements and performance Parameters are met.  The incorporation of the OA products will be reflected in updates to all ABCS MNS and ORDs.

Operational Requirement Document (ORD).  A formatted statement-containing performance and related operational parameters for the proposed concept or system.  Prepared by the user or user’s representative at each milestone beginning with Milestone I. (CJCSI 3170.01A, 10 Aug 99)

Operational Requirements.  A system capability or characteristic required accomplishing approved mission needs.  Operational (including supportability) requirements are typically performance Parameters, but they may also be derived from cost and schedule.  For each Parameter, an objective and threshold value must be established. (CJCSI 3170.01A, 10 Aug 99)

Planning Information.  Planning information is used as a basis for determining future action and is generally not time sensitive. (JFCOM White Paper - C4 to Meet the Needs of 2010 and Beyond)

Prioritize. To establish a ranking system by precedence, usually to enable sharing of limited resources.

Producer. Information producers originate and supply information products in response to valid user/subscriber requirements.

Query. (1) A user request for additional or amplifying information regarding information received through some means. (2) In data communications, the process by which a master station (or mainframe or boss computer) asks a slave station to identify itself and tell its status (i.e., is it busy, alive, OK, waiting, etc.). (3) A data structure consisting of one or more search criteria and, associated with each search criteria, a set of actions. Search criteria are Boolean functions whose terms consist of metadata attributes (e.g., data of last modification, size), operators on those attributes (e.g., size <12000), or evaluation functions that operate on a data instance (e.g., key word found{China}). The set of actions associated with each search criteria indicates what the user wished to occur whenever the criteria evaluates to TRUE (e.g., retrieve the data instance, provide the user with a pointer to the data instance, provide the user with the metadata associated with the data instance, etc.).

Real Time (RT).  Pertaining to the timeliness of data or information that has been delayed only by the time required for electronic communication. This implies that there are no noticeable delays. See also near real time. (JP 1-02, NATO)

Search.  To carefully and/or thoroughly peruse a domain for the purpose of finding or discovering something. 

Security. Measures and controls that ensure confidentiality, integrity, availability, and accountability of information processed and stored by a computer or information system.

Server.  A network device that provides service to the network users by managing shared resources. Note 1: The term is often used in the context of a client-server architecture for a local area network (LAN). Note 2: Examples are a printer server and a file server (T1 2000). An information system component that provides client applications with access to a shared capability that the client does not directly support. It does so by responding to service requests from the client (it may also support service requests from other peer servers as well). A server may interact with other servers or functional entities as a result of a service request (e.g., a WWW proxy server redirects a browser's request to another server). (NOTE: A server is not to be confused with a computer that hosts functional entities implementing the server class.) The term “server” refers solely to a function. Thus, there may be multiple computers implemented on a single server (i.e., CPU). 

SIGINT.  Signals Intelligence.  A category of intelligence comprising either individually or in combination all communications intelligence, electronics intelligence, and foreign instrumentation signals intelligence, however transmitted. 2. Intelligence derived from communications, electronics, and foreign instrumentation signals 

Single Channel Ground and Airborne Radio System (SINCGARS).  SINCGARS is a family of VHF-FM combat net radios providing the primary means of C2 for the warfighter.  A common Receiver Transmitter (RT) is used for manpack and vehicular configurations. Airborne applications have two different radio transmitters that provide for instrument panel or radio compartment installation and a third for aircraft with MIL-STD 1553 bus. SINCGARS radios have capabilities to transmit and receive secure voice and data transmissions that are consistent with NATO interoperability requirements. SINCGARS replaces the AN/PRC-77 manpack radio and the AN/VRC-12 Series family.

Situational Awareness (SA).  Knowledge of one’s location; the location of friendly and hostile forces; and of external factors, such as terrain, weather, etc., that may affect one’s capability to perform a mission.  (Army Digitization Master Plan 1 Mar 99)  Commanders, staffs, units, and soldiers/weapon platforms at all echelons require the means to optimally utilize all battle command information available that affects their area of operations.  SA is a state of understanding gained through decisions made from knowledge supplied by a graphical common picture of the battlefield consisting as a minimum of the; enemy situation (location, resources, status, and possible actions), friendly situation (location, resources, and status), and the logistics situation (location and status).

Situational Understanding.  Situational understanding is the product of applying analysis and judgment to the common operational picture to determine the relationships among the factors of METT-TC.  It enhances decision making by identifying opportunities, threats to the force or mission accomplishment, and information gaps. It helps commanders identify enemy options and likely future actions, the probable consequences of proposed friendly actions, and the effects of the environment on both. Situational understanding based on a COP fosters initiative in subordinate commanders by reducing, although not eliminating, uncertainty (US Army Field Manual 3-0, Operations).  The process of achieving a clear understanding of the force’s current state with relation to the enemy and environment based on the common operational picture (See US Army Field Manual 6-0, Command and Control).

Source.  (1) Organization or other entity that produces information products and, possibly, their metadata. (2) The part of a telecommunication system that transmits information.  (See information producer.)

Spoofing.  Any technique by which sensitive information or commands may be substituted or stopped without the knowledge of the personnel involved.

Storage.  The retention of data in any form, usually for the purpose of orderly retrieval and documentation. (JP 1-02)

Store. Provide space for and/or maintain custody of an item for purpose of its preservation and/or to enable its future use or orderly disposal.

Survival Information.  Survival information requires immediate action such as to attack the enemy, avoid being attacked, and/or to prevent fratricide. It is, therefore, extremely time sensitive. (JFCOM White Paper - C4 to Meet the Needs of 2010 and Beyond)

System. The set of interrelated components consisting of mission, environment, and architecture as a whole that performs some coherent function or set of functions.

Systems Architecture (SA).  SA is the physical layout, depicted graphically, showing the relationship of the information exchange and connectivity requirements.  The SA identifies components, capabilities, and establishes interconnections among command, control, communication, and computer (C4) systems.  The SA can be developed for an individual system or at higher levels to depict the integration of numerous systems into a “system of systems” architecture. (TRADOC Pam 71-9, 5 Nov 99)

Tactical Internet (TI).  TI is a brigade and below integration of tactical radios, computers, routers, and supporting communications equipment providing voice, video, and data transport at secret/high level.  Components of the TI are mounted on C2, weapons, Combat Support (CS), and Combat Service Support (CSS) platforms. The components can also be deployed separately to support tactical operations centers and dismounted soldiers. The TI is connected to the Area Common User System, thus becoming an intra-network of communications.  The functionality of the TI is dependent on the components of the network being used (i.e. speeds of service, message delivery/competition rates, unit task reorganization, etc.)

TOC.  Tactical Operations Center.  A physical grouping of those elements of an Army general and special staff concerned with the current tactical operations and the tactical support thereof.  When used in conjunction with the Army Force XXI program, the term “TOC” refers to the digitized, integrated facilities from which commanders and staffs, at battalion and above, plan, conduct and sustain Army operations.

Technical Architecture (TA).  TA is comparable to a building code, not telling you what to build (OA) or how to build it (SA), but rather delineating the standards to which to build to and to pass inspection.  The TA identifies a framework of standards and includes top-level system specifications and architectural diagrams for technical interface specifications. (TRADOC Pam 71-9)

Threshold.  A minimum acceptable operational value below which the utility of the system becomes questionable.  (CJCSI 6212.01B, 8 May 00)

TOC Server.  Part of the hardware architecture concept identified in the Maneuver Control System Operational Requirements Document designed to support the maneuver commander’s control over battle command and Common Picture management, and to support the TOC Centric approach.

User. (1) Recipient of information products enabled by IDM services, governed by the recipient's profile and commander's policy. (2) A user is the ultimate consumer of all Data. (3) A user is a human (identified through a login process) authorized to use a system. Each human will map to one user, and each user map to one human. A user is unique across the system (IDM). 

US Message Text Format.  A character based joint standard for message-based information exchange. USMTF facilitates communication's efficiency by standardizing message formats, data elements, and information exchange procedures. Through this standardization, joint and combined forces enhance command, control, communications, computers, and intelligence (C4I) interoperability; reduce the time and efforts required for information exchange; and reduce or eliminate dual reporting by units operating with allied units or under the operational control of allies.

Vision.  Is a rudimentary abstract description of desired end state.  Vision statements will generally precede the actual development of a concept document.  Vision statements are written for the purpose of introducing a new idea to the TRADOC community or to invite constructive criticism.  

Warfighter Information Network-Tactical (WIN-T).  WIN-T is the Army’s (and potentially the Joint force commander’s) tactical deployed communications network from theater to battalion level.  WIN-T is comprised of network infrastructure (integrated switching, routing, and transmission systems), network management, network services, Information Assurance (IA), and user interfaces that provide voice, video, and data services throughout the battlespace.  WIN-T replaces all Army legacy TRI-TAC and MSE switch, transmission, Radio Access Unit, and Mobile Subscriber Radio Terminal assemblages, as well as transporting Top Secret/Sensitive Compartmented Information (TS/SCI) information previously supported by TROJAN SPIRIT, with modernized, state-of-the-art equipment. 
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Provide information to visually depict Air Defense overlay information in the common picture

Provide information to visually depict Combat Service Support (CSS) overlay information in the common picture

Provide CSS staff estimates including current and projected combat power and sustainment capabilities

Provide Tactical Situational Awareness (Friendly (1 up & 2 down), Neutral, Suspect, Hostile) to Platform Level 

Provide Army Friendly unit locations to the Joint COP

Provide relevant data from the Joint COP to Army tactical commanders 

Provide access to GCCS deployment and strategic OPLANS

Provide management and exchange of the Common Picture

Provide the data necessary to display the current operational battlefield geometry

Provide current locations, identities and asset information of friendly maneuver units

Provide Military Police (MP) overlay information and MP Unit locations, identities and asset information

Provide Engineer overlay information and Engineer unit locations, identities and asset information

Receive requests for use of airspace and deconflict them in geographical area, time and space

Accept automated sensor or position/location data to provide a near real time air picture

Receive, parse and display the Airspace Control Order to deconflict airspace in geographic area, time and space

AFATDS FIRE SUPPORT

OPERATIONAL ELEMENTS

INTELLIGENCE                                       

and                                             

ELECTRONIC 

WARFARE

ASAS

IMETS

CSSCS CSSCS

Provide Military Intelligence (MI) overlay information and MI and Electronic Warfare unit locations, identities and asset 

information including visual depiction of sensor coverage

Provide enemy information including staff estimates, the enemy situational template, high value target list, battle damage 

assessment tracking, and force ratio worksheets

Provide Signal overlay information and Signal unit locations, identities and asset information including the status of 

ATCCS devices and networks

Provide visual Civil-Military Operations information including Serious Incidents, Civilian Population and Transportation, 

Host Nation Facilities, Government Facilities and Assets and Civil Affairs.   

Provide information to visually depict Army Airspace Command and Control (A2C2) overlay information in the common 

picture 

Provide Air Defense unit locations, identities and asset information including visual depiction of the weapons coverage 

areas, sensor coverage areas and reported locations, identities and capabilities of enemy air defense units as well as 

enemy air avenue

Provide Air Defense staff estimates including recommended priority of defended assets in terms of criticality, vulnerability 

and survivability

Provide the information to visually depict the weather information including wind speed and direction, cloud ceiling height 

and density, aviation visibility, temperature predictions, relative humidity, barometric pressure and precipitation

Provide FS unit and asset locations, identities and asset information including visual depiction of the weapons coverage 

areas (with capability to display the ranges of various ammunition types), sensor coverage areas and reported locations, 

chemical munitions storage and release data, nuclear targets, and naval gunfire data

Provide information to visually depict Fire Support (FS) overlay information including all Fire Support Coordination 

Measures in the common picture

Provide FS staff estimates including recommended priority of fires, attack guidance matrix, high payoff target list and the 

fire support execution matrix

Provide CSS unit locations, identities and asset information including visual depiction of the status of key logistical 

information (e.g. on hand quantities of supplies, maintenance situation reports, current mission and movement 

information)

Provide the information to visually depict the Current and Projected Enemy Situation (ENSIT) in the Common Picture

Provide displays of the following staff products: Synchronization matrix, Priority Information Requirements, Task 

Organization, OPLANs & OPORDs, Specified, Implied and Essential Task Lists and Decision Support Template

Provide Nuclear, Biological and Chemical (NBC) overlay information and NBC unit locations, identities and asset 

information

DTSS

FBCB2

MCS

TAIS

AMDPCS AIR DEFENSE

MANEUVER

Provide the information to visually depict the terrain analysis including key terrain features, enemy unit movement over 

designated time periods, known obstacles, command posts using DTSS, and relief using color-coded elevation bands

Provide Command and Control information (spot reports, position location, combat status reports, resource reporting) to 

Platform Level

Provide the planning, management and monitoring capability for the Tactical Internet and Tactical Operations Center 

Local Area Networks

ISYSCON

GCCS-A
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	Block IV*

	1
	2
	3
	4
	5
	6
	7
	8
	9
	10

	Rationale/UJTL Number
	Event / Action
	Information Characterization
	Sending Node
	Receiving Node
	Critical
	Format
	Time-

liness**
	Security

Class
	Remarks

	TA 2.0

(Intelligence)

ART 1.0 (Intelligence)
	Exchange Basic 

Weather Information
	Message

Data Weather 
	MCS/

TCO
	TCO/MCS
	Y
	Digitized data, graphics

& imagery
	CAT 3
	S
	FMs 34-130, JP 2-0, 2-01, 

3-07.1, 3-09,JP 2-0, 3-07.1, 3.07-4, 3-09, 3-10, 3-55

	TA 1.0 

(Maneuver)

ART 2.0

(Maneuver)
	NCA/COCOM/HHQ directive, analysis of situation; receipt of orders
	Planning Situational Awareness

Reports

Reconnaissance Data
	MCS/

TCO
	TCO/MCS
	N
	Digitized data, graphics & imagery
	CAT 1-4
	S
	FMs 1-100, 1-112, 5-100, 5-101, 5-102, 

5-250, 17-95-10, 19-4, 20-32, 31-20, 71-1, 71-2, 71-3, 71-37, 71-100, 90-13-1, 90-7, 100-1, 100-5, 100-15, 100-17, 100-17-4, 100-17-5, 100-20, 100-25, 100-40,  JP 3-0, 3-01.1, 3-02.2, 3-03, 3-09, 3-50.21,JP 3-05, 3-05.3, 3-07.1, 3-15, 5-0, CJCSI 3202.01, CJCSM 3122.03

	TA3.0

(Employ Firepower) ART 3.0 

(Fire Support)
	IPB process, wargaming, targeting effort, CDR's guidance; direct or indirect

observation of enemy activity; hostile enemy

action in a defined AO 
	Targeting Situational Awareness Reports
	MCS/

TCO
	TCO/MCS
	N
	Digitized data, graphics & imagery
	CAT 2-3
	S
	FMs 1-108, 6-20, 6-20-10, 6-30, 31-20,

33-1, 34-1, 71-100, 100-5, 100-6, 100-15, 100-25, 100-40, JP 3-01.5, 3-03, 3-09, 

3-09.3, 3-10.1,JP 1, 3-0

	TA 6.0

(Protect the Force)

ART 4.0 (Air Defense)
	Air defense

action; target

identified and

approved; combat operations imminent/ ongoing; CCIR/PIR/EEFI established.
	Targeting

Planning

Situational Awareness Reports
	MCS/

TCO
	TCO/MCS
	N
	Digitized data, graphics & imagery
	CAT 1-4
	S
	ARs 75-14, 75-15, 380-5, DOD Directive 3025.13, FMs 1-111, 3-100, 7-10, 9-15, 

19-10, 21-16, 31-20, 33-1, 33-1-1, 34-1, 34-40, 44-100, 63-20, 71-1, 71-2, 71-3, 

7-20, 7-30, 71-100, 100-5, 100-6, 100-12, 100-15, 100-19, 100-20, 100-25, 100-40, JP 2-01, 3-0, 3-03, 3-07.1, 3-07.2, 3-09, 

3-10.1, 3-11, 3-17, JP 3-01.5, 3-02, 3-07.2, 3-07.5, 3-10.1, 3,61

	TA 1.0 (Deploy/Conduct Maneuver)

TA 6

(Protect the Force)

ART 5.0 (Mobility/Counter-mobility/Survivability)


	Analysis of situation. Receipt of orders.
	Situational Awareness

Planning Reports
	MCS/ TCO
	MCS/TCO
	N
	Digitized data, graphics & imagery
	CAT 1-4
	S
	FM 100-40, 71-100, 71-3, 7-30, 71-2, 7-20, 71-1, 7-10, 5-100, 5-101, 31-20, 100-25, 90-13-1, FM 3-34, 3-34.2, 3-40, 3-70, 3-71, 3-91.3, 3-21.30, 3-91.2, 3-21.20, 3-91.1, 

3-21.10, 3-05, 3-05.9, JP 2-0, 2-01, 3-07.1, 3-09,JP 2-0, 3-07.1, 3.07-4, 3-09, 3-10, 

3-55, JP 2-01, 3-0, 3-03, 3-07.1, 3-07.2, 

3-09, 3-10.1, 3-11, 3-17, JP 3-01.5, 3-02, 3-07.2, 3-07.5, 3-10.1, 3,61

	TA 4.0

(Perform Logistics & Combat Service Support)

ART 6.0

(Combat Service Support)
	Requisition ;

deployment/redeployment; retrograde, evasion, recovery, or special operations, identification of

inoperative/damaged/salvageable equipment; unit

movement; order/directive/

record/inventory/personnel status report; medical alert/status report
	Situational Awareness

Planning

Force Protection
	MCS/

TCO

(MCS receives its CSS/LOG info from CSSCS which interfaces with  GCCS-A which interfaces with GCSS)
	TCO/MCS
	N
	Digitized data, graphics & imagery
	CAT 1-4
	S
	ARs 27-1, 27-3, 27-10, 27-20 and 165-1, FM 27-100 FMs 1-108, 1-100, 1-111, 

1-112, 1-113, 1-114, 5-100, 5-104, 5-424, 5-488, 7-10, 7-20, 7-30, 7-85, 8-series, 

8-10, 8-10-1, 8-10-14, 8-10-15, 8-10-18, 

8-10-19, 8-10-24, 8-10-25, 8-10-26, 8-10-6, 8-10-9, 8-51, 9-6, 9-43-1, 10-1, 10-15, 

10-23, 10-27, 10-27-1, 10-27-2, 10-27-4, 10-52, 10-52-1, 10-64, 10-67, 10-450-3, 10-500-1, 12-6, 14-100, 16-1, 17-95, 

17-95-10, 19-1, 19-10, 19-40, 22-100, 

22-51, 24-1, 27-1, 27-10, 27-100, 31-20, 41-10, 42-414, 46-1, 55-1, 55-10, 55-20, 55-30, 55-50, 55-60, 63-series, 63-2, 63-3, 63-4, 71-1, 71-100, 71-2, 71-3, 90-5, 100-1, 100-5, 100-6, 100-7, 100-8, 100-10, 

100-10, 100-10-2, 100-10-2, 100-15, 

100-16, 100-20, 100-25, 100-40, 

DFAS Reg, UCMJ-Ar 26, UCMJ-Art 27, MFCM, Part II, RFCM, Rule 502, 10 USC, sec 1044, JP 1-05, 3-01.1, 3-07.1, 3-08v1, 3-09, 4-0, 4-01

	TA 5.0

(Exercise Command and Control)

ART 7.0

(Command and Control)
	Receive and disseminate orders,

Maintain Situational Awareness, Threat Warning
	Exchange the following message:

Free Text; SPOT, SALUTE & Engagement; Position Report; NBC1; Threat Warning; Field Order; Overlay

 
	MCS/

TCO
	TCO/MCS
	Y
	Digitized data, graphics & imagery
	CAT 1-4
	S
	AR 27-1, FMs 1-111, 1-112, 6-20, 6-20-10, 71-2, 71-3, 7-10, 7-20, 7-30, 17-95, 

17-95-10, 22-9, 25-100, 22-100, 27-100, 31-20, 71-1, 71-100, 100-14, 100-15, 

100-20, 100-25, 100-34, 100-34-1, 100-40, 100-5, 100-6, 101-5, 101-5-1, 

CJCSI 5810.01, DA PAM 385-1, DOD Directive 5100.77, JP 2-0, Small Unit Safety Officer/NCO Guide, JP 3-0, 3-01.1, 3-03, 3-09, 4-01.1,5-00.2, CJCSM 6120.05,  JP 0-2, 3-05, 3-08v2, 3-09.3, 3-10.1,  4-1.3, 6-0

	TA 5.1 (Acquire and Communicate Information and Maintain Status reporting.)

ART 7.2 (Manage Tactical Information)

ART 7.3 (Asses Tactical Situation and Operations)
	Situational Awareness, FFIR
	Position Reports
	MCS/

TCO
	TCO/MCS
	Y
	Digitized data, graphics & imagery
	CAT 1
	S
	AR 27-1, FMs 1-111, 1-112, 6-20, 6-20-10, 71-2, 71-3, 7-10, 7-20, 7-30, 17-95, 

17-95-10, 22-9, 25-100, 22-100, 27-100, 31-20, 71-1, 71-100, 100-14, 100-15, 

100-20, 100-25, 100-34, 100-34-1, 100-40, 100-5, 100-6, 101-5, 101-5-1, 

CJCSI 5810.01, DA PAM 385-1, DOD Directive 5100.77, JP 2-0, Small Unit Safety Officer/NCO Guide, JP 3-0, 3-01.1, 3-03, 3-09, 4-01.1,5-00.2, CJCSM 6120.05,  JP 0-2, 3-05, 3-08v2, 3-09.3, 3-10.1,  4-1.3, 6-0, CID CRD

	OP 5.1.11 (Provide Positive Identification of Friendly Forces Within the Joint Operations Area.
	Situational Awareness, FFIR
	Position Reports
	MCS/

TCO
	TCO/MCS
	Y
	Digitized data, graphics & imagery
	CAT 1
	S
	JP 3-01, 3-03, 3-09, 3-10.1, 3-52, 3-56.1, 3-01.1, 3-07.3, 3-54, CJCSM 3500.05, CID CRD

	OP 2.2.5 (Collect Target Information)
	Situational Awareness, FFIR
	Position Reports
	MCS/

TCO
	TCO/MCS
	Y
	Digitized data, graphics & imagery
	CAT 1
	S
	JP 3-01.5, 3-02, 3-09, 3-09.3, 3-10.1, 3-0, 3-0.4, 3-05, CJCSM 3122.03, CJCSM 3500.05, CID CRD.


	Block V*

	1
	2
	3
	4
	5
	6
	7
	8
	9
	10

	Rationale/UJTL Number
	Event / Action
	Information Characterization
	Sending Node
	Receiving Node
	Critical
	Format
	Time-

liness**
	Security

Class
	Remarks

	TA 2.0

(Intelligence)

ART 1.0 (Intelligence)
	Receipt of planning data,

information, intelligence, situation analysis, MDMP/IPB analysis/actions.
	-Unit Reference Query/Response

-SPOT/Salute Rpt

-Weather Reports & Forecasts

-Enemy Position Reports

-Intelligence Rpts

-Intelligence Summary

-Stop Jamming

-Reconnaissance Reports
	MCS/

TCO
	TCO/MCS
	Y
	Digitized data, graphics

& imagery
	CAT 3
	S
	FMs 1-111, 1-114, 5-105, 5-170, 17-95, 

19-1, 31-20, 33-1, 34-1, 34-2, 34-2-1, 34-3, 34-81, 34-130, 41-10, 71-100, 100-15, 100-18, 100-25, 100-55, JP 2-0, 2-01, 3-07.1, 3-09,JP 2-0, 3-07.1, 3.07-4, 3-09, 3-10, 3-55

	
	
	-MIJI Reports

-Sensor Reports

-Request & Response for Information

-EW Employment

-EW Frequency Deconfliction

-EW Mission Summary

-Enemy Activity/Weapons

-Multiple Assets Effectiveness

-Enemy Interoperability
	
	
	N
	
	
	
	

	
	
	Data Weather
	MCS/TBMCS, GCCS-M, GCCS******
	TBMCS & GCCS-M, GCCS***/ MCS
	Y
	
	
	
	

	TA 1.0 

(Maneuver)

ART 2.0

(Maneuver)
	NCA/COCOM/HHQ directive, analysis of situation; receipt of orders
	-Orders

-Plans

-Overlays/ Battlefield Geometry

-Situation Report

-SALUTE Reports

-Air Battle Reports

-Fire Support Coordination Measures

-SPOT Reports

-Obstacle Reports

-Bridge Reports

-Position Reports

-Minefield Reports

-MOPP

-Synchronization Matrices 

-Reconnaissance Data
	MCS/

TCO
	TCO/MCS
	Y


	Digitized data, graphics & imagery
	CAT 1-4
	S
	FMs 1-100, 1-112, 5-100, 5-101, 5-102, 

5-250, 17-95-10, 19-4, 20-32, 31-20, 71-1, 71-2, 71-3, 71-37, 71-100, 90-13-1, 90-7, 100-1, 100-5, 100-15, 100-17, 100-17-4, 100-17-5, 100-20, 100-25, 100-40,  JP 3-0, 3-01.1, 3-02.2, 3-03, 3-09, 3-50.21,JP 3-05, 3-05.3, 3-07.1, 3-15, 5-0, CJCSI 3202.01, CJCSM 3122.03

	
	
	-Sortie allotment

-Air Tasking Order

-Airlift Requests

-Airlift Schedule

-Airspace Control Means Request

-Special Operations Report

-Engineer Support Request 

-REDCON
	
	
	N
	
	
	
	

	
	
	-Planning -Situational Awareness

Reports

-Reconnaissance Data
	MCS/TBMCS, GCCS-M
	TBMCS & GCCS-M, / MCS
	Y
	
	
	
	

	TA3.0

(Employ Firepower) ART 3.0 

(Fire Support)
	IPB process, wargaming, targeting effort, CDR's guidance; direct or indirect

observation of enemy activity; hostile enemy

action in a defined AO
	-Sortie Allotment

-Artillery Target List

-Air Battle Report

-Check Fire

-Fire Support Coordination Measures

-Targeting Reports
	MCS/

TCO
	TCO/MCS
	Y
	Digitized data, graphics & imagery
	CAT 2-3
	S
	FMs 1-108, 6-20, 6-20-10, 6-30, 31-20,

33-1, 34-1, 71-100, 100-5, 100-6, 100-15, 100-25, 100-40, JP 3-01.5, 3-03, 3-09, 3-09.3, 3-10.1,JP 1, 3-0

	
	
	-Artillery Target Intelligence Rpt

-AFU-Ammunition Supply Rate

-EW Employment

-Call For Fire
	
	
	N
	
	
	
	

	
	
	-Situational Awareness Reports
	MCS/TBMCS, GCCS-M, 
	TBMCS & GCCS-M, / MCS
	Y
	
	
	
	

	TA 6.0

(Protect the Force)

ART 4.0

(Air Defense)
	Air defense

action; target

identified and

approved; combat operations imminent/ ongoing; CCIR/PIR/EEFI established.
	-Air Strike Warning

-Airspace Control Measures

-Threat Warning

- Air Defense Controls & Warnings
	MCS/

TCO
	TCO/MCS
	Y
	Digitized data, graphics & imagery
	CAT 1-4
	S
	ARs 75-14, 75-15, 380-5, DOD Directive 3025.13, FMs 1-111, 3-100, 7-10, 9-15, 19-10, 21-16, 31-20, 33-1, 33-1-1, 34-1, 34-40, 44-100, 63-20, 71-1, 71-2, 71-3, 7-20, 7-30, 71-100, 100-5, 100-6, 100-12, 100-15, 100-19, 100-20, 100-25, 100-40, JP 2-01, 3-0, 3-03, 3-07.1, 3-07.2, 3-09, 3-10.1, 3-11, 3-17, JP 3-01.5, 3-02, 3-07.2, 3-07.5, 3-10.1, 3,61

	
	
	-Situational Awareness

Planning Reports
	MCS/TBMCS, GCCS-M
	TBMCS & GCCS-M/ MCS
	Y
	
	
	
	

	TA 1.0 (Deploy/Conduct Maneuver)
TA 6

(Protect the Force)

ART 5.0 (Mobility/Counter-mobility/Survivability)

	Analysis of situation. Receipt of orders.
	-NBC Reports

-Chemical & Nuclear Strike Warnings

-EDM/CDM

-Engineer Support Requests

-Obstacle Reports

-Bridge reports

-REDCON

-Minefield Reports

-Situational Awareness

- Route Reports
	MCS/ TCO
	MCS/TCO
	Y
	Digitized data, graphics & imagery
	CAT 1-4
	S
	FM 100-40, 71-100, 71-3, 7-30, 71-2, 7-20, 71-1, 7-10, 5-100, 5-101, 31-20, 100-25, 90-13-1, FM 3-34, 3-34.2, 3-40, 3-70, 3-71, 3-91.3, 3-21.30, 3-91.2, 3-21.20, 3-91.1, 3-21.10, 3-05, 3-05.9, JP 2-0, 2-01, 3-07.1, 3-09,JP 2-0, 3-07.1, 3.07-4, 3-09, 3-10, 3-55, JP 2-01, 3-0, 3-03, 3-07.1, 3-07.2, 3-09, 3-10.1, 3-11, 3-17, JP 3-01.5, 3-02, 3-07.2, 3-07.5, 3-10.1, 3,61

	
	
	-Movement Orders
	
	
	N
	
	
	
	

	
	
	Situational Awareness


	MCS/TBMCS, GCCS-M
	TBMCS & GCCS-M/ MCS
	Y
	
	
	
	

	TA 4.0

(Perform Logistics & Combat Service Support)

ART 6.0

(Combat Service Support)
	Requisition ;

deployment/redeployment; retrograde, evasion, recovery, or special operations, identification of

inoperative/damaged/salvageable equipment; unit movement; order/directive/

record/inventory/personnel status report; medical alert/status report
	-Movement Orders

-Admin/Log Orders

Overlays/ Battlefield geometry

-Airlift Mission Schedule

-Air Evacuation requests

-Ammunition/ Controlled Supply Rate

-Personnel Status Reports

-Resource Status

-Supple Constraints

-MEDEVAC

-LOG SITREP

-Supply Point Status

-Situational Awareness
	MCS/

TCO

(MCS receives its CSS/LOG info from CSSCS which interfaces with  GCCS-A which interface with GCSS)
	TCO/MCS
	Y
	Digitized data, graphics & imagery
	CAT 1-4
	S
	ARs 27-1, 27-3, 27-10, 27-20 and 165-1, FM 27-100 FMs 1-108, 1-100, 1-111, 

1-112, 1-113, 1-114, 5-100, 5-104, 5-424, 5-488, 7-10, 7-20, 7-30, 7-85, 8-series, 8-10, 8-10-1, 8-10-14, 8-10-15, 8-10-18, 8-10-19, 8-10-24, 8-10-25, 8-10-26, 8-10-6, 8-10-9, 8-51, 9-6, 9-43-1, 10-1, 10-15, 10-23, 10-27, 10-27-1, 10-27-2, 10-27-4, 10-52, 10-52-1, 10-64, 10-67, 10-450-3, 10-500-1, 12-6, 14-100, 16-1, 17-95, 17-95-10, 19-1, 19-10, 19-40, 22-100, 22-51, 24-1, 27-1, 27-10, 27-100, 31-20, 41-10, 42-414, 46-1, 55-1, 55-10, 55-20, 55-30, 55-50, 55-60, 63-series, 63-2, 63-3, 63-4, 71-1, 71-100, 71-2, 71-3, 90-5, 100-1, 100-5, 100-6, 100-7, 100-8, 100-10, 

100-10, 100-10-2, 100-10-2, 100-15, 

100-16, 100-20, 100-25, 100-40, 

DFAS Reg, UCMJ-Ar 26, UCMJ-Art 27, MFCM, Part II, RFCM, Rule 502, 10 USC, sec 1044, JP 1-05, 3-01.1, 3-07.1, 3-08v1, 3-09, 4-0, 4-01

	
	
	-SPOT/SALUTE Reports

-Airlift Requests

-General Admin messages

-Synchronization Matrices
	
	
	N
	
	
	
	

	
	
	Situational Awareness

Planning

Force Protection

-Network/ Communication Status
	MCS/TBMCS, GCCS-M
	TBMCS & GCCS-M/ MCS
	
	
	
	
	

	TA 5.0

(Exercise Command and Control)

ART 7.0

(Command and Control)
	Receive and disseminate orders,

Maintain Situational Awareness, Threat Warning
	-Orders

-Plans

-Free Text

-SPOT, SALT & Engagement

-Position Report

-Overlay/ Battlefield Geometry

-Synchronization Matrices

-Planning templates/matrices 
	MCS/

TCO
	TCO/MCS
	Y
	Digitized data, graphics & imagery
	CAT 1-4
	S
	AR 27-1, FMs 1-111, 1-112, 6-20, 6-20-10, 71-2, 71-3, 7-10, 7-20, 7-30, 17-95, 17-95-10, 22-9, 25-100, 22-100, 27-100, 31-20, 71-1, 71-100, 100-14, 100-15, 100-20, 100-25, 100-34, 100-34-1, 100-40, 100-5, 100-6, 101-5, 101-5-1, CJCSI 5810.01, DA PAM 385-1, DOD Directive 5100.77, JP 2-0, Small Unit Safety Officer/NCO Guide, JP 3-0, 3-01.1, 3-03, 3-09, 4-01.1,5-00.2, CJCSM 6120.05,  JP 0-2, 3-05, 3-08v2, 3-09.3, 3-10.1,  4-1.3, 6-0

	
	
	Free Text; SPOT, SALT & Engagement; Position Report; NBC1; Threat Warning; Field Order; Overlay
	MCS/TBMCS, GCCS-M, 
	TBMCS & GCCS-M/ MCS
	Y
	
	
	
	

	TA 5.1 (Acquire and Communicate Information and Maintain Status reporting.)

ART 7.2 (Manage Tactical Information)

ART 7.3 (Asses Tactical Situation and Operations)
	Situational Awareness, FFIR
	Position Reports
	MCS/TBMCS, GCCS-M, 
	TBMCS & GCCS-M/ MCS
	Y
	Digitized data, graphics & imagery
	CAT 1
	S
	AR 27-1, FMs 1-111, 1-112, 6-20, 6-20-10, 71-2, 71-3, 7-10, 7-20, 7-30, 17-95, 

17-95-10, 22-9, 25-100, 22-100, 27-100, 31-20, 71-1, 71-100, 100-14, 100-15, 

100-20, 100-25, 100-34, 100-34-1, 100-40, 100-5, 100-6, 101-5, 101-5-1, 

CJCSI 5810.01, DA PAM 385-1, DOD Directive 5100.77, JP 2-0, Small Unit Safety Officer/NCO Guide, JP 3-0, 3-01.1, 3-03, 3-09, 4-01.1,5-00.2, CJCSM 6120.05,  JP 0-2, 3-05, 3-08v2, 3-09.3, 3-10.1,  4-1.3, 6-0, CID CRD

	OP 5.1.11 (Provide Positive Identification of Friendly Forces Within the Joint Operations Area.
	Situational Awareness, FFIR
	Position Reports
	MCS/TBMCS, GCCS-M, 
	TBMCS & GCCS-M/ MCS
	Y
	Digitized data, graphics & imagery
	CAT 1
	S
	JP 3-01, 3-03, 3-09, 3-10.1, 3-52, 3-56.1, 3-01.1, 3-07.3, 3-54, CJCSM 3500.05, CID CRD

	OP 2.2.5 (Collect Target Information)
	Situational Awareness, FFIR
	Position Reports
	MCS/TBMCS, GCCS-M, 
	TBMCS & GCCS-M/ MCS
	Y
	Digitized data, graphics & imagery
	CAT 1
	S
	JP 3-01.5, 3-02, 3-09, 3-09.3, 3-10.1, 3-0, 3-0.4, 3-05, CJCSM 3122.03, CJCSM 3500.05, CID CRD.


	Block VI*

	1
	2
	3
	4
	5
	6
	7
	8
	9
	10

	Rationale/UJTL Number
	Event / Action
	Information Characterization
	Sending Node
	Receiving Node
	Critical
	Format
	Time-

liness**
	Security

Class
	Remarks

	TA 2.0

(Intelligence)

ART 1.0 (Intelligence)
	Receipt of planning data,

information, intelligence, situation analysis, MDMP/IPB analysis/actions.
	-Unit Reference Query/Response

-SPOT/Salute Rpt

-Weather Reports & Forecasts

-Enemy Position Reports

-Intelligence Rpts

-Intelligence Summary

-Stop Jamming

-Reconnaissance Reports
	MCS/

TCO, TBMCS, GCCS-M, GCCS*** Coalition


	TCO, TBMCS, GCCS-M, GCCS***, Coalition /MCS
	Y
	Digitized data, graphics

& imagery
	CAT 3
	S
	FMs 1-111, 1-114, 5-105, 5-170, 17-95, 

19-1, 31-20, 33-1, 34-1, 34-2, 34-2-1, 34-3, 34-81, 34-130, 41-10, 71-100, 100-15, 100-18, 100-25, 100-55, JP 2-0, 2-01, 3-07.1, 3-09,JP 2-0, 3-07.1, 3.07-4, 3-09, 3-10, 3-55

	
	
	-MIJI Reports

-Sensor Reports

-Request & Response for Information

-EW Employment

-EW Frequency Deconfliction

-EW Mission Summary

-Enemy Activity/Weapons

-Multiple Assets Effectiveness

-Enemy Interoperability
	
	
	N
	
	
	
	

	TA 1.0 

(Maneuver)

ART 2.0

(Maneuver)
	NCA/COCOM/HHQ directive, analysis of situation; receipt of orders
	-Orders

-Plans

-Overlays/ Battlefield Geometry

-Situation Report

-SALUTE Reports

-Air Battle Reports

-Fire Support Coordination Measures

-SPOT Reports

-Obstacle Reports

-Bridge Reports

-Position Reports

-Minefield Reports

-MOPP

-Synchronization Matrices 

-Reconnaissance Data
	MCS/

TCO, TBMCS, GCCS-M, GCCS*** Coalition


	TCO, TBMCS, GCCS-M, GCCS***, Coalition /MCS
	Y


	Digitized data, graphics & imagery
	CAT 1-4
	S
	FMs 1-100, 1-112, 5-100, 5-101, 5-102, 

5-250, 17-95-10, 19-4, 20-32, 31-20, 71-1, 71-2, 71-3, 71-37, 71-100, 90-13-1, 90-7, 100-1, 100-5, 100-15, 100-17, 100-17-4, 100-17-5, 100-20, 100-25, 100-40,  JP 3-0, 3-01.1, 3-02.2, 3-03, 3-09, 3-50.21,JP 3-05, 3-05.3, 3-07.1, 3-15, 5-0, CJCSI 3202.01, CJCSM 3122.03

	
	
	-Sortie allotment

-Air Tasking Order

-Airlift Requests

-Airlift Schedule

-Airspace Control Means Request

-Special Operations Report

-Engineer Support Request 

-REDCON
	
	
	N
	
	
	
	

	TA3.0

(Employ Firepower) ART 3.0 

(Fire Support)
	IPB process, wargaming, targeting effort, CDR's guidance; direct or indirect

observation of enemy activity; hostile enemy

action in a defined AO
	-Sortie Allotment

-Artillery Target List

-Air Battle Report

-Check Fire

-Fire Support Coordination Measures

-Targeting Reports
	MCS/

TCO, TBMCS, GCCS-M, GCCS*** Coalition


	TCO, TBMCS, GCCS-M, GCCS***, Coalition /MCS
	Y
	Digitized data, graphics & imagery
	CAT 2-3
	S
	FMs 1-108, 6-20, 6-20-10, 6-30, 31-20,

33-1, 34-1, 71-100, 100-5, 100-6, 100-15, 100-25, 100-40, JP 3-01.5, 3-03, 3-09, 3-09.3, 3-10.1,JP 1, 3-0

	
	
	-Artillery Target Intelligence Rpt

-AFU-Ammunition Supply Rate

-EW Employment

-Call For Fire
	
	
	N
	
	
	
	

	TA 6.0

(Protect the Force)

ART 4.0

(Air Defense)
	Air defense

action; target

identified and

approved; combat operations imminent/ ongoing; CCIR/PIR/EEFI established.
	-Air Strike Warning

-Airspace Control Measures

-Threat Warning

- Air Defense Controls & Warnings

-Situational Awareness
	MCS/

TCO, TBMCS, GCCS-M, GCCS*** Coalition


	TCO, TBMCS, GCCS-M, GCCS***, Coalition /MCS
	Y
	Digitized data, graphics & imagery
	CAT 1-4
	S
	ARs 75-14, 75-15, 380-5, DOD Directive 3025.13, FMs 1-111, 3-100, 7-10, 9-15, 19-10, 21-16, 31-20, 33-1, 33-1-1, 34-1, 34-40, 44-100, 63-20, 71-1, 71-2, 71-3, 7-20, 7-30, 71-100, 100-5, 100-6, 100-12, 100-15, 100-19, 100-20, 100-25, 100-40, JP 2-01, 3-0, 3-03, 3-07.1, 3-07.2, 3-09, 3-10.1, 3-11, 3-17, JP 3-01.5, 3-02, 3-07.2, 3-07.5, 3-10.1, 3,61

	TA 1.0 (Deploy/Conduct Maneuver)
TA 6

(Protect the Force)

ART 5.0 (Mobility/Counter-mobility/Survivability)

	Analysis of situation. Receipt of orders.
	-NBC Reports

-Chemical & Nuclear Strike Warnings

-EDM/CDM

-Engineer Support Requests

-Obstacle Reports

-Bridge reports

-REDCON

-Minefield Reports

-Situational Awareness

- Route Reports
	MCS/

TCO, TBMCS, GCCS-M, GCCS*** Coalition


	TCO, TBMCS, GCCS-M, GCCS***, Coalition /MCS
	Y
	Digitized data, graphics & imagery
	CAT 1-4
	S
	FM 100-40, 71-100, 71-3, 7-30, 71-2, 7-20, 71-1, 7-10, 5-100, 5-101, 31-20, 100-25, 90-13-1, FM 3-34, 3-34.2, 3-40, 3-70, 3-71, 3-91.3, 3-21.30, 3-91.2, 3-21.20, 3-91.1, 3-21.10, 3-05, 3-05.9, JP 2-0, 2-01, 3-07.1, 3-09,JP 2-0, 3-07.1, 3.07-4, 3-09, 3-10, 3-55, JP 2-01, 3-0, 3-03, 3-07.1, 3-07.2, 3-09, 3-10.1, 3-11, 3-17, JP 3-01.5, 3-02, 3-07.2, 3-07.5, 3-10.1, 3,61

	
	
	-Movement Orders
	
	
	N
	
	
	
	

	TA 4.0

(Perform Logistics & Combat Service Support)

ART 6.0

(Combat Service Support)
	Requisition ;

deployment/redeployment; retrograde, evasion, recovery, or special operations, identification of

inoperative/damaged/salvageable equipment; unit movement; order/directive/

record/inventory/personnel status report; medical alert/status report
	-Movement Orders

-Admin/Log Orders

Overlays/ Battlefield geometry

-Airlift Mission Schedule

-Air Evacuation requests

-Ammunition/ Controlled Supply Rate

-Personnel Status Reports

-Resource Status

-Supple Constraints

-MEDEVAC

-LOG SITREP

-Supply Point Status

-Situational Awareness

-Network/ Communication Status
	MCS/

TCO, TBMCS, GCCS-M, GCCS***, Coalition

(MCS receives its CSS/LOG info from CSSCS which interfaces with  GCCS-A which interface with GCSS)
	TCO, TBMCS, GCCS-M, GCCS***, Coalition /MCS
	Y
	Digitized data, graphics & imagery
	CAT 1-4
	S
	ARs 27-1, 27-3, 27-10, 27-20 and 165-1, FM 27-100 FMs 1-108, 1-100, 1-111, 

1-112, 1-113, 1-114, 5-100, 5-104, 5-424, 5-488, 7-10, 7-20, 7-30, 7-85, 8-series, 8-10, 8-10-1, 8-10-14, 8-10-15, 8-10-18, 8-10-19, 8-10-24, 8-10-25, 8-10-26, 8-10-6, 8-10-9, 8-51, 9-6, 9-43-1, 10-1, 10-15, 10-23, 10-27, 10-27-1, 10-27-2, 10-27-4, 10-52, 10-52-1, 10-64, 10-67, 10-450-3, 10-500-1, 12-6, 14-100, 16-1, 17-95, 17-95-10, 19-1, 19-10, 19-40, 22-100, 22-51, 24-1, 27-1, 27-10, 27-100, 31-20, 41-10, 42-414, 46-1, 55-1, 55-10, 55-20, 55-30, 55-50, 55-60, 63-series, 63-2, 63-3, 63-4, 71-1, 71-100, 71-2, 71-3, 90-5, 100-1, 100-5, 100-6, 100-7, 100-8, 100-10, 

100-10, 100-10-2, 100-10-2, 100-15, 

100-16, 100-20, 100-25, 100-40, 

DFAS Reg, UCMJ-Ar 26, UCMJ-Art 27, MFCM, Part II, RFCM, Rule 502, 10 USC, sec 1044, JP 1-05, 3-01.1, 3-07.1, 3-08v1, 3-09, 4-0, 4-01

	
	
	-SPOT/SALUTE Reports

-Airlift Requests

-General Admin messages

-Synchronization Matrices
	
	
	N
	
	
	
	

	TA 5.0

(Exercise Command and Control)

ART 7.0

(Command and Control)
	Receive and disseminate orders,

Maintain Situational Awareness, Threat Warning
	-Orders

-Plans

-Free Text

-SPOT, SALT & Engagement

-Position Report

-Overlay/ Battlefield Geometry

-Synchronization Matrices

-Planning templates/matrices 
	MCS/

TCO
	TCO/MCS
	Y
	Digitized data, graphics & imagery
	CAT 1-4
	S
	AR 27-1, FMs 1-111, 1-112, 6-20, 6-20-10, 71-2, 71-3, 7-10, 7-20, 7-30, 17-95, 17-95-10, 22-9, 25-100, 22-100, 27-100, 31-20, 71-1, 71-100, 100-14, 100-15, 100-20, 100-25, 100-34, 100-34-1, 100-40, 100-5, 100-6, 101-5, 101-5-1, CJCSI 5810.01, DA PAM 385-1, DOD Directive 5100.77, JP 2-0, Small Unit Safety Officer/NCO Guide, JP 3-0, 3-01.1, 3-03, 3-09, 4-01.1,5-00.2, CJCSM 6120.05,  JP 0-2, 3-05, 3-08v2, 3-09.3, 3-10.1,  4-1.3, 6-0

	
	
	Free Text; SPOT, SALT & Engagement; Position Report; NBC1; Threat Warning; Field Order; Overlay
	MCS/TBMCS & GCCS-M, GCCS***
	TBMCS & GCCS-M, GCCS***/ MCS
	Y
	
	
	
	

	TA 5.1 (Acquire and Communicate Information and Maintain Status reporting.)

ART 7.2 (Manage Tactical Information)

ART 7.3 (Asses Tactical Situation and Operations)
	Situational Awareness, FFIR
	Position Reports
	MCS/

TCO, TBMCS, GCCS-M, GCCS*** Coalition


	TCO, TBMCS, GCCS-M, GCCS***, Coalition /MCS
	Y
	Digitized data, graphics & imagery
	CAT 1
	S
	AR 27-1, FMs 1-111, 1-112, 6-20, 6-20-10, 71-2, 71-3, 7-10, 7-20, 7-30, 17-95, 

17-95-10, 22-9, 25-100, 22-100, 27-100, 31-20, 71-1, 71-100, 100-14, 100-15, 

100-20, 100-25, 100-34, 100-34-1, 100-40, 100-5, 100-6, 101-5, 101-5-1, 

CJCSI 5810.01, DA PAM 385-1, DOD Directive 5100.77, JP 2-0, Small Unit Safety Officer/NCO Guide, JP 3-0, 3-01.1, 3-03, 3-09, 4-01.1,5-00.2, CJCSM 6120.05,  JP 0-2, 3-05, 3-08v2, 3-09.3, 3-10.1,  4-1.3, 6-0, CID CRD

	OP 5.1.11 (Provide Positive Identification of Friendly Forces Within the Joint Operations Area.
	Situational Awareness, FFIR
	Position Reports
	MCS/

TCO, TBMCS, GCCS-M, GCCS*** Coalition


	TCO, TBMCS, GCCS-M, GCCS***, Coalition /MCS
	Y
	Digitized data, graphics & imagery
	CAT 1
	S
	JP 3-01, 3-03, 3-09, 3-10.1, 3-52, 3-56.1, 3-01.1, 3-07.3, 3-54, CJCSM 3500.05, CID CRD

	OP 2.2.5 (Collect Target Information)
	Situational Awareness, FFIR
	Position Reports
	MCS/

TCO, TBMCS, GCCS-M, GCCS*** Coalition


	TCO, TBMCS, GCCS-M, GCCS***, Coalition /MCS
	Y
	Digitized data, graphics & imagery
	CAT 1
	S
	JP 3-01.5, 3-02, 3-09, 3-09.3, 3-10.1, 3-0, 3-0.4, 3-05, CJCSM 3122.03, CJCSM 3500.05, CID CRD.


.

	Block IV

	SCENARIO
	MISSION ESSENTIAL INFO
	USED FOR
	Provided By
	In What Form
	Transmission Means
	Remarks

	ATK by Fire & Movement, Isolate & Shape, and Maneuver Posn of Advantage, &Consolidate
	Adjustment of indirect fires & fire plan/tasks
	Provide guidance for Subordinate units, Support scheme of maneuver
	Fire Support Officer
	FS Annex to OPORD
	Voice; Recon Unit (FBCB2) to AFATDS, AFATDS to MCS; MCS to MCS
	- Provide guidance to subordinate on how the Commander will conduct the operation

	Maneuver Posn of Advantage, Plan & Prep, Consolidate
	Assessment of the shaping operations, Status of Critical Class III, IV, V, MED(HSSP) & Maintenance (to maintain this fight and be prepared for the next one)
	Re-attack Order & Shaping Operations complete, Sustainability of the operation. Synchronization of Logistics with execution. Determine movement of Class IV (EFSP)
	HQ Staff Operations, G4/S4 / CDRs
	SITREP, Log Update
	MCS to MCS, MCS Client to CSSCS
	- Update the CDR on status of his own/higher’s ability to set the conditions; assist in synchronizing forces. FM 3-0: para 4-86,  - Keep CDR informed of his logistical situation, status of sustainment and combat power. FM 3-0: para 3-6

	Isolate & Shape and Maneuver Posn of Advantage
	BDA from the Attack
	Confirm/Deny condition setting 
	S2, Recon Unit, UAV
	BDA Report
	FBCB2 to MCS; UAV to ASAS to MCS
	- Keep the CDR informed on the enemy’s status and CCIRs. FM 6-0: para 6-78

	Maneuver Posn of Advantage, ATK by Fire & Movement, and Consolidate
	CCIR (Phased)
	Provides CDR with information he requested to make decisions at the decisive point
	Tasked agencies/TOC
	CCIR/DST
	ASAS/FBCB2 to MCS
	- Provide answers to question asked by the CDR

-Assist in shaping battlespace.

-Assist in synchronizing forces.

-Tracks flow of operation.

FM 6-0: para 3-43

	Isolate & Shape and Maneuver Posn of Advantage
	Change/Confirmation to Enemy Situation (Within AO/AI) (Air [Attack/Recon] /Ground) (Lethal/Non-lethal) (BDA)
	Display Current Enemy Situation & determine options
	S2/G2
	Enemy Overlay
	UAV, JSTARS, Higher Intel Sources , FBCB2 to ASAS then to JCDB to MCS/COP
	- Keeps the CDR updated on enemy situation.

-Confirm/deny CCIR.

FM 3-0: para 2-5, 11-47

	Isolate & Shape, Maneuver Posn of Advantage, ATK by Fire & Movement, &Consolidate
	Friendly Force Status (Subordinate/Supported).  Location of friendly forces: supporting and supported.  Combat capability of the unit at end state
	Information on status friendly forces on the battlefield to assist CDR's in his decision to launch attack.  Relay current status and capability of subordinate units  for follow on missions
	HHQ Staff / Unit Cdr
	SITREP
	Voice; FBCB2 to MCS; MCS to MCS; ASAS/ AFATDS to MCS
	- Provide CDR a clear picture of friendly location and status.

- Provides CDR update information on capability of subordinates and their ability to execute follow-on mission

FM 3-0: para 7-9

	Plan & Prep
	Civilian Considerations
	Affect freedom of movement, commitment of forces
	G2-G5 / S2
	HHQ OPORD
	MCS to MCS

GCCS-A to MCS
	- Provide CDR the necessary information to ensure that he supports higher’s intent for dealing with the host nation.

FM 3-0: para 8-60

	Isolate & Shape, Maneuver Posn of Advantage , and ATK by Fire & Movement
	Commitment of Reserve


	Maintain synchronization of execution

Gain the initiative
	S3 / Cdr
	FRAGO
	FBCB2 to FBCB2; FBCB2 to MCS; MCS to MCS; Voice
	-  This is a decision by the CDR to influence current fight.

FM 3-0: para 4-89

	Isolate & Shape
	Confirmation of breach point/bypass location and obstacle recon, ID/Mark breach point/bypass location appropriate obstacles
	Support scheme of maneuver, Relay to HHQ for future reduction.

Provide obstacle situational awareness to higher
	Recon Unit, Eng Unit, subordinate unit
	Obstacle Report
	FBCB2 to MCS; MCS to MCS or GCCS-A
	- Provide knowledge of the point of penetration and support offensive operations.

- Pin point location of the decisive point of the breaching operation to higher for follow on mission

	Isolate & Shape and Maneuver Posn of Advantage
	Confirmation of HPT to be attacked, 
	Validate plans for shaping operation

Support CCIR
	G2/S2
	Recon Unit, UAV
	FBCB2 to MCS; UAV to ASAS to MCS
	- Ensures tgts that CDR wanted serviced prior to operation were in fact hit.

-Confirm CCIR 

-Assist shaping of battlespace

	Isolate & Shape, Maneuver Posn of Advantage, ATK by Fire & Movement, & Consolidate
	Contact with the enemy:

Correlated & uncorrelated enemy situation/picture
	Identify enemy location and develop the situation
	All 
	Update

Salute
	FBCB2 or voice
	- Provides CDR information on actual location of enemy.

-Confirm / Deny CCIR

	Plan & Prep
	Critical Events and Decision Points (NAI/TAI/DP)
	Synchronizing the fight
	Staff
	Intel Overlay, DSM/DST, FS Overlay
	ASAS to MCS; AFATDS to MCS; MCS to MCS / Recon Unit (FBCB2)
	-Assist the CDR in determining the status of his operation against what was planned.

-Assist in synchronization.

-Tool for CDR and staff to monitor flow of operations.

FM 6-0: para 4-22, 4-96, B-52

	Isolate & Shape, Maneuver Posn of Advantage, ATK by Fire & Movement, Consolidate
	Employment/Location of NBC
	Force protection/hazard avoidance
	G3/,S3, G2/S2/Battle CPT
	Update NBC-1, NBC Reports
	FBCB2 to MCS; MCS to MCS, MCS to GCCS-A
	- Provide CDR and unit the knowledge of NBC Hazards. (Force Protection)

FM 3-0: para 6-65, 6-71

	Maneuver Posn of Advantage, ATK by Fire & Movement, & Consolidate
	Ensure PIR/NAIs are tasked/ assigned
	To answer Commanders Critical Information Requirements
	G3/S3, G2/S2 
	 R&S plan
	ASAS to MCS
	- The Staff ensure that key areas the CDR wanted watched are covered.

FM 6-0: para B-53, Fig 4-2

	Plan & Prep
	HHQ Mission, Intent, CCIR Concept and Tasks, Task Org/Assets Available, Higher HQ R&S Plan
	Development of mission and external assets available (MDMP).  Understanding of Higher intent & concept, Specified/Implied tasks.
	HHQ
	HHQ OPORD
	MCS or GCCS-A to MCS
	-Provides the CDR the necessary guidance to plan and execute his operation.

FM 6-0: para 4-25

	Maneuver Posn of Advantage, ATK by Fire & Movement, and Consolidate
	Location of all obstacles (Planned/Executed) (Friendly/Enemy) in zone
	Maintain freedom of maneuver/mobility
	Recon Unit / Eng Unit / G2/S2 S2 subordinate units
	Obstacle report
	FBCB2 to FBCB2; FBCB2 to MCS; MCS to MCS; MCS to GCCS-A
	- Ensure that CDR and unit are informed of all known obstacles (Force Protection).

FM 6-0: para B-20

	Isolate & Shape, Maneuver Posn of Advantage, ATK by Fire & Movement, Consolidate
	Location of adjacent units and other friendly forces in the AO and forward of the FLOT


	Fratricide prevention; logistical support (if required)
	HHQ, units to the left and right, subordinate unit
	Overlay/Update and Position Report
	GCCS-A or MCS to MCS, FBCB2 to MCS 
	- Provide situational understanding of Higher Headquarters’ plan.

FM 3-0: para 4-21 (Force protection/fratricide avoidance)

	Isolate & Shape, Mvr Posn of Advantage, ATK by Fire & Movement, &Consolidate
	Orders/requests to CAS/ATK Helo/UAV to support our unit or transit our battlespace.
	Synchronize combined arms fight; fratricide prevention; isolate enemy; surveillance
	HHQ Staff; FSO; ALO; Avn LNO; supporting unit/(air battle CPT)
	FRAGO (Mission/ACM); information
	TAIS to MCS; MCS to MCS; Voice
	-Ensures that the unit plans and requests all non-organic support necessary for mission accomplishment. 

	Maneuver Posn of Advantage, Isolate & Shape
	Situation Update (PIR, FFIR, CCIR)
	 Situational understanding, Locating enemy and developing the situation
	UAV
	 Imagery, overlay, response to request for info
	UAV imagery to ASAS, then ASAS to MCS. AFATDS to MCS
	-Provides CDR answer to the CCIR.

-Track execution of  opn.

Provides commander the most updated information on enemy situation.

	ATK by Fire & Movement, Consolidate, and Mvr Posn of Advantage
	Status of the network  (maintain the fight and be prepared for the next one)

organic communications systems
	Communications ability of the units
	Communications Officer
	Update
	Voice; FBCB2/MCS 
	- Ensure CDR is informed on potential communications issues and alternative means.

FM 3-0: para 5-71

	ATK by Fire & Movement
	Status on the Bypass/Breach Lane (Point of Penetration)
	Maintaining the attack
	Engineers, subordinate unit
	Update
	MCS to MCS/Voice
	- Keep CDR informed of status of breach site.

-Maintain the unit momentum.

	Plan & Prep
	Targeting Request (ID HPT)
	Requests to HHQ (TGT Nominations)
	Staff
	TGT Request
	AFATDS to AFATDS; MCS to MCS or GCCS-A
	-Staff send to higher a request to attack certain targets to support their scheme of maneuver

	Isolate & Shape, Maneuver Posn of Advantage, ATK by Fire & Movement, and Consolidate, 
	Tasks/ control measures/ FSCM and updates/changes

Provide operational overlay / FRAGO/OPORD
	Dissemination of CDR's Guidance/ Control Execution, Tracking FSCM
	G3/S3/Cdr, Fire Support Officer
	OPORD/FRAGO, Situation map/ FS overlay
	GCCS-A or MCS to MCS to FBCB2
	-Disseminates CDR’s guidance on the conduct of the fight.

FM 3-0: para 2-92, 3-34.  - Keeps CDR and unit informed of latest Fire Support Coordination Measures and changes to fire support plan.

FM 3-0: para 2-71


Block V & VI

To Be Published.

	Message

Number
	Message Title
	MCS ( FBCB2
	FBCB2 ( MCS

	
	
	Block IV/II1
	Block V/III2
	Block IV/II1
	Block V/III2

	K01.01
	Free Text
	X
	X
	X
	X

	K04.01
	SPOT/SALUTE Report
	
	X
	
	X

	K04.02
	Land Route Report
	
	
	
	X

	K04.03
	Obstacle Report
	X
	X
	X
	X

	K04.09
	Bridge Report
	X
	X
	X
	X

	K05.01
	Position Report
	X
	X
	X
	X

	K05.02
	NBC1
	X
	X
	X
	X

	K05.04
	NBC3
	
	X
	
	X

	K05.05
	NBC4
	
	X
	
	X

	K05.09
	Chemical Downwind
	
	X
	
	

	K05.10
	Effective Downwind
	
	X
	
	

	K05.12
	REDCON
	
	X
	
	X

	K05.13
	Threat Warning
	X
	X
	X
	X

	K05.14
	CDR’s SITREP
	X
	X
	X
	X

	K05.15
	Field Orders
	X FRAGO Only
	X
	X
	X

	K05.16
	Land Minefield Laying Report
	
	X
	
	X

	K05.17
	Overlay Message
	X
	X
	X
	X

	K05.18
	MOPP
	
	X
	
	X


This page intentionally left blank.

	Block IV*

	C2 & GENERAL MANEUVER - AREAS:
	
	CSS - AREA SUPPORT - AREAS:

	x
	ASSEMBLY AREA
	
	
	BRIGADE (BSA)

	C2 & GENERAL MANEUVER - DECEPTION:
	
	CSS LINES - SUPPLY ROUTES:

	
	AXIS OF ADVANCE FOR FEINT
	
	x
	MAIN SUPPLY ROUTE

	C2 & GENERAL MANEUVER - DEFENSE AREAS:
	
	FIRE SUPPORT AREAS:

	x
	BATTLE POSITION
	
	x
	NO-FIRE AREA (NFA)

	C2 & GENERAL MANEUVER - DEFENSE LINES:
	
	x
	RESTRICTIVE FIRE AREA (RFA)

	x
	FORWARD EDGE OF BATTLE AREA (FEBA)
	
	FIRE SUPPORT LINES:

	C2 & GENERAL MANEUVER - DEFENSE POINTS:
	
	x
	FIRE SUPPORT COORDINATION LINE (FSCL)

	x
	TARGET REFERENCE POINT (TRP)
	
	x
	COORDINATED FIRE LINE (CFL)

	
	OBSERVATION POST/OUTPOST
	
	x
	LINEAR TARGET

	C2 & GENERAL MANEUVER - LINES:
	
	x
	RESTRICTIVE FIRE LINE (RFL)

	x
	FORWARD LINE OF OWN TROOPS (FLOT)
	
	FIRE SUPPORT - POINT TARGETS:

	x
	LINE OF CONTACT
	
	x
	POINT/SINGLE TARGET

	x
	PHASE LINE
	
	MOBILITY/SURVIVABILITY - OBSTACLES - WIRE OBSTACLES:

	x
	BOUNDARIES 
	
	
	TRIPLE STRAND CONCERTINA

	C2 & GENERAL MANEUVER - OFFENSE AREAS:
	
	MOBILITY/SURVIVABILITY - OBSTACLE BYPASS:

	x
	ASSAULT POSITION
	
	
	CROSSING SITE/WATER CROSSING BRIDGE OR GAP

	x
	ATTACK POSITION
	
	
	CROSSING SITE/WATER CROSSING LANE

	x
	ATTACK BY FIRE POSITION
	
	MOBILITY/SURVIVABILITY - OBSTACLES:

	x
	SUPPORT BY FIRE POSITION
	
	x
	MINEFIELDS DYNAMIC DEPICTION

	x
	OBJECTIVE
	
	x
	MINEFIELDS MINED AREA

	C2 & GENERAL MANEUVER - OFFENSE LINES:
	
	x
	ROADBLOCKS, CRATERS, AND BLOWN BRIDGES ROADBLOCK COMPLETE (EXECUTED) 

	x
	LINE OF DEPARTURE
	
	x
	ABATIS

	x
	AXIS OF ADVANCE GROUND MAIN ATTACK
	
	x
	ANTITANK OBSTACLES ANTITANK DITCH - COMPLETE

	x
	AXIS OF ADVANCE GROUND SUPPORTING ATTACK
	
	
	MINEFIELDS GAP

	x
	LINE OF DEPARTURE/LINE OF CONTACT
	
	
	

	C2 & GENERAL MANEUVER - POINTS - ACTION POINTS:
	
	
	

	x
	CHECK POINT
	
	
	

	
	CONTACT POINT
	
	
	

	
	COORDINATION POINT
	
	
	

	
	LINKUP POINT
	
	
	


	Block V*

	C2 & GENERAL MANEUVER – POINTS - ACTION POINTS:
	
	CSS POINTS:

	
	PASSAGE POINT
	
	
	CASUALTY COLLECTION POINT

	C2 & GENERAL MANEUVER - AREAS:
	
	
	MAINTENANCE COLLECTION POINT

	
	DROP ZONE
	
	
	REARM, REFUEL AND RESUPPLY POINT

	
	LANDING ZONE (LZ)
	
	
	TRAFFIC CONTROL POST (TCP)

	
	PICKUP ZONE (PZ)
	
	
	UNIT MAINTENANCE COLLECTION POINT

	
	ENGAGEMENT AREA
	
	
	AMBULANCE EXCHANGE POINT

	C2 & GENERAL MANEUVER - AVIATION AREAS:
	
	
	LOGISTICS RELEASE POINT

	
	RESTRICTED OPERATIONS ZONE (ROZ)
	
	
	REFUEL ON THE MOVE POINT

	C2 & GENERAL MANEUVER - AVIATION LINES:
	
	
	

	
	STANDARD-USE ARMY AIRCRAFT FLIGHT ROUTE (SAAFR)
	
	CSS POINTS - SUPPLY POINTS:

	
	AIR CORRIDOR
	
	
	GENERAL

	
	LOW LEVEL TRANSIT ROUTE (LLTR)
	
	
	CLASS I

	
	MINIMUM RISK ROUTE (MRR)
	
	
	CLASS II

	
	UNMANNED AERIAL VEHICLE (UAV) ROUTE
	
	
	CLASS III

	C2 & GENERAL MANEUVER - AVIATION POINTS:
	
	
	CLASS IV

	
	AIR CONTROL POINT (ACP)
	
	
	CLASS V

	
	COMMUNICATIONS CHECKPOINT (CCP)
	
	
	CLASS VI

	C2 & GENERAL MANEUVER - DEFENSE AREAS:
	
	
	CLASS VII

	
	ENGAGEMENT AREA
	
	
	CLASS VIII

	C2 & GENERAL MANEUVER - OFFENSE LINES:
	
	
	CLASS IX

	
	AXIS OF ADVANCE FRIENDLY AIRBORNE
	
	
	CLASS X

	
	AXIS OF ADVANCE FRIENDLY ATTACK, ROTARY WING
	
	CSS POINTS - AMMUNITION POINTS:

	
	AXIS OF ADVANCE FRIENDLY AVIATION
	
	
	AMMUNITION SUPPLY POINT (ASP)

	
	DIRECTION OF ATTACK AVIATION
	
	
	AMMUNITION TRANSFER POINT (ATP)

	
	DIRECTION OF ATTACK GROUND MAIN ATTACK
	
	FIRE SUPPORT AREAS:

	
	DIRECTION OF ATTACK GROUND SUPPORTING ATTACK
	
	
	AREA TARGET

	
	LIMIT OF ADVANCE
	
	
	SERIES OR GROUP OF TARGETS

	C2 & GENERAL MANEUVER - OFFENSE SPECIAL AREAS:
	
	
	POSITION AREA FOR ARTILLERY (PAA)

	
	AIRHEAD
	
	FIRE SUPPORT LINES:

	
	AREA OF OPERATIONS (AO)
	
	
	FINAL PROTECTIVE FIRE (FPF)

	
	NAMED AREA OF INTEREST (NAI)
	
	MOBILITY/SURVIVABILITY - NBC:

	
	TARGETED AREA OF INTEREST (TAI)
	
	
	MINIMUM SAFE DISTANCE ZONES

	
	BRIDGEHEAD
	
	MOBILITY/SURVIVABILITY OBSTACLES - OBSTACLE EFFECT:

	C2 & GENERAL MANEUVER - POINTS - ACTION POINTS:
	
	
	BLOCK

	
	RELEASE POINT
	
	
	FIX

	
	START POINT
	
	
	TURN

	COMBAT SERVICE SUPPORT AREA:
	
	
	DISRUPT

	
	SUPPORT AREAS  DIVISION (DSA)
	
	TACTICAL GRAPHIC - TASKS:

	CSS AREAS:
	
	
	FOLLOW AND ASSUME

	
	FORWARD ARMING AND REFUELING AREA (FARP)
	
	
	FOLLOW AND SUPPORT

	TACTICAL GRAPHIC TASKS - SECURITY:
	
	C2 & GENERAL MANEUVER - DEFENSE POINTS:

	
	COVER
	
	
	COMBAT OUTPOST

	
	GUARD
	
	
	FORWARD OBSERVER POSITION

	
	SCREEN
	
	
	NBC OBSERVATION POST (DISMOUNTED)

	C2 & GENERAL MANEUVER - OFFENSE POINTS:
	
	
	OBSERVATION POST OCCUPIED BY DISMOUNTED SCOUTS OR RECONNAISSANCE

	
	POINT OF DEPARTURE
	
	
	SENSOR OUTPOST/LISTENING POST (OP/LP)

	MOBILITY/SURVIVABILITY - OBSTACLE BYPASS:
	
	C2 & GENERAL MANEUVER - LINES:

	
	CROSSING SITE/WATER CROSSING FERRY
	
	
	LIGHT LINE

	
	CROSSING SITE/WATER CROSSING FORD EASY
	
	C2 & GENERAL MANEUVER - OFFENSE AREAS:

	
	CROSSING SITE/WATER CROSSING FORD DIFFICULT
	
	
	PENETRATION BOX

	C2 & GENERAL MANEUVER - AREAS:
	
	C2 & GENERAL MANEUVER - OFFENSE LINES:

	
	GENERAL AREA
	
	
	FINAL COORDINATION LINE

	
	AIRFIELD ZONE
	
	
	INFILTRATION LINE

	
	EXTRACTION ZONE
	
	
	PROBABLE LINE OF DEPLOYMENT (PLD)

	
	FORTIFIED AREA
	
	C2 & GENERAL MANEUVER - OFFENSE - SPECIAL AREAS:

	
	LIMITED ACCESS AREA
	
	
	ENCIRCLEMENT

	
	SEARCH AREA/RECONNAISSANCE AREA
	
	C2 & GENERAL MANEUVER – OFFENSE - SPECIAL LINES:

	C2 & GENERAL MANEUVER - AVIATION AREAS:
	
	
	AMBUSH

	
	FORWARD AREA AIR DEFENSE ZONE (FAADEZ)
	
	
	HOLDING LINE

	C2 & GENERAL MANEUVER - AVIATION AREAS:
	
	
	RELEASE LINE

	
	HIGH DENSITY AIRSPACE CONTROL ZONE (HIDACZ)
	
	C2 & GENERAL MANEUVER - POINTS:

	
	MISSILE ENGAGEMENT ZONE (MEZ)
	
	
	ACTION POINT

	
	LOW ALTITUDE MEZ
	
	C2 & GENERAL MANEUVER - POINTS - ACTION POINTS:

	
	HIGH ALTITUDE MEZ
	
	
	RALLY POINT

	
	WEAPONS FREE ZONE
	
	
	DECISION POINT

	C2 & GENERAL MANEUVER - AVIATION POINTS:
	
	
	WAYPOINT

	
	PULL-UP POINT
	
	CSS AREA:

	
	DOWNED AIRCREW PICKUP POINT
	
	
	DETAINEE HOLDING AREA

	C2 & GENERAL MANEUVER - DECEPTION:
	
	
	ENEMY PRISONER OF WAR (EPW) HOLDING AREA

	
	DECOY MINED AREA
	
	
	REFUGEE HOLDING AREA

	
	DECOY MINED AREA, FENCED
	
	CSS AREA - SUPPORT AREAS:

	
	DIRECTION OF ATTACK FOR FEINT
	
	
	DIVISION (BSA)

	
	DUMMY (DECEPTION) (DECOY)
	
	
	REGIMENTAL (BSA)

	
	DUMMY MINEFIELD - DYNAMIC
	
	CSS LINES - CONVOY:

	
	DUMMY MINEFIELD - STATIC
	
	
	MOVING CONVOY

	C2 & GENERAL MANEUVER - DEFENSE AREAS:
	
	
	HALTED CONVOY

	
	PREPARED BUT NOT OCCUPIED
	
	CSS LINES - SUPPLY ROUTES:

	C2 & GENERAL MANEUVER - DEFENSE LINES:
	
	
	ALTERNATE SUPPLY ROUTE

	
	PRINCIPLE DIRECTION OF FIRE (PDF)
	
	
	ONE-WAY TRAFFIC

	
	
	
	
	ALTERNATING TRAFFIC

	
	
	
	
	TWO-WAY TRAFFIC

	CSS POINTS:
	
	MOBILITY/SURVIVABILITY - OBSTACLES- BYPASS DIFFICULTY:

	
	CANNIBALIZATION POINT
	
	
	BYPASS EASY

	
	CIVILIAN COLLECTION POINT
	
	
	BYPASS DIFFICULT

	
	ENEMY PRISONER OF WAR (EPW) COLLECTION POINT
	
	
	BYPASS IMPOSSIBLE

	
	DETAINEE COLLECTION POINT
	
	MOBILITY/SURVIVABILITY - OBSTACLES:

	
	TRAILER TRANSFER POINT
	
	
	ANTITANK MINE WITH ANTIHANDLING DEVICE

	FIRE SUPPORT AREAS:
	
	
	UNEXPLODED ORDNANCE AREA (UXO)

	
	FIRE SUPPORT AREA (FSA)
	
	
	ROADBLOCKS, CRATERS, AND BLOWN BRIDGES PLANNED

	
	BOMB AREA
	
	
	ROADBLOCKS, CRATERS, AND BLOWN BRIDGES EXPLOSIVES, STATE OF READINESS 1 (SAFE)

	
	FREE FIRE AREA (FFA)
	
	
	EXPLOSIVES, STATE OF READINESS 2 (PASSABLE)

	
	SMOKE
	
	
	ANTITANK MINE DIRECTIONAL

	
	AIRSPACE COORDINATION AREA  (ACA)
	
	
	ANTITANK DITCH - UNDER CONSTRUCTION

	FIRE SUPPORT LINES:
	
	
	ANTITANK OBSTACLES, TETRAHEDRONS, DRAGONS TEETH, AND OTHER SIMILAR OBSTACLES

	
	NO-FIRE LINE (NFL)
	
	
	BOOBY TRAP

	
	LINEAR SMOKE TARGET
	
	
	MINEFIELDS DYNAMIC DEPICTION

	FIRE SUPPORT POINTS:
	
	
	AT OBSTACLES AT DITCH REINFORCED WITH AT MINES

	
	FIRE SUPPORT STATION
	
	
	ANTITANK OBSTACLES ANTITANK WALL

	MOBILITY/SURVIVABILITY - NBC:
	
	
	ANTIPERSONNEL (AP) MINES

	
	NBC, BIOLOGICALLY CONTAMINATED AREA
	
	
	ANTITANK MINE (AT)

	
	NBC, CHEMICALLY CONTAMINATED AREA
	
	
	UNSPECIFIED MINE

	
	NBC, FALLOUT PRODUCING 
	
	
	MINE CLUSTER

	
	NBC, NUCLEAR DETONATIONS GROUND ZERO
	
	
	WIDE AREA MINES

	
	NBC, RADIOACTIVE AREA
	
	
	

	
	NBC, RELEASE EVENTS BIOLOGICAL
	
	
	

	
	NBC, RELEASE EVENTS CHEMICAL
	
	
	

	
	DOSE RATE CONTOUR LINES
	
	
	

	MOBILITY/SURVIVABILITY -  NBC DECON POINTS:
	
	MOBILITY/SURVIVABILITY - OBSTACLES  - GENERAL:

	
	DECON SITE/POINT (UNSPECIFIED)
	
	
	OBSTACLE FREE AREA

	
	DECON SITE/POINT (TROOPS)
	
	
	OBSTACLE RESTRICTED AREA

	
	DECON SITE/POINT (EQUIPMENT)
	
	
	BELT

	
	DECON SITE/POINT (EQUIPMENT AND TROOPS)
	
	
	LINE  

	
	DECON SITE/POINT (THOROUGH DECONTAMINATION)
	
	
	ZONE

	
	ALTERNATE DECON SITE/POINT (UNSPECIFIED)
	
	MOBILITY/SURVIVABILITY - OBSTACLES - WIRE OBSTACLES:

	
	DECON SITE/POINT (OPERATIONAL DECONTAMINATION)
	
	
	SINGLE FENCE

	MOBILITY/SURVIVABILITY - OBSTACLES  - BYPASS:
	
	
	DOUBLE FENCE

	
	ASSAULT CROSSING AREA
	
	
	DOUBLE APRON FENCE

	
	CROSSING SITE/WATER CROSSING RAFT SITE
	
	
	LOW WIRE FENCE

	
	CROSSING SITE/WATER CROSSING ENGINEER REGULATING POINT
	
	
	HIGH WIRE FENCE

	MOBILITY/SURVIVABILITY - OBSTACLES - WIRE OBSTACLES:
	
	TACTICAL GRAPHICS - TASKS:

	
	SINGLE FENCE
	
	
	BLOCK

	
	DOUBLE FENCE
	
	
	BREACH

	
	DOUBLE APRON FENCE
	
	
	BYPASS

	
	LOW WIRE FENCE
	
	
	CANALIZE

	
	HIGH WIRE FENCE
	
	
	CLEAR

	
	TRIP WIRE
	
	
	CONTAIN

	
	WIRE OBSTACLE UNSPECIFIED
	
	
	COUNTERATTACK (CATK)

	
	SINGLE CONCERTINA
	
	
	COUNTERATTACK BY FIRE

	
	DOUBLE STRAND CONCERTINA
	
	
	DELAY

	MOBILITY/SURVIVABILITY - SURVIVABILITY:
	
	
	DESTROY

	
	EARTHWORK, SMALL TRENCH OR FORTIFICATION
	
	
	DISRUPT

	
	FORTIFIED LINE
	
	
	FIX

	
	STRONG POINT
	
	
	INTERDICT

	
	SURFACE SHELTER
	
	
	ISOLATE

	
	UNDERGROUND SHELTER
	
	
	NEUTRALIZE

	
	FORT
	
	
	OCCUPY

	
	FOXHOLE, EMPLACEMENT OR WEAPON SITE
	
	
	PENETRATE

	TACTICAL GRAPHIC TASKS - SECURITY:
	
	
	RELIEF IN PLACE (RIP)

	
	SEIZE
	
	
	RETAIN

	
	WITHDRAW
	
	
	RETIREMENT

	
	WITHDRAW UNDER PRESSURE
	
	
	SECURE

	FIRE SUPPORT POINTS - TARGETS:
	
	
	

	
	CIRCULAR TARGET
	
	
	

	
	NUCLEAR TARGET
	
	
	

	
	RECTANGULAR TARGET
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USMTF Core Message Set

	Message

Number
	MESSAGE TITLE
	Block IV
	Block V
	Block VI

	A423
	Order
	                        
	Xfp
	Xfp

	A426
	Electronic Warfare Requesting / Tasking Message
	
	X
	X

	A656
	Sortie Allotment
	
	X
	X

	A659
	Air Tasking Order
	
	Xfp
	Xfp

	A690
	Tactical Operational Data
	
	X
	Xf

	A804
	Administrative/Logistics Order
	X

R: CSSCS
	X
	X

	C002
	Message Correction or Cancellation
	X

T/R: AMDWS, ASAS, CSSCS, IMETS, & TAIS
	X
	X

	C110
	Intelligence Report
	
	X
	X

	C111
	Tactical Report
	X

R: ASAS  
	Xfp
	Xfp

	C120
	Meaconing, Intrusion, Jamming and Interference Feeder Report
	X

T: ASAS 

T/R: AMDWS

T/R: CSSCS
	X
	X

	C133
	Sensor Tactical Contact Report
	
	X
	X

	C203
	Graphical Report-Overlay Message
	
	Xfp
	Xfp

	C241
	Ammunition Fire Unit - Mission Fired Report 
	X

R: AFATDS
	X
	X

	C281
	Artillery Target Intelligence – Artillery Target Report
	X

T/R: AFATDS
	X
	X

	C400
	Commander’s Situation Report
	X

T: GCCS-A & ASAS
T/R: AMDWS, CSSCS, & AFATDS
	X
	X

	C443
	NBC 3 Report
	X

T:  IMETS & TAIS

T/R: GCCS-A, AMDWS, ASAS, CSSCS, & AFATDS
	Xfp
	Xfp

	C447
	NBC 4 Report
	X

T: IMETS & TAIS

R: AFATDS T/R: GCCS-A, AMDWS, ASAS,  & CSSCS
	Xfp
	Xfp

	C488
	NBC 1 Report
	X

T:  IMETS & TAIS 

T/R: GCCS-A, AMDWS, ASAS, CSSCS, & AFATDS
	Xfp
	Xfp

	C501
	NBC 5 Report
	X

T: IMETS & TAIS

T/R: GCCS-A, AMDWS, ASAS, CSSCS, & AFATDS
	Xfp
	Xfp

	C503
	Effective Downwind Report
	X

T:  IMETS, AMDWS, ASAS, TAIS, CSSCS, & AFATDS
	Xfp
	Xfp

	C504
	Friendly Chemical Strike Warning
	
	Xf
	Xf

	C505
	Friendly Nuclear Strike Warning
	
	Xf
	Xf

	C506
	NBC 6 Report
	X

T: IMETS & TAIS

R: GCCS-A,

T/R: AFATDS, AMDWS, ASAS & CSSCS
	Xfp
	Xfp

	C507
	Chemical Downwind Message
	X

T: AMDWS, ASAS, TAIS, CSSCS & AFATDS

R:  IMETS 
	Xfp
	Xfp

	C508
	Basic Wind Data Message
	X

T: AMDWS, TAIS, CSSCS, & AFATDS

R: IMETS
	Xfp
	Xfp

	C521
	Weather Forecast
	X

R: IMETS
	X
	X

	C523
	Severe Weather Warning
	X

R: IMETS
	Xp
	Xp

	D114
	SIGINT/ECM Planning/Coordination Message
	X

T/R: ASAS
	X
	X

	D210
	Fire Mission - Call For Fire
	X

T : AFATDS
	Xf
	Xf

	D630
	Airlift Request
	X

R: AMDWS & CSSCS
	X
	X

	D675
	Stop jamming Message
	X

T: ASAS
	X
	X

	D851
	Air Evacuation Request
	
	X
	X

	E400
	Operations Plan And/Or Order Change
	
	X
	X

	E500
	Air Strike Warning Message
	
	Xfp
	Xfp

	F002
	General Administration Message
	X

T/R: AFATDS,  AMDWS, ASAS,  CSSCS, DTSS,  GCCS-A, IMETS & TAIS
	X
	X

	F014
	Request For Information
	X

T/R: AFATDS,  AMDWS, ASAS,  CSSCS, DTSS,  GCCS-A, IMETS & TAIS
	X
	X

	F015
	Response To Request For Information
	X

T/R: AFATDS,  AMDWS, ASAS,  CSSCS, DTSS,  GCCS-A, IMETS & TAIS
	X
	X

	F231
	Ammunition Fire Unit - Ammunition Supply Rate
	
	X
	X

	F401
	Electronic Warfare Employment Message
	X

R: ASAS
	X
	X

	F402
	Electronic Warfare Frequency Deconfliction Message
	X

T/R: ASAS
	
	

	F541
	Acknowledge Message
	X

T/R: AFATDS,  AMDWS, ASAS,  CSSCS, DTSS,  GCCS-A, IMETS & TAIS
	X
	X

	F631
	Airlift Mission Schedule
	X

T: CSSCS
	X
	X

	F658
	Airspace Control Means Request
	X

T/R: TAIS
	Xf
	Xf

	F756
	Airspace Control Order
	X

T/R: TAIS
	Xp
	Xp

	G131
	Intelligence Summary
	X

R: ASAS
	X
	X

	G424
	Electronic Warfare Mission Summary
	X

T/R: ASAS
	X
	X

	G489
	NBC 2 Report
	X

T: GCCS-A, TAIS, & CSSCS

T/R: AMDWS, ASAS,  & AFATDS
	X
	X

	G880
	Personnel Status Report
	X

R: CSSCS
	X
	X

	S102
	Enemy Activity/Weapons
	
	X
	X

	S104
	Special Operations
	
	X
	X

	S106
	Engineer Support Request
	
	X
	X

	S109
	Unit Tasking Order Linkage
	
	X
	X

	S201
	Battlefield Geometry
	Xfp

T: GCCS-A & DTSS 

T/R: AMDWS, ASAS, TAIS, CSSCS, & AFATDS
	Xfp
	Xfp

	S202
	Fire Planning - Artillery Target List
	X

R:AFATDS
	Xfp
	Xfp

	S301
	Multiple Assets Effectiveness Report
	
	X
	X

	S302
	Free Text Message
	
	X
	X

	S303
	Size, Activity, Location, Unit, Time, and Equipment Report
	X

T: ASAS  

R: AMDWS
	X
	X

	S309
	Enemy Interoperability Message
	X

R: ASAS 
	X
	X

	S401
	Air Battle Report
	X

R: AMDWS
	X
	X

	S507
	Resource Message - Location Profile
	Xfp

T: ASAS  

R:  GCCS-A

T/R: AMDWS, CSSCS, & AFATDS
	Xfp
	Xfp

	S508
	Supply Constraints
	
	X
	X

	S509
	Commander’s Tracked Item List
	X

R: CSSCS
	Xp
	Xp


X      
Message will be processed in manual mode

Xf     
Message will be processed  in auto-fill mode (e.g. filled from data in the database)

Xp     
Message will be processed in auto-post mode (e.g. auto-saved to the database)

Xfp  
Message will be processed in auto-fill/auto-post mode

T:  
Message is transmitted by MCS to the indicated system

R:  
Message is transmitted by the indicated system to MCS.

T/R:    
Message is both transmitted and received by MCS and the indicated system.

JVMF Core Message Set

	Message

Number
	MESSAGE TITLE
	Block IV
	Block V
	Block VI

	K01.1
	Free Text
	X

T/R: FBCB2 & TCO
	X
	X

	K01.2
	Unit Reference Query/Response (No Screen)
	
	Xfp
	Xfp

	K02.1
	Check Fire-Check Fire All
	
	X
	X

	K02.4
	Call for Fire
	
	Xf
	Xf

	K02.6
	Observer Mission Update
	
	X
	X

	K02.12
	On-Call Fire Command
	
	X
	X

	K02.14
	Message to Observer (Receive Only)
	
	X
	X

	K02.15
	Fire Support Coordination Measures
	
	Xf
	Xfp

	K02.16
	End of Mission & Surveillance
	
	X
	X

	K02.22
	Subsequent Adjust 
	
	X
	X

	K03.2
	Initial Airborne Artillery Fire Control Radar-Engagement  (Embedded Aviation will send, receive, transmit, & display. All other platforms will receive only)
	
	X
	X

	K04.1
	SPOT, SALUTE, & Engagement
	Xfp

T/R: TCO
	Xfp 
	Xfp 

	K04.2
	Land Route Report
	
	Xp
	Xfp 

	K04.3
	Obstacle Report
	Xfp

T/R: FBCB2
	Xfp 
	Xfp 

	K04.4
	Airborne Artillery Fire Control Radar Report (Embedded Aviation will send, receive, transmit,  & display. All other platforms will receive only)
	
	X
	X

	K04.9
	Bridge Report
	Xfp

T/R: FBCB2
	Xfp 
	Xfp

	K04.13
	Basic Weather Report
	X

T/R: TCO
	X
	X

	K05.1
	Position Report (This is a manual query of OPFACs current position not the auto-report Blue SA)
	Xfp

T/R: FBCB2 & TCO
	Xfp 
	Xfp 

	K05.2
	NBC1
	X

T/R: FBCB2 & TCO
	Xfp
	Xfp 

	K05.4
	NBC 3 
	
	Xfp
	Xfp

	K05.5
	NBC 4 
	
	Xfp
	Xfp

	K05.9
	Chemical Downwind Message
	
	Xf
	Xf

	K05.10
	Effective Downwind Message
	
	Xf
	Xf

	K05.12
	REDCON 
	
	X
	X

	K05.13
	Threat Warning (NBC & Air)
	X

R: AMDWS

T/R: FBCB2 & TCO
	X
	Xfp

	K05.14
	Situation Report 
	X

T/R: FBCB2
	Xfp
	Xfp

	K05.15
	Orders
	X

T/R: FBCB2 & TCO.

T: ISYSCON
	Xfp
	Xfp

	K05.16
	Land Minefield Laying Report 
	
	Xfp 
	Xfp 

	K05.17
	Overlays
	Xfp

T/R: FBCB2 & TCO
	Xfp 
	Xfp 

	K05.18
	MOPP
	
	X
	X

	K05.20
	Execution Matrix
	
	Xfp
	Xfp

	K07.1
	MEDEVAC
	
	X
	X

	K07.3
	Log SITREP Report 
	
	Xp
	Xp

	K07.4
	Personnel Status Report (Embedded Helicopters will not send or receive K5.16)
	
	Xfp
	Xfp

	K07.9
	Supply Point Status Report
	
	Xfp
	Xfp

	K07.12
	Task Management
	
	Xfp
	Xfp


X     
Message will be processed  in manual mode

Xf     
Message will be processed  in auto-fill mode (e.g. filled from data in the database)

Xp     
Message will be processed in auto-post mode (e.g. auto-saved to the database)

Xfp   
Message will be processed in auto-fill/auto-post mode

T  
  Message is transmitted by MCS to the indicated system

R  
  Message is transmitted by the indicated system to MCS.

T/R  
Message is both transmitted and received by MCS and the indicated system.

Note:  Direct database-to-database transfer of information is the preferred method of information exchange.  Direct database-to-database transfer of information is also an MCS system objective.  It is directed by the Defense Information Infrastructure Common Operating Environment, the Joint Technical Architecture, the Joint Technical Architecture-Army, and discussed in US Army Field Manual 6-0.  Message exchanges may be used when direct database-to-database transfer of information is not possible.  When message exchanges are used they shall follow the parameters described in this table.
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	Message Number
	MESSAGE TITLE

	K1.01
	Free Text

	K4.13
	Basic Weather 

	K4.01
	SPOT, SALT, & Engagement

	K5.01
	Position Report 

	K5.02
	NBC1

	K5.13
	Threat Warning (NBC & Air)

	K5.15
	Field Orders

	K5.17
	Overlays
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	Description
	Paragraph Number

	Battle Command on the Move
	4.1.18.1. , 4.1.18.2., 4.1.19., 4.1.49.5.

	Predict future status, location, capability, and force ratios
	4.1.20.4.2.

	Support MDMP
	4.1.11.2. & 4.1.15.

	COA Development and Wargaming
	4.1.15.  

	CCIR
	4.1.1.1.1., 4.1.1.2., 4.1.5. & 4.1.20.    

	Alerts
	4.1.4.1.5., 4.1.4.1.9., 4.1.5., 4.1.7.,4.1.10. 4.1.20.2, 4.1.29., and 4.1.32.  

	Priority Notification of significant events information, and status
	4.1.20.4.4.

	Battle Damage reports and predictions
	4.1.15.5. and 4.1.20.4.6.  

	Decision Aids: DSM, Execution Matrix, Significant Activity List
	4.1.15. and 4.1.20.1.

	Record combat actions 
	4.1.15.5.  

	Friendly and Enemy Combat Power, Resource Status
	4.1.2.2.3.4., 4.1.4.1.3., 4.1.17.

	Commander’s SITREP
	4.1.4.1.9., and 4.1.17.2.  

	Enhanced (3D) Display
	4.1.38.2.  

	Virtual “fly-through”, “walk-through”, and “drive-through” of an operational area
	4.1.38.2. 
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	BOS
	Title
	A4 Issues
	Definition
	ABCS V.6.2
	ABCS V.7
	V.8 (and beyond)
	Remarks

	C2
	Commander's SITREPs
	Commander Tracking Combat Mission Readiness
	Information IAW the unit SOP (normally consisting of unit status regarding operational capability including personnel, pacing item maintenance, key items of supply and equipment and unit locations)
	Receive and send JVMF SITREPS, but no auto update or alert
	Receive and send JVMF SITREPS;  auto alert on receipt
	Automated SITREPS with Audible Alert when received and Auto update the COP
	This is not a stress point. We exchange this message.

	 
	CCIR (Alert)
	CCIR Answers
	PIR, FFIR, and EEFI.  Commander requires an automated alert when the CCIR has been met.  Feeds the Running Estimate.
	CCIR Manually tracked
	Automatically alert (audible and/or visual) the user upon receipt of an answered CCIR
	Automatically alert (audible and visual) the user upon receipt of an answered CCIR
	This is not a stress point. CCIR is tracked manually

	 
	FRAGOs
	FRAGOs, Orders, and Graphics
	Change in mission, intent, task organization, priorities; available for planning on receipt and display (textually and graphically) on COP for execution; requires alert on receipt and effective date/time on all products.  FRAGO graphics are auto-posted to COP display with effective DTG noted.
	Send and receive FRAGOs and WARNOs to/from FBCB2.  Send all plans/orders to other ABCS systems (p. 20)
	Send and receive all orders and plans to FBCB2 (p.21).  
	WARNOs, OPLANS, OPORDS to coalition forces (p.22)
	Currently the sending of all orders and graphics is not an issue at the upper Tactical internet.  The issue, stress point, is  trying to send OPORD to FBCB2 due to the size of the pipes.  We can exchange small orders, FRAGOs between the systems, and that is the requirement. The system will only send the information in the message.  It will not send any thing else, i.e., a power point presentation.

	 
	Running Estimate
	Anticipate future orders
	Estimate of the unit's capability to complete the mission (current and future) IAW METT-TC (a predictive capability tied to CCIR and the DSM - allowing rapid comparison to the plan). Access to COA evaluation, wargaming and rehearsal tools.  Information on current Force Protection measures and status.
	 
	 
	Automated wargaming, running estimate, visibility of current and projected combat power, automated CCIR, BOS staff estimate tool, blue red visibility, all graphic control measures, send and receive all orders and overlays (p. 36)
	This capability not required for IOTE.

	 
	Graphic Control Measures (air and ground)
	FRAGOs, Orders, and Graphics
	Display graphic control measures IAW 2525B (examples of minimum requirement: unit boundaries, LD/LC, FLOT, axis of advance, engagement areas, TAA, phase lines, decision points, TAI, NAI, Airspace control measures; i.e routes, corridors, zones).
	Create, edit, store, manage disseminate, retrieve, and receive overlays/combined arms graphics IAW FM 101-5-1 and MIL STD 2525B (p. 27)
	Set editing privileges to manage overlays (p. 27)
	dynamic overlays, date time group stamps on all overlays (p. 27)
	Potential Stress point w/ FBCB2: this has not been proven in an independent developmental test.  Currently, MCS does parse (if required due to size of overlay--576KB and prompted by operator action) an overlay that is being built in MCS.  MCS provides an indicator to the operator as the overlay is being built to inform him of this.  Within: ATCCS:  two of the three systems,web posting and send mail, work reliable and consistently.  The third, K5.17 JVMF message, is not as reliable; however there only needs to be one reliable system to achieve successful threashold.   

	 
	ISR
	Predictive Operational Analysis, develop situation/R&S
	Planned availability, location, orientation, coverage, integration and status of sensors, systems and units; alert on loss of assets, coverage (to include gaps in coverage or lack of coverage of NAIs)  or connectivity.
	ASAS Reliance
	 
	 
	 

	 
	Information Operations
	Sensor Fusion, Full Dimensional Protection
	Assessment based on METT-TC.  Twelve elements of IO (Military Deception, Counter Deception, OPSEC, Physical Security, Electronic Warfare (Electronic Attack, Electronic Protection, Electronic Warfare Support), Information Assurance, Physical Destruction, PSYOPS, Counter-propaganda, Counterintelligence, Computer Network Attack, Computer Network Defense) are currently supported by tasks assigned to other BOS.  
	 
	 
	 
	This capability not required for IOTE.

	 
	Civil Military Operations
	Tracking Key Variables, 
	Provide visual Civil-Military Operations (CMO) information including Serious Incidents, Civilian Population and Transportation, Host Nation Facilities, Government Facilities and Assets and Civil Affairs;  Alert the commander and provide visibility of collateral damage to restricted targets (people, facilities, cultural limitations);  Display of the CMO Annex and Overlay and the capability to make Support Requests from the host nation   
	 
	 
	 
	This capability not required for IOTE.

	 
	Battle Command on the Move
	On the Move
	Provide the commander with the ability to execute battle command anywhere in the battlespace and un-tethered from a specific platform or CP 
	 
	Primary C2 vehicles  COP (p.34) A2C2S and ABCCC, EMPRS, Primary C2 vehicles full (p.34)
	Full operation (p. 34)
	 

	 
	Collaboration
	Commander's collaboration Tools, Commander's Talking together
	Supports common situational understanding; virtually discuss intent; have the ability to make near real-time adjustments to control measures and the plan with near real-time dissemination to subordinate and lateral commanders and staff. 
	Support collaboration within and between command posts includes white-boarding, text chat, map snapshots (on upper TI only/ minimum of four workstations) (4.1.19)
	Block IV with Voice over IP
	Multiple ATCCS  workstations including FBCB2 and Land Warrior.  Collaboration tool supports dismounted forces and BCOTM                        VTC
	This capability is in place and well tested.

	 
	Information Processing and Transporting Battlefield Automated Systems 
	 
	Battlefield Automated Systems and the Communications Network must be Robust, Redundant, Reliable, Simple, Small and Light.  
	Communicate on existing Army tactical comms networks
	Communicate on emerging JTRS.
	Both wired and wireless systems to support TOCs and BCOTM
	No issue on this.

	MAN
	Friendly Locations within the Battlespace
	Blue COP, Tracking Key Variables
	All friendly forces with command, support or proximity relationship (prefer entity level visibility); air units; all services, allies and interagency; and dismounted entities at BDE and below.  Commander needs to be able to selectively show different echelons within the same screen (i.e. depict an ADA platoon on the same screen with battalion level units) and be able to de-aggregate a unit to show subordinate units.  Provide an alert upon loss of connectivity. Display and track unidentified air and ground entities in the battlespace.
	Display friendly forces(subordinate, supporting and specialty units) two levels down (Echelon at a time).  Adjacent unit headquarters, frequency update is METT-TC dependent.  Operations overlays.
	Air defense, fire support and engineer obstacle overlays, and Air Tracks (Echelons displayed by type, and platform level)
	Full COP, all pertinent units (Any reporting unit tailorable to the commander's needs).  CSS, Aviation, UAV JSTARS, and IMETS overlays
	This is not a stress point. We receive and display the EBC feed.

	 
	Current Combat Power
	Commander Track Combat Readiness
	Maneuver, fire power, protection, leadership and information (status of the information system defined as network status (availability and coverage), capacity and security and current INFOCON).  Display on the COP by unit (slant report).  
	Unit resource status from CSSCS.  Provide a display of operational combat power based on manual input 
	 On call/Instant combat power, unit resource, personnel, and logistics status from CSSCS.  Automated display of operational combat power.  Network management system can Automatically  detect network operational status of MCS (p. 54)
	Visibility of user defined major end items and classes of supply at unit level.  Real time operational combat power report
	This is done manually and is not a problem

	 
	Geospatial (terrain)
	Terrain 
	Elevation data (DTED level 5), all NIMA products (special products: 3d visualization, direct fire weapons coverage, vegetation data, subterranean data, etc.). Predictive:  tactical decision aids to show effects of terrain on operations.
	(MCS Light) Weapons line of sight, line of sight communications, weapons range fans. Initial terrain analysis includes OCOKA (p. 63)
	Slow-go/no-go terrain.  Interface with DTSS and receive and display terrain analysis addressing mobility, trafficability, terrain visualization, visibility analysis and special products. Weapons effects display (weapons templating) 
	Display unit weapons effects.  Movement time analysis.  3D display of terrain (walk through, fly through, drive through).  Employ an ABCS common map viewer.
	Not an issue for IOTE.

	 
	Weather
	Weather
	Current weather and its effects on friendly and enemy personnel, platforms, sensors, and terrain; provide automated severe weather warnings over the entire network.
	Exchange severe weather warnings
	 
	Wargaming will incorporate effects of weather on terrain and mobility
	This is the basic weather message and we currently exchange this.

	 
	Staff Estimate
	Commander's Mission Analysis and operational analysis, Rehearsal Tool
	COA evaluation, wargaming and rehearsal tools; inputs to update the CDR's Running Estimate
	Digitize analog MDMP products
	Automated MDMP.  Calculate COFMMs, enforce ratio work sheets, prepare COAs. Apply standard movement rates, slow go/no go terrain approach, automated determination of engagements.  Provide MDMP checklist.  Incorporates BDA, facilitates the production of orders and plans. Support enroute mission planning and rehearsal.
	Automated wargaming, Algorithm conflict resolution, running estimate, visibility of current and projected combat power, automated CCIR, BOS staff estimate tool, blue red visibility, all graphic control measures, send and receive all orders and overlays.  Display animated COA to analyze COAs and convert into decision support and synchronization matrices.  Synchronize MDMP.
	 

	INTEL
	Current Enemy Situation
	Red COP
	All enemy ground and air units in the battlespace (uncorrelated data and the correlated red picture).  Want to know capabilities (to include display of enemy weapons effects/range fans), task and purpose with respect to: maneuver, fire power, protection, leadership, and information.
	Receive and display correlated red from ASAS
	Display both correlated red from ASAS and uncorrelated red from FBCB2
	 
	The only stress point is: MCS is totally dependent upon what gets put into the JCDB from ASAS. MCS has no issue pulling information out the JCDB.

	 
	Sensor Reports (alerts) 
	Sensor Fusion
	Fused and live data from all available sensors within battlespace, manned and unmanned.  Alert when sensors become unavailable.
	 
	 
	Enemy indirect fire vectors will be based on data received from sensors. Audible and visual alert when FS sensor data, such as counter mortar, Artillery JSTARS
	This capability not required for IOTE.

	 
	Staff Estimate including ENSIT (Up to 72 hrs out at Corps; 48 hrs out at DIV; 12 hrs out at BDE and BN)
	Commander's Mission Analysis and operational analysis, Rehearsal Tool
	Enemy most likely COA and most dangerous COA with event template wargamed over time (automated display).  COA evaluation, wargaming and rehearsal tools; inputs to update the CDR's Running Estimate.
	Digitize analog MDMP products
	Automated MDMP.  Calculate COFMMs, enforce ratio work sheets, prepare COAs. Apply standard movement rates, slow go/no go terrain approach, automated determination of engagements.  Provide MDMP checklist.  Incorporates BDA, facilitates the production of orders and plans. Support enroute mission planning and rehearsal.
	Automated wargaming, Algorithm conflict resolution, running estimate, visibility of current and projected combat power, automated CCIR, BOS staff estimate tool, blue red visibility, all graphic control measures, send and receive all orders and overlays.  Display animated COA to analyze COAs and convert into decision support and synchronization matrices.  Synchronize MDMP.
	Currently this is done via a template from the Integrated Office Product. 

	 
	Battle Damage Assessment
	 
	Near real time BDA feedback including estimated kills, confirmed kills, and effects on infrastructure (i.e. bridges, roads, key facilities).  
	 
	Record combat action to include battle damage to both sides and resource utiliization 
	Ability to receive battle damage report/estimate and compare this data with battle damage prediction and goals determined during wargaming
	The reception of this information is from ASAS.

	FS
	Fire Support Capabilities/ Overlay
	 
	Fire support assets and availability of special munitions (ER MLRS, ATACMS) with range fans (including dead-space), planned targets 
	 
	Display the fire supprot overlay
	Display both friendly and enemy indirect fire vectors 
	Not an issue for IOTE.

	 
	Fire Support Coordination Measures
	 
	Display all FSCM IAW 101-5-1 (FSCL, NFA, NFL, etc.)
	 
	Display the fire supprot overlay
	 
	We do display some, but is limited to certain measures only.  Not a stress 

	 
	Sensors (Q36/Q37) 
	Sensor Fusion
	Display of sensor status and coverage with warning if unavailable.
	 
	 
	Enemy indirect fire vectors will be based on data received from sensors. Audible and visual alert when FS sensor data, such as counter mortar, Artillery JSTARS
	Not an issue for IOTE.

	 
	High Payoff Target Lists
	 
	Display of high payoff targets (requires differentiation from all other targets)
	 
	Display HPTs, HVTs (P. 36)
	Automatic means to visually distinguish HPTs, HVTs, planned, and active targets
	Not an issue for IOTE.

	 
	Available CAS/Joint Strike Assets
	Joint and Theater issues
	Display of the assets and control measures available from the ATO for the current cycle
	 
	 
	Display current/planned availability of air support from the ATO/ACO 
	Not an issue for IOTE.

	 
	Staff Estimate
	Commander's Mission Analysis and operational analysis, Rehearsal Tool
	COA evaluation, wargaming and rehearsal tools; inputs to update the CDR's Running Estimate
	Digitize analog MDMP products
	Automated MDMP.  Calculate COFMMs, enforce ratio work sheets, prepare COAs. Apply standard movement rates, slow go/no go terrain approach, automated determination of engagements.  Provide MDMP checklist.  Incorporates BDA, facilitates the production of orders and plans. Support enroute mission planning and rehearsal.
	Automated wargaming, Algorithm conflict resolution, running estimate, visibility of current and projected combat power, automated CCIR, BOS staff estimate tool, blue red visibility, all graphic control measures, send and receive all orders and overlays.  Display animated COA to analyze COAs and convert into decision support and synchronization matrices.  Synchronize MDMP.
	MCS has digitized the products of this analog process.  

	 
	Focus of Fires
	Mission and operational Analysis
	Friendly focus of fires (where I am firing-lethal and non-lethal); enemy focus of fires (where he is firing); way to determine/ measure if fires are meeting the commander's intent for fires
	 
	 
	 
	Not an issue for IOTE.

	 
	Priority of Fires
	 
	Ability to track and rapidly change POF
	Issue Orders and FRAGOs
	 
	 
	Not a stress point.  This is part of the orders dissemination.

	AD
	ADA Status (Weapons and Sensors)
	Full Dimensional protection
	Location, orientation and coverage available from all weapons and sensors.  Coverage from Corps-level assets.  Confirm or deny the existence of a link to the joint sensor network.  Displays current operational capability of weapons and sensors to include missiles on hand.  Alerts occur when organic sensors or weapons become unavailable. Alerts to changes in Weapons Control Status.   Capability to  compare coverage of weapons/sensors (display of "range fans") to enemy air avenues of approach.
	Alerts addressed in IERs
	Receive and display AD overlay 
	 
	This will not be tested during IOTE.

	 
	Aerial Threat/Targets (Alert/Warning)
	Full Dimensional protection
	Display live air picture; alert to threats (changes in Air Defense Warnings) against commanders prioritized defended asset list (PDAL) or imminent local attack or surveillance.  
	Alerts addressed in IERs
	Receive air tracks from AMDWS.  Receive AD overlay 
	 
	This will not be tested during IOTE.

	 
	Staff Estimate 
	Commander's Mission Analysis and operational analysis, Rehearsal Tool
	COA evaluation, wargaming and rehearsal tools; inputs to update the CDR's Running Estimate
	Digitize analog MDMP products
	Automated MDMP.  Calculate COFMMs, enforce ratio work sheets, prepare COAs. Apply standard movement rates, slow go/no go terrain approach, automated determination of engagements.  Provide MDMP checklist.  Incorporates BDA, facilitates the production of orders and plans. Support enroute mission planning and rehearsal.
	Automated wargaming, Algorithm conflict resolution, running estimate, visibility of current and projected combat power, automated CCIR, BOS staff estimate tool, blue red visibility, all graphic control measures, send and receive all orders and overlays.  Display animated COA to analyze COAs and convert into decision support and synchronization matrices.  Synchronize MDMP.
	Digitize the products of this Analog process

	M/CM/S
	Obstacles (Alert) 
	Full Dimensional protection
	Display of known obstacles (red and blue), natural and man-made with bypasses and cleared lanes.  Display minefield proximity alerts.  Alert for scatterable mines deployed by enemy. Graphical control measures for obstacles.  Ability to track obstacle emplace locations and status (planned, emplaced, breached, active and expiration times (for FASCAM or other "smart" mines) or removed)
	Terrain analysis includes obstacles.  
	Generate engineering report for obstacles.  Query database for obstacles. Display obstacle overlay
	Wargame the effects of obstacles.  
	We use the terrain analysis from ASAS (the MCOO/IPB), and don't make our own

	 
	NBC Reports (Alert)
	Full Dimensional protection
	Visual alert to any NBC detection within the battlespace.  Automatic visual display on the COP of effects (extent and predicted hazard duration) populated on the COP.
	Receive standard NBC reports 
	JWARN NBC integration application (meteorological/NBC sensors).  Graphics, warnings, plotting.
	 
	NBC 1,3,4 Reports are sent and received.  

	 
	M/CM asset visibility and mobility (Note: Corps focus is on general/route mobility, lower echelons are increasingly focused on M/CM assets/equip.)
	Terrain, weather, operational analysis
	Display the status of mobility information (routes, bridges….), and key engineer mobility and countermobility assets, equipment and efforts.  Rapidly update trafficability and route status information resulting from reconnaissance with one time entry into the terrain database.
	Terrain analysis includes obstacles.  Unit resource status from CSSCS.  Provide a display of operational combat power based on manual input 
	Engineer specific planning and status reports.  Receive and display engineer overlay
	Engineering visualization/functions and calculations
	 

	 
	Staff Estimate
	Commander's Mission Analysis and operational analysis, Rehearsal Tool
	COA evaluation, wargaming and rehearsal tools; inputs to update the CDR's Running Estimate
	Digitize analog MDMP products
	Automated MDMP.  Calculate COFMMs, enforce ratio work sheets, prepare COAs. Apply standard movement rates, slow go/no go terrain approach, automated determination of engagements.  Provide MDMP checklist.  Incorporates BDA, facilitates the production of orders and plans. Support enroute mission planning and rehearsal.
	Automated wargaming, Algorithm conflict resolution, running estimate, visibility of current and projected combat power, automated CCIR, BOS staff estimate tool, blue red visibility, all graphic control measures, send and receive all orders and overlays.  Display animated COA to analyze COAs and convert into decision support and synchronization matrices.  Synchronize MDMP.
	We digitize the products of this analog process

	 
	Sustainment Engineering
	Sustain Combat Power
	Visibility of project management of infrastructure engineering projects
	Terrain analysis includes obstacles.  Unit resource status from CSSCS.  Provide a display of operational combat power based on manual input 
	Engineer specific planning and status reports.  Receive and display engineer overlay
	Engineering visualization/functions and calculations
	This will be manually tracked using an office package. 

	 
	Survivability
	Full Dimensional protection
	Ability to monitor the achievement of survivability preparations: planned vs. currently executed
	Addressed in the IERs
	 
	 
	FBCB2 sends JVMF 4.3  Obstacle Report, no auto-posting of overlay.  Reliant upon manual posting to an overlay.  Stress is on TF Engineer that has to create this product manually.  

	 
	Chemical Survivability  and Asset Visibility  
	Full Dimensional protection
	Display the status of key chemical survivability information (status of decontamination sites) and survivability/mobility assets (smoke platoons, NBC Recon squads, and decontamination platoons).
	, 
	NBC vulnerability analysis, monitoring of NBC supplies and equip., C2 of NBC assets, integration of information from chamical recon assets, NBC plotting and planning, unit warnings, NBC attacks, hazards, and reports 
	 
	N/A

	CSS
	Future Combat Power
	Combat Power
	Projection of combat power (maneuver, fire power, protection, leadership and information), given a battle rhythm and phase of operation, over time by unit (CL I, water, CL III, CL V, M/M, transportation) up to 72 hrs out.  Provide a slant report for key weapons systems-i.e. M1, M2, M3, Arty, ADA, Rotary Wing. 
	 
	 
	Predict future status, location, capability, and force ratio.  Ability to adjust predictive OPTEMPO.
	N/A

	 
	Staff Estimate
	Commander's Mission Analysis and operational analysis, Rehearsal Tool
	COA evaluation, wargaming and rehearsal tools; inputs to update the CDR's Running Estimate
	Digitize analog MDMP products
	Automated MDMP.  Calculate COFMMs, enforce ratio work sheets, prepare COAs. Apply standard movement rates, slow go/no go terrain approach, automated determination of engagements.  Provide MDMP checklist.  Incorporates BDA, facilitates the production of orders and plans. Support enroute mission planning and rehearsal.
	Automated wargaming, Algorithm conflict resolution, running estimate, visibility of current and projected combat power, automated CCIR, BOS staff estimate tool, blue red visibility, all graphic control measures, send and receive all orders and overlays.  Display animated COA to analyze COAs and convert into decision support and synchronization matrices.  Synchronize MDMP.
	Digitize the products of this  Analog process

	 
	Total Asset Visibility
	Sustain Combat Power
	Visibility of transportation missions and assets and the location of key replacement personnel, equipment or supplies in transit (Need to see platforms equipped with other tracking systems).  Includes the time-definite, ground or air, delivery of material, equipment, units, personnel, and services to and within the area of operations.
	 
	Unit resource status from CSSCS, personnel status and logistics status.  
	 
	This capability not required for IOTE.

	 
	Medical
	Sustain Combat Power
	Visibility of medical assets and casualty evacuation including feedback on quantities, types and causes of casualties
	 
	 
	 
	This capability not required for IOTE.

	 
	Personnel
	Sustain Combat Power
	Visibility of current and future personnel assets including critical MOSs and key leaders
	 
	Unit personnel status from CSSCS 
	 
	This capability not required for IOTE.

	 
	Supply and Maintenance
	Sustain Combat Power
	Visibility of maintenance actions (work orders and repair parts status) for key pacing items
	 
	Unit logistics status from CSSCS  
	 
	This capability not required for IOTE.

	 
	Interoperability
	Joint Theater Issues
	Exchange information with BAS of joint forces in order to enable the commander to synchronize his own elements of combat power and coordinate the use of combat power with joint forces in a JOA
	Limited interoperability with USMC TCO (JVMF messages)
	USMC TCO (full interoperability)              Limited interoperability with GCCS-A and TBMCS
	Full interoperability
	This is a stress point solely based on the fact that is not complete.  We don't anticipate that this will be an issue, but need to raise the issue.  We will exchange the 8 messages between the two programs.  Final completion of this process is scheduled for Aug 02.  

	
	
	
	
	Interoperable with GCCS-A to Joint GCCS
	Interoperable with GCCS-A to Joint GCCS
	Interoperable with GCCS-A to Joint GCCS
	Must be on the same LAN for this interoperability to be effectively seam less

	
	
	
	
	
	
	
	 

	
	
	Other issues
	
	 
	 
	 
	

	
	
	
	A.  Stress point for the TSM MCS/GCCS-A will be managing the IOTE prep demands, visits to user and Materiel Developer, Integration testing.  Mitigation of coordination session at Higher headquarters would greatly help.  
	 
	 
	 
	

	
	
	
	B. Training.  Need to ensure that we set the unit and ourselves up for success.  Units need to train on operator competencies, BFA specific, and Command Post specific TTPs and then have them made into approved SOPs.  Through this sequence we will ensure that we are postured for a successful tes. 
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	CHAPTER I:  GENERAL DESCRIPTION OF OPERATIONAL CAPABILITY

	GIG Reference
	I.B.3
	Does the GIG CRD appear in the Related Documents section?
	1
	1.1.1.
	
	Yes

	
	
	
	10
	1.4.2
	
	Yes

	Operational Concept
	I.D
	If the OV-1 depicts information exchange relationships, are the producer, user, and command node entities identifiable?
	Figure 3-1, 3-2, 3-3
	Figure 3
	
	Yes

	
	
	Does the operational concept include external information exchange?
	16
	1.5.2.4.2. & 1.5.2.4.3.
	
	Yes

	GIG Implementation Guidelines

GIG Implementation Guidelines


	I.E
I.E
	Have each of the following GIG implementation guidelines been considered and applied in the ORD as appropriate?  
	
	
	
	Yes

	
	
	GIG implementation done in accordance with the standards included in the most current version of the DoD JTA?
	18
	1.7.1
	
	Yes*

	
	
	All new Command, Control, Communications, Computers and Intelligence (C4I) emerging systems and upgrades to be fielded as level 6 DII COE compliant with the goal of achieving level 8 compliance?
	70
	5.3.1.1
	
	Yes

	
	
	
	70
	5.3.1.2.
	
	Yes*

	
	
	System is either standards-based or employs commercial-off-the-shelf (COTS) technologies to:

· Facilitate joint, allied, and coalition interoperability?

· Simplify integration?

· Reduce both long and short-term costs?
	53
	4.1.36.1. Rationale
	
	Yes*

	
	
	
	71
	5.3.8.
	
	Yes

	
	
	System is to be scalable, affordable, sustainable and extensible with respect to its functionality?
	72
	5.4.2. Rationale
	
	Yes*

	
	
	System is designed to accommodate change and facilitate the integration of future systems and technologies as they evolve?
	64
	4.1.48
	
	Yes

	
	
	System is consistent with current DoD, IC, and commercial efforts regarding data and metadata standardization?
	70
	5.3.1
	
	Yes*

	
	
	Additional manpower requirements are minimized?
	73
	5.5.1
	
	Yes

	
	
	Reliability, availability, survivability, and maintainability features of the system are designed to support all functions necessary to meet the requirements documented in Chapter IV, including the ability to recover from critical failures?
	66
	4.3
	
	Yes

	
	
	
	34
	4.1.9.1.
	
	Yes

	
	
	Emphasis is placed on reducing the complexity, time, and cost of training?
	9
	1.3.1.6.
	
	Yes*

	
	
	
	23
	1.8.4.9
	
	Yes

	
	
	Software design is aimed at enhancing interoperability and commonality among GIG-enabled systems?
	70
	5.3
	
	Yes*

	
	
	System designed using an open systems approach and adhering to applicable standards within the JTA?
	70
	5.3.1.
	
	Yes*

	
	
	Ba Bandwidth and throughput requirements along with implications to strategic, fixed, theater, and tactical architectures are considered?
	17
	1.5.2.5
	
	Yes

	
	
	
	33
	4.1.4.1.6
	
	Yes

	
	
	
	42
	4.1.19.1.4.
	
	Yes

	
	
	
	60
	4.1.39.4
	
	Yes

	
	
	United States Imagery and Geo-spatial Information Service (USIGS) standards used for the processing and display of imagery and geospatial data across the GIG ?
	76
	5.9.
	
	Yes

	
	
	System will be developed, tested, and deployed in a manner that is compliant with all appropriate treaties and international agreements?
	16
	1.5.2.4.3
	
	Yes

	
	
	System will be tested and certified for interoperability IAW Joint Interoperability Test Command (JITC) procedures?
	27
	4.1.2
	
	Yes*

	
	
	System enables users to operate in a multilingual environment to overcome the inherent language barriers of multinational and coalition operations?
	
	
	
	No

	
	
	System mitigates security risks and meets all current security provisions articulated in appropriate DoD and IC policies, procedures, and instructions including DoDD 8500.aa?
	64
	4.1.43 Rationale
	
	Yes*

	
	
	
	71
	5.3.5
	
	Yes

	
	
	System uses standards-based rather than system-unique security mechanisms?
	64
	4.1.45 Rationale
	
	Yes

	
	
	ORD considers ongoing developments and evolving specifications in the following areas (as applicable):
	
	
	
	

	
	
	Joint Operational Architecture (JOA)?
	18
	1.7.1
	
	Yes*

	
	
	Nuclear C2 Systems Technical Performance Criteria (NTPC)?
	
	
	
	N/A

	
	
	GIG Architecture?
	18
	1.7.1.
	
	Yes*

	
	
	Mission Information Management (MIM) Architecture?
	
	
	
	N/A

	
	
	Time-phased requirements developed in ORD, with associated objectives and thresholds, IAW DODI 5000.2?
	21
	1.8.
	
	Yes

	CHAPTER II:  THREAT

	Threat to be Countered
	II.
	If information exchange is fundamental to the ORD, does Chapter II mention Information Operations, Computer Network Attack, Computer Network Exploitation, Electronic Warfare, and Electromagnetic Pulse?


	24
	2
	
	Yes

	CHAPTER III:  SHORTCOMINGS IN MISSION AREA AND EXISTING SYSTEMS

	Shortcomings
	III
	Does the ORD describe shortcomings or absence of existing capabilities and systems to fulfill the needs of the GIG functions described in Chapter I?

As applicable, are GIG shortcomings addressed such as: lack of interoperable applications; limited ability to rapidly catalog, search, and retrieve required information; limited ability to effectively and efficiently use existing RF spectrum; limited ability to move digital information seamlessly; lack of asset visibility resulting in limited ability to effectively manage a common user network; limited means to prioritize information and establish profiles; limited ability to support multilevel security operations?
	24
	3
	
	Yes

	CHAPTER IV:  CAPABILITIES REQUIRED – PROCESS FUNCTION

	Processing Efficiency and Effectiveness
	IV.B.2b
	All computing processes of system shall optimize the use of constrained computing and dissemination resources (Threshold)?
	18
	1.7.7
	
	Yes*

	Reuse Of Information Products
	IV.B.2c
	System’s previously generated, shareable information products (i.e., processed data) shall be reused to maximize consistency and efficiency, and to minimize process redundancy (Threshold)?
	19
	1.7.8
	
	Yes*

	Processing Mode
	IV.B.2d
	System shall have processes to accommodate an interactive and multimedia processing environment (Threshold)?  System’s need for processing modes other than interactive and multimedia, especially batch processing, shall be clearly demonstrated and justified prior to their adoption (Threshold)?  System shall use time-critical processing when dealing with survival information, in order to meet stringent timeliness requirements (Threshold)?
	19
	1.7.9.
	
	Yes*

	Cohesiveness
	IV.B.2e
	Each process of the system shall accomplish a well-defined single function so as to achieve cohesion and enhance process reusability and system maintainability (Threshold)?
	19
	1.7.10
	
	Yes*

	Modularity
	IV.B.2f
	System’s processes shall be modular to reduce maintenance and promote reusability (Threshold)?
	19
	1.7.11
	
	Yes*

	Process Reusability
	IV.B.2g
	System shall have, to the maximum extent possible, processes that are designed (using off–the–shelf standard components built according to an open standard) and implemented to be reusable in multiple systems and computing environments as plug and play “commodities” or “generics” rather than custom built from scratch each time (Threshold)?
	19
	1.7.12
	
	Yes*

	Reliability
	IV.B.2h
	System shall have processes that are classified either as deterministic or non-deterministic, with each deterministic process producing consistent and definite results, and each non-deterministic process specifying a range with boundary limits and the expected average for each output generated (Threshold)?    
	19
	1.7.13
	
	Yes*

	Validation
	IV.B.2i
	The accuracy of outputs from the system’s processes, deterministic or otherwise, shall be testable, meaning that processes shall be executable and the actual outputs generated by a process shall conform to expected outputs governed by operational requirements (Threshold)?  In the case of the system’s non-deterministic processes, it shall be possible to predict all outputs within specified limits (Threshold)?
	19
	1.7.13
	
	Yes*

	Verifiability
	IV.B.2j
	System shall have processes that facilitate verification, and verification activities shall be performed to discover design errors and demonstrate the conformance of the system to the specified requirements (Threshold)?
	19
	1.7.14
	
	Yes*

	Interprocess Communications
	IV.B.2k
	To achieve interoperability among the system’s processes, all processes shall use standardized mechanisms to communicate with each other, and process interfaces shall follow established standards for interprocess communications regardless of whether they are communicating with processes residing within the same computing system or with processes residing on remote systems (Threshold)?   
	19
	1.7.15.
	
	Yes*

	Process Prioritization
	IV.B.2l
	System’s processes shall be responsive to task prioritization dynamically (Threshold)?
	20
	1.7.16
	
	Yes*

	Process Adaptability
	IV.B2m
	All critical processes of the system shall have the capability to monitor the available resources and dynamically adjust their processing characteristics and behavior in accordance with the resources made available for their use (Threshold)?  
	20
	1.7.17.
	
	Yes*

	Standards-Based Processing
	IV.B.2n
	All processes of the system shall demonstrate compliance with existing directives, instructions, and prescribed standards, to include appropriate performance-based standards (Threshold)?
	20
	1.7.18
	
	Yes*

	Process Security
	IV.B.2o
	All processes of the system shall be protected and secured at appropriate levels and be visible to and cooperate with all information assurance operations (Threshold)?
	20
	1.7.19.
	
	Yes*

	Non-GIG Interoperability
	IV.B.2p
	System’s processing shall accommodate non-DoD (Threshold) and allied and coalition (Objective) operations when necessary?
	20
	1.7.20
	
	Yes*

	Robust & Flexible Processing
	IV.B.2q
	All process failures and processing exceptions of the system shall be handled through error handling and recovery mechanisms which are consistent with threat and risk levels associated with the processing task (Threshold)?
	20
	1.7.21.
	
	Yes*

	Analytical and Collaboration Services
	IV.B.2r
	System’s processing shall support analytical and collaboration capabilities through services that support collaborative planning, decision-making aids, modeling and simulation, data mining, intelligent agents and virtual workspaces (Threshold)?
	20
	1.7.22.
	
	Yes*

	Information Management Support
	IV.B.2s
	System’s processing shall accommodate all Information Management (IM) tasks related to creation, acquisition, transmission, organization, storage, dissemination, presentation, protection and disposition of information, as well as other information processing tasks guided by and in compliance with the DoD CIO IM Strategic Plan (Threshold)?
	20
	1.7.23.
	
	Yes*

	Interface Definition
	IV.B.2t
	All process interfaces of the system shall be well defined and clearly specified to include at a minimum all input specifications, output specifications, and specifications for controls required for triggering the process (Threshold)?
	20
	1.7.24.
	
	Yes*

	Cross-Platform Functionality
	IV.B.2u
	System’s processes shall be independent of the computing platform regardless of the programming or scripting (Threshold)?
	20
	1.7.25.
	
	Yes*

	Process Availability
	IV.B.2v
	System’s processing components shall ensure that the overall system availability is not compromised due to run-time process failures (Threshold)?
	20
	1.7.26.
	
	Yes*

	CHAPTER IV:  CAPABILITIES REQUIRED – STORE FUNCTION

	Data Interoperability
	IV.B.3b
	System shall identify and use common standards for data and metadata representation (Threshold)?

All of a system’s data that will be exchanged, or has the potential to be exchanged, shall be tagged in accordance with the JTA standard for tagged data items (e.g., Extensible Markup Language [XML], the current JTA standard), and tags shall be registered in accordance with the DoD XML Registry and Clearinghouse policy and implementation plan (Threshold, KPP)?
	70
	5.3.
	
	Yes*

	Information Integrity
	IV.B.3c
	System’s storage process shall not alter stored data in a manner that compromises the integrity of the data/information (Threshold)?
	20
	1.7.27.
	
	Yes*

	Infrastructure Management
	IV.B.3d
	System shall provide visibility of storage infrastructure to efficiently manage storage capacity and provide the capability to remove/discard stored data as required (Threshold)? 
	21
	1.7.28
	
	Yes*

	Data Distribution
	IV.B.3e
	System’s data shall be stored in a manner that facilitates distribution IAW processing and transport needs and supports the rapid retrieval of information by the user (Threshold)?  Each item of stored data in the system shall have a single discrete source of reference so that future updates of that data, while being stored in other locations, will be able to refer back to the single reference source, thus ensuring that the information is being updated with the most current available version (Threshold)?
	21
	1.7.29
	
	Yes*

	Data Survivability
	IV.B.3f
	System’s data shall be stored in a manner that assures the required access to and use of all needed data, and in a way that prevents the loss of stored data from physical threats such as fire, water damage, information operation threats, and Electromagnetic Pulse (EMP) as appropriate to the information being stored (Threshold)?  
	21
	1.7.30
	
	Yes*

	Data Security
	IV.B.3g
	System’s data being stored shall include its classification and releasability criteria within the semantic tag or associated schema (Threshold)? 
	63
	4.1.45.
	
	Yes

	Data Disposal
	IV.B.3h
	System’s data that is no longer required shall be disposed of effectively and efficiently, so that the storage space that was used by the disposed data can be used for the storage of new data without the user having to do any additional actions once the decision to dispose has been made (Threshold)?  
	21
	1.7.31
	
	Yes*

	Data Retention
	IV.B.3i
	System’s data shall be retained in a manner that meets all mission and regulatory guidance and is transparent to the user (Threshold)?
	21
	1.7.32
	
	Yes*

	CHAPTER IV:  CAPABILITIES REQUIRED – TRANSPORT FUNCTION

	Switching/
Routing/
Transmission
	IV.B.4b
	System providing switching, routing, and transmission control capabilities/mechanisms shall be fully interoperable and work seamlessly across the entire GIG in accordance with DoD JTA (Threshold)?
	
	
	
	N/A

	Spectrum Supportability/ Electromagnetic Environmental Effects
	IV.B.4c
	System shall optimize use of the available electromagnetic spectrum through efficient frequency reuse and advanced modulation, compression and filtering techniques, and shall comply with DoD, National and International spectrum management policies as applicable (Threshold)?  System shall be mutually compatible with other systems, including allied and coalition systems, in the operational environment and shall not be degraded by electromagnetic environmental effects (Objective)?
	
	
	
	N/A

	Quality of Service
	IV.B.4d
	Transport system shall provide QoS capabilities that ensure that information identified as priority is delivered ahead of regular traffic 99% of the time (Threshold, KPP) and 99.9% of the time (Objective, KPP)?  Required QoS factors include:

Prioritization.  End users shall be able to assign priority to information targeted for transport (Threshold)?

· Response Time.  All transport capabilities shall be designed to meet or exceed customer stated response times (Threshold)?

Precedence.  Data shall receive expedited handling during transport in accordance with the commander’s policy and user assigned priority (Threshold)?

Reliability.  Delivery of information shall be guaranteed in accordance with its assigned broadcast level (Threshold)?

Latency.  It shall be possible to deliver information in real and/or near real time as required (Threshold)?
	
	
	
	N/A

	Information Integrity
	IV.B.4e
	System shall maintain and guarantee during transport the integrity of all information elements exchanged throughout the GIG to enable user confidence; information integrity shall be 99.99% (Threshold, KPP) and 99.999% (Objective, KPP).
	
	
	
	N/A

	Standards
	IV.B.4f
	To ensure system interoperability across the GIG and to support uninterrupted service, all GIG transport capabilities shall be standards-based using DoD JTA and DoD CIO prescribed standards, as applicable (Threshold)?
	
	
	
	N/A

	Connectivity
	IV.B.4g
	Transport system shall provide connectivity on demand to all fixed and deployed locations/users (Threshold)? Transport systems shall have the ability to maintain network connectivity on-the-move to meet Service/JTF requirements in all warfighting environments (afloat, sub-surface, airborne, in space, on the ground) (Objective)?
	
	
	
	N/A

	Capacity
	IV.B.4h
	With minimal exceptions, GIG transport capacity shall be viewed as an open system that is available to transport information from all domains utilizing unicast, multicast, and broadcast techniques to provide information on demand to the warfighter/decision maker (Threshold)?   Transport system shall have the reserve capacity to accommodate surge loading and support multiple military operations as described in Defense Planning Guidance (Objective)?
	
	
	
	N/A

	Technology Insertion
	IV.B.4i
	To effectively keep pace with advances in technology that have the potential to render existing systems obsolete shortly following acquisition, the GIG shall enable and support the seamless and efficient insertion and incorporation of emerging (future) technologies into the transport domain (Threshold)?
	
	
	
	N/A

	Security
	IV.B.4j
	System shall provide link and transmission security based on the level of risk acceptable to the user, and the GIG security architecture shall support use of clear headers if and when necessary (Threshold)?
	
	
	
	N/A

	Robustness
	IV.B.4k
	To avoid any single point of failure, the GIG shall use multiple connectivity paths (not susceptible to the same threat) and media (Threshold)?
	
	
	
	N/A

	Scalability
	IV.B.4l
	Transport capability shall be scalable and adaptable to meet dynamic needs of users (Threshold)?
	
	
	
	N/A

	Survivability
	IV.B.4m
	Transport system shall be protected against all potential threats commensurate with the operating environment and the criticality of the information being transported, and shall also ensure connectivity through the total threat environment (i.e. conventional and nuclear) (Threshold)?
	
	
	
	N/A

	Availability/ Reliability
	IV.B.4n
	Transport capabilities shall be available to provide reliable information exchange services to the warfighter/decision maker on demand and shall be responsive to the criticality of the information to be exchanged (Threshold)?
	
	
	
	N/A

	Tactical Deployability
	IV.B.4o
	Transport system supporting tactical forces shall minimize lift requirements and be transportable using existing JTF/Service notional lift capability (Threshold)?
	
	
	
	N/A

	Transport Element Status
	IV.B.4p
	All transport elements (e.g., switches, routers, etc.) shall be capable of providing status changes to network management devices by means of an automated capability in near real time 99% (Threshold, KPP) and 99.9% (Objective KPP) of the time?
	
	
	
	N/A

	Secure Voice Interoperability
	IV.B.4q
	Strategic and tactical secure voice systems shall be interoperable, with a   99% (Threshold, KPP) and 99.9% (Objective, KPP) call throughput success rate?
	
	
	
	N/A

	Secure Voice with Allied and Coalition Forces
	IV.B.4r
	Secure voice cryptography shall be provided to or developed with allied forces that enable interoperability (Threshold)?  Secure voice systems shall be interoperable with coalition forces (Objective)?  A secure voice system shall be able to be provided to coalition forces that is interoperable with the U.S. version using coalition releasable technology (Threshold)?
	
	
	
	N/A

	Information Over Tactical Data Links
	IV.B.4s
	Systems transporting/exchanging information over tactical data links (TDLs) shall use one or more members of the J-Series Family of Tactical Data Links in accordance with the DoD Joint Tactical Data Link Management Plan (JTDLMP) and the DoD Joint Technical Architecture (JTA) (Threshold)?
	
	
	
	N/A

	CHAPTER IV:  CAPABILITIES REQUIRED – HUMAN-GIG INTERACTION (HGI) FUNCTION

	Output/Input
	IV.B.5b
	System’s HGI shall present to and accept information from humans using a combination of visual, aural, tactile, and/or other sensory methods (Threshold)?
	
	
	
	N/A

	Feedback
	IV.B.5c
	System’s HGI shall provide unobtrusive confirmations of user input and actions, to include implicit visual, aural and/or tactile feedback in response to user actions, as well as, explicit notifications that entered data was properly entered and accepted by the system, and/or errors were detected (Threshold)?
	
	
	
	N/A

	Specialized

Environments
	IV.B.5d
	System’s HGI shall functionally accommodate use in a nuclear, biological, and chemical (NBC) or other specialized operating environment as designated by mission needs (Threshold)?
	
	
	
	N/A

	Usability
	IV.B.5e
	System’s HGI shall be useable by all end user skill levels in the aspects of learnability, flexibility, and tailorability, which shall be verified by iterative user testing (Threshold)?
	
	
	
	N/A

	Task Efficiency
	IV.B.5f
	System’s HGI shall provide decision aids and tools as necessary to maximize users’ efficiency and performance of their task, with operator aids designed to support specific user tasks and tailored to the information needs of the targeted user (Threshold)?
	
	
	
	N/A

	User-Centered Design
	IV.B.5g
	A user-centered design process and user testing shall be employed for the system’s HGI to ensure that the end-user’s cognitive framework and expectations are accommodated by the system design (Threshold)?
	
	
	
	N/A

	Standards
	IV.B.5h
	System’s HGI shall be compliant with the DoD JTA (Threshold)?
	
	
	
	N/A

	Neutrality
	IV.B.5i
	System’s HGI presentation format shall not change the intended meaning of the information being presented; thus all data shall be clearly labeled to avoid misinterpretation or confusion (Threshold)?
	
	
	
	N/A

	Ergonomics
	IV.B.5j
	To minimize user fatigue and discomfort, the system’s HGI hardware and software elements shall be ergonomically designed with respect to the user’s operating environment (Objective)?
	
	
	
	N/A

	Errors
	IV.B.5k
	System’s HGI shall be designed to minimize user input/mechanical/perception errors (Threshold)?
	
	
	
	N/A

	On-line help
	IV.B.5l
	System’s HGI shall provide context-sensitive on-line help at the user’s request, thus eliminating/reducing the need for off-line support or documentation that may distract the user from the intended task (Threshold)?
	
	
	
	N/A

	CHAPTER IV:  CAPABILITIES REQUIRED – NETWORK MANAGEMENT (NM) FUNCTION

	Situational Gig End to End Awareness
	IV.B.6.a.(2)
	To accomplish GIG end-to-end situational awareness, system shall have the NM capability of automatically generating and providing an integrated/correlated presentation of network and all associated network assets (Threshold)?
	
	
	
	N/A

	Dynamic, Predictive Planning
	IV.B.6.a. (3)
	System shall have the NM capability to perform dynamic, predictive planning by gathering, storing and using knowledge about GIG assets/resources, so as to optimize their utilization (Threshold)?
System shall have the NM capability to create/modify/distribute network plans and orders IAW user requirements (Threshold)?
	
	
	
	N/A

	Distributed and Partitioned Network Control
	IV.B.6.a. (4)
	System shall have the NM capability to rapidly transfer control of one or more objects or groups of varying size, and reestablish control when relinquished without hindering end-to-end visibility by the senior network manager, while maintaining continuous control (Threshold)?
	
	
	
	N/A

	Remote Object and Network, Control and Configuration
	IV.B.6.a. (5)
	System shall have a NM capability that leverages existing and evolving technologies and has the ability to perform remote network device configuration/reconfiguration of objects that have existing DoD JTA management capabilities (Threshold)?
	
	
	
	N/A

	Network Status
	IV.B.6.a. (6)
	System shall have an automated NM capability to obtain the status of networks and associated assets in near real time 99% (Threshold, KPP) and 99.9% (Objective, KPP) of the time.
	
	
	
	N/A

	Automated Fault Management
	IV.B.6.a. (7)
	Systems shall have the NM capability to perform automated fault management of the network, to include problem detection, fault correction, fault isolation and diagnosis, problem tracking until corrective actions are completed, and historical archiving (Threshold)?
	
	
	
	N/A

	CHAPTER IV:  CAPABILITIES REQUIRED – INFORMATION DISSEMINATION MANAGEMENT (IDM) FUNCTION

	Requirement Identification
	IV.B.6.b. (2)
	System shall have an IDM capability to assist users in efficiently identifying their information requirements in a manner that captures key attributes associated with these requirements (e.g., timeliness, quantity, confidence level, etc.) (Threshold)?
	
	
	
	N/A

	Search Driven Information
	IV.B.6.b. (3)
	System shall have an IDM capability to acquire needed information by search queries, with successful searches yielding 85% of available, needed information based on the user query and with no more than 20% of the received information being irrelevant/unusable (waste) or failed searches (Threshold, KPP); and yielding 95% of available, needed information and with no more than 10% of the received information being irrelevant/unusable  (waste) or failed searches (Objective, KPP)? 

System shall have an IDM capability to locate and characterize available information of interest that minimizes information overload (Threshold)?
	61

61

69
	4.1.41.4

4.1.41.6

4.4.5.3
	
	Yes

Yes

Yes

	Information Advertisement
	IV.B.6.b. (4)
	System shall have an IDM capability through which an information producer’s products become known to the user population (Threshold)?
	61
	4.1.41.5
	
	Yes

	Quality of Advertisements
	IV.B.6.b. (5)
	System shall have an IDM capability that will enable information producers to describe their information products accurately using established search words and level of description 90% of the time (Threshold)?
	60,61
	4.1.41.1 & 4.1.41.2
	
	Yes

	Product Descriptions
	IV.B.6.b. (6)
	System shall have an IDM capability that enables information producers to label their products using standardized metadata (including classification) (Threshold)?
	70
	5.3.1
	
	Yes

	Source Cataloging
	IV.B.6.b. (7)
	System shall have an IDM capability that enables information producers to automatically build catalogs of information products and product updates based on available information products and users’ profile requests (Objective)?
	
	
	
	N/A

	Profile Management
	IV.B.6.

b. (8)
	System shall have an IDM capability that supports building profiles based on collaboration of information requests from users (through their profile requests), the commander’s IM policy, and on information producers applying appropriate rule sets (e.g. security) (Threshold).  System shall have an IDM capability that enables profiles to be transferable and reusable (Threshold).  System shall have an IDM capability that enables automatic recognition of a change in Commander's Dissemination Policy (CDP) during profile creation, alerting the customer to that change and adjusting/modifying the profile to conform to the CDP (Threshold)?
	
	
	
	N/A

	Profile Driven Information
	IV.B.6.b. (9)
	System shall have an IDM capability that enables the user to identify information requirements (Threshold).  System shall have an IDM capability that, once a profile is posted, enables information producers to automatically disseminate a minimum of 95% of available, needed information, with no more than 15% of the information received being irrelevant/unusable (waste) (Threshold); and a minimum of 99% of available, needed information, with no more than 10% of the information received being irrelevant/unusable (waste) (Objective)?
	
	
	
	N/A

	Filtering of Multiple Sources
	IV.B.6.b. (10)
	System shall have an IDM capability that provides a means to filter out superfluous information to the level of fidelity as determined by the local commander (Threshold)?
	
	
	
	N/A

	Geographic Areas
	IV.B.6.b. (11)
	System shall have an IDM capability that enables information producers to disseminate information to a specific geographic area and to the users who are within that area (Threshold)?
	50
	4.1.30
	
	Yes

	Commander’s Dissemination Policy Generation
	IV.B.6.b. (12)
	System shall have an IDM capability that provides  a means for assisting commanders in rapidly building effective and intuitive information dissemination policies and to automate readjustment of subordinate commands’ dissemination policies with appropriate alerts to those commands that policy has changed (Threshold)?
	
	
	
	N/A

	Information Flow Awareness
	IV.B.6.b. (13)
	System shall have an IDM capability through which commanders become aware of the information flowing within their AOR to facilitate adjustments to meet operational mission requirements (Threshold)?

System shall have an IDM capability for monitoring and tracking information flows to identify trends; for forecasting volume, content, and quality of service consistent with information and mission requirements; and for predicting the results of information control policies to optimize available resources consistent with mission priorities (Objective)?
	
	
	
	N/A

	Allied Access
	IV.B.6.b. (14)
	System shall have an IDM capability that supports US/allied (Threshold)/coalition (Objective) accessibility to information, conforming to a commander’s dissemination policy and DoD and IC security regulations?
	63
	4.1.45
	
	Yes

	Status
	IV.B.6.b. (15)
	System shall have an IDM capability to track and report the status of the satisfaction of information requirements from the point of information request to delivery of requested information (Threshold)?
	
	
	
	N/A

	Resource Monitor
	IV.B.6.b. (16)
	System shall have capability to monitor and control IDM core services and distribute system status information to IDM administrators (Threshold)?
	
	
	
	N/A

	Controlled Access
	IV.B.6.b. (17)
	System shall have an IDM capability to regulate access to information in accordance with information assurance policies and procedures, and a commander’s dissemination policy, to include the ability to constrain/control the awareness of the existence of information (Threshold)?
	
	
	
	N/A

	Information Description
	IV.B.6.b. (18)
	System shall have an IDM capability to access information from the GIG using standard metadata (Threshold)? 
	
	
	
	N/A

	Delivery Plan
	IV.B.6.b. (19)
	System shall have an IDM capability to build an end-to-end delivery plan based on user information requirements, mission priorities, dissemination policy, and available transport resources (Threshold)?

System shall have an IDM capability to dynamically adjust delivery plans based on changes to user information requirements, mission priorities, dissemination policy, and available transport resources (Objective)?
	
	
	
	N/A

	Information Retrieval
	IV.B.6.b. (20)
	System shall have an IDM capability to retrieve information of interest that has been located (Threshold)? 
	
	
	
	N/A

	Collection Request
	IV.B.6.b. (21)
	Systems shall have an IDM capability to request the collection and production of information that is required by a user but that is not already available (Threshold)?
	
	
	
	N/A

	Dynamic Profiling
	IV.B.6.b. (22)
	System shall have an IDM capability to activate/deactivate information requirements based on external influences such as mission, role, time, location, situation, and environment (Threshold)?
	
	
	
	N/A

	Delivery Management
	IV.B.6.b. (23)
	System shall have an IDM capability to assign attributes (e.g., priority, QoS) to information that will govern its dissemination and also provide a means to convey the attributes (e.g., priority, QoS, etc.) of information to the transport system (Threshold)?

System shall have an IDM capability to assign precedence for information, which will govern its dissemination throughout the GIG, and shall ensure that the priority for an information requirement shall be carried with all the elements of information required to satisfy that information requirement, to include the ability to apply precedence to blocks of information packets for digital voice service to ensure QoS  (Threshold)?
	17

22

46
	1.5.2.5

1.8.2.

4.1.23
	
	Yes

	Policy Management
	IV.B.6.b. (24)
	System shall have an IDM capability for commanders, and those delegated information flow authority within an organization, to dynamically adjust their information dissemination policies (Threshold)?
	47
	4.1.23.2 & 4.1.23.3
	
	Yes

	Survival Information Dissemination
	IV.B.6.b. (25)
	Systems shall have an IDM capability that, utilizing a standard schema, IAW the commanders’ dissemination policies and user profiles, will support the means for prioritization of information flows within a theater, using theater apportioned resources, and enable dissemination of survival information (limiting survival information to less than 12 kb) within the time frames of the matrix portrayed in Figure 5, 95% of the time (Threshold, KPP) and 0.5 seconds 95% of the time (Objective, KPP)?
	
	
	
	N/A

	Correlation
	IV.B.6.b. (26)
	System shall have an IDM capability to minimize the delivery of redundant information as well as the capability to identify complimentary, parallel or reciprocal relationships among information elements (Threshold)?
	
	
	
	N/A

	Notification
	IV.B.6.b. (27)
	System shall have IDM capabilities (Threshold) for notification of:

changes in policy?

changes in user information requirements?

· information becoming available or changing?

changes in network status?

changes in provider and user system status?

the delivery/receipt of information?

status of IDM services?

product availability?
· a conflict within the delivery plan? 
System shall have an IDM capability that gives the user the option of being notified when information related to his/her requirements becomes available or when changes occur; in the case of survival information, notification will be automatic (Threshold)?
	
	
	
	N/A

	Flexibility
	IV.B.6.b. (28)
	System shall have IDM capabilities that can be applied from the strategic to the tactical levels without major software modifications (Threshold)?
	
	
	
	N/A

	Scalability
	IV.B.6.b. (29)
	System shall have IDM capabilities that are scalable to meet system and operational user requirements (Threshold)?
	
	
	
	N/A

	Directory Services
	IV.B.6.b. (30)
	System shall have an IDM capability that provides directory services with minimal personal intervention (Threshold)?
	
	
	
	N/A

	CHAPTER IV:  CAPABILITIES REQUIRED – INFORMATION ASSURANCE (IA) FUNCTION

	Information Integrity and Availability
	IV.B.6.c. (2)
	System shall be robust, survivable and capable of rapid restoration, to support IA across the GIG (Threshold)?
System shall have an IA capability to define, control, and defend enclave boundaries (Threshold)?
System shall have an IA capability to provide timely, reliable access to processes and data even in the event of a denial of service attack (Threshold)?  System shall have an IA capability to ensure information and process integrity throughout the system (during storage, processing, transmission and presentation) to prevent unauthorized or unintended changes, in accordance with mission specific criteria (Threshold)?
	
	
	
	N/A

	Prevent Opportunity to Attack
	IV.B.6.c. (3)
	System shall be developed in accordance with IA Defense in Depth standards (CJCSI 6510.01C) to prevent or at least minimize the opportunity for attack; and shall have, in the event of an attack, the IA capability to immediately define, detect and respond appropriately to anomalies/attacks/disruptions from external threats, internal threats and natural causes (Threshold)?
	71
	5.3.5
	
	Yes

	Access Control
	IV.B.6.c. (4)
	System shall have an IA capability that provides adequate protection from user attempts to circumvent system access controls, accountability or procedures for the purpose of performing unauthorized system operations (Threshold)?
	71
	5.3.5.
	
	Yes

	Detection and Responses
	IV.B.6.c. (5)
	System shall incorporate a detection, reporting and response IA infrastructure that enables rapid detection of and reaction to anomalous events, and enables operational situation awareness and responses (Threshold)?
	
	
	
	N/A

	Security Domains
	IV.B.6.c. (6)
	
System shall have an IA capability for operating within each security domain and across any security domains while ensuring that all operations are comply with existing security requirements (Threshold)?
	63
	4.1.45
	
	Yes

	Authentication/ Confidentiality/Non-repudiation
	IV.B.6.c. (7)
	System shall meet and maintain minimum IA Defense in Depth standards, including certification and accreditation IAW DITSCAP process (e.g., CJCSI 6510.01C, DoDI 5200.40) (Threshold/Objective, KPP)?

System shall utilize/interoperate with the security management infrastructure (e.g., key management and DoD public key infrastructure) (Threshold)?

System shall provide proof of information origin and receipt as required (Threshold)?
	71
	5.3.5
	
	Yes

	Confidentiality Services
	IV.B.6.c. (8)
	System shall have an IA capability that ensures information is not disclosed to unauthorized entities or processes on the network and infrastructure so as to protect against passive intercept attacks, including against unauthorized disclosure of information and traffic analysis (Threshold)?  System shall have an IA capability to share data among users operating at different and /or multiple security levels as appropriate, and at the same time protect the data from unauthorized disclosure (Threshold)?
	71
	5.3.5.
	
	

	Content-Based Encryption
	IV.B.6.c. (9)
	System shall have an IA capability to perform content-based encryption of information objects at the host instead of depending on the bulk encryption of the entire network in order to secure the information (Threshold), and this capability shall also be available for operations involving allied and coalition forces (Objective)? 
	
	
	
	N/A

	CHAPTER IV:  CAPABILITIES REQUIRED – INTEROPERABILITY

	Interoperability
	IV.C
	System shall satisfy all critical IER attributes to the threshold level (Threshold, KPP) and satisfy all IER attributes to the objective level (Objective, KPP)?
	27
	4.1.2.
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	Operational Capability

	CID FoS Operational Concept
	I.C.4
	Each CID system must also demonstrate its compatibility through its host system and tactical data networks with the global information grid through which it will further share and distribute CID data/information.
	16
	1.5.2.4.
	
	Yes

	Reliability and Maintainability
	I.E.2.a.
	The desired level of performance by the CID FoS requires a high degree of reliability and maintainability among its component systems.  
	66
	4.3.1.
	
	Yes

	Human Systems Integration
	I.E.2.b.
	CID systems must be designed to optimize safety and minimize health hazards without unacceptably increasing crew workloads.  
	69
	4.4.6. &

4.4.7
	
	Yes

	Logistics Supportability
	I.E.2.c.
	Planned logistics support (including test, measurement and diagnostic equipment with documentation; spares and repair parts, initial spares support lists, or readiness spares packages; support facilities and software support documentation) must satisfy system operational requirements.  
	70
	5.2.
	
	Yes

	Computers and Communications Supportability
	I.E.2.d.
	Computer resources must allow for future growth and adhere to joint standards for open systems architecture.  
	64
	4.1.48.
	
	Yes

	Packaging, Handling, Storage, and Transportability
	I.E.2.e.
	System equipment and support items must be configured for intermodal transportability using standard modes of transportation, use standard cargo handling equipment, limit hazardous cargo, make use of standard vehicles to provide the required level of mobility for the system, and limit the use of out-sized airlift support.
	76
	5.8.
	
	Yes
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	Environmental Effects
	I.E.2.f.
	System and equipment design must consider the impacts of natural and modified environments on CID operations and support.  
	67
	4.4.1.
	
	Yes

	Geospatial Information and Services Support
	I.E.2.g.
	Uniform GI&S support must be incorporated to provide accurate geopolitical boundaries.
	76
	5.9.
	
	Yes

	Military Operations Other Than War
	I.E.3.a.
	CID systems should be available through all levels of MOOTW including urban and counter drug operations.  
	15


	1.5.2.3. 


	
	Yes*

	
	
	
	58
	4.1.37.2

Rationale
	
	Yes

	
	
	
	63
	4.1.45. Rationale
	
	Yes

	
	
	
	75
	5.8
	
	Yes

	Conventional
	I.E.3.b.
	CID systems should be available through all levels of conventional conflict including urban warfare.
	Same as I.E.3.a  
	
	
	

	Nuclear, Biological and Chemical Contamination
	I.E.3.c.
	CID systems should be available across the entire range of military operations.  
	Same as I.E.3.a  
	
	
	

	Electronic
	I.E.3.d.
	No more than slight/moderate degradation in CID capabilities is allowable by users in a high threat electronic warfare environment.
	67
	4.4.4
	
	Yes

	Advanced Threats
	I.E.3.e.
	CID systems should be sufficiently flexible to adapt to emerging or advanced threats.
	24
	2
	
	Yes

	Electromagnetic Compatibility
	I.E.3.f.
	CID systems shall be intra-system/platform electromagnetically compatible in order to ensure that system/platform operational requirements are met.
	71
	5.3.6.
	
	Yes

	Coalition/Joint Operations
	I.E.3.g.
	CID systems shall be either interoperable with or releasable to coalition forces without compromising key methods and/or technologies.  
	22
	1.8.3
	
	Yes

	
	
	
	23
	1.8.4.6.
	
	Yes

	
	
	
	63
	4.1.45.7
	
	Yes*

	Physical Security
	I.E.3.h.
	CID systems must employ adequate physical security measures to counter terrorism/sabotage threats and measures to render off-board systems unexploitable in the event of attempted tampering.
	71
	5.3.5.
	
	Yes
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	Threat

	Threat Overview and Operational Threat Environments
	II.B, II.C
	If the system does combat identification, does chapter 2 mention signature reduction; camouflage, concealment, and deception; obscurants, decoys and jamming; electronic support; electronic attack; and threats to automated information systems (as appropriate).
	
	
	
	N/A



	System Specific Threats
	II.D,

Table II-1
	If the Table II-1 listing includes your system, is the information correct?  Should your system be included in Table II-1?
	
	
	
	N/A

	Shortcomings

	General, C4ISR, Air-to-Surface; Surface-to-Surface; Surface-to-Air; Air-to-Air
	III.B, III.C,

III.D, III.E, III.F,

III.G
	Are shortcomings addressed generally for all operating environments; as pertains to C4ISR and the four operating environments:  air-to-surface; surface-to-surface; surface-to-air; and air-to-air.
	
	
	
	Yes

Surface-to-surface

	Key Performance Parameters (KPPs)

	KPP:  CID FoS Identification Probability

Of all detected friendly objects/entities
	IV.B.1
	95% (TBR) (T); 99% (O).
	26
	4.1
	
	Yes

	KPP:  CID FoS Identification Probability

Of all detected enemy objects/entities
	IV.B.1
	90% (TBR) (T); 99% (O).
	
	
	
	N/A

	KPP:  CID FoS Identification Probability

Of all detected neutral objects/entities
	IV.B.1
	85% (TBR) (T); 99% (O).
	
	
	
	N/A
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	KPP:  CID FoS Probability of Correct Identification
	IV.B.2
	95% (TBR) (T); 99% (O).
	
	
	
	N/A

	KPP:  Interoperability
	IV.B.3
	All top-level Information Exchange Requirements (IERs) will be satisfied to the standards specified in the threshold (T) and objective (O) values (see Appendix D for the IERs Matrix).  100% of top-level IERs designated critical (T).  100% of top-level IERs (O).
	27
	4.1.2
	
	Yes

	UJTL OP 2.2.5

Collect Target Information
	Table

D-1
	UJTL:  applicable (yes/no)

Event(s):  that apply to system ORD 

Information Characteristics:  that apply to system ORD

Sender Node:  map to system ORD

Receiver Node:  map to system ORD

Critical:  Yes

Data Integrity:  99.99% (T). 99.999% (O).

Timeliness:  See Attribute 8 in Table D-1
	
	
	
	N/A

	UJTL OP 3.2

Attack Operational Targets
	Table

D-1
	UJTL:  applicable (yes/no)

Event(s):  that apply to system ORD 

Information Characteristics:  that apply to system ORD

Sender Node:  map to system ORD

Receiver Node:  map to system ORD

Critical:  Yes

Data Integrity:  99.99% (T). 99.999% (O).

Timeliness:  See Attribute 8 in Table D-1
	
	
	
	N/A

	UJTL OP 3.2.7

Synchronize Operational Firepower
	Table

D-1
	UJTL:  applicable (yes/no)

Event(s):  that apply to system ORD 

Information Characteristics:  that apply to system ORD

Sender Node:  map to system ORD

Receiver Node:  map to system ORD

Critical:  Yes

Data Integrity:  99.99% (T). 99.999% (O).

Timeliness:  See Attribute 8 in Table D-1
	
	
	
	N/A
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	UJTL OP 5.1.11

Provide Positive ID of Friendly Forces Within the Joint Operations Area
	Table

D-1
	UJTL:  applicable (yes/no)

Event(s):  that apply to system ORD 

Information Characteristics:  that apply to system ORD

Sender Node:  map to system ORD

Receiver Node:  map to system ORD

Critical:  Yes

Data Integrity:  99.99% (T). 99.999% (O).

Timeliness:  See Attribute 8 in Table D-1
	Table B-1
	Table B-1
	
	Yes

	UJTL TA 3

Employ Firepower
	Table

D-1
	UJTL:  applicable (yes/no)

Event(s):  that apply to system ORD 

Information Characteristics:  that apply to system ORD

Sender Node:  map to system ORD

Receiver Node:  map to system ORD

Critical:  Yes

Data Integrity:  99.99% (T). 99.999% (O).

Timeliness:  See Attribute 8 in Table D-1
	
	
	
	N/A

	UJTL TA 3.2

Engage Targets
	Table

D-1
	UJTL:  applicable (yes/no)

Event(s):  that apply to system ORD 

Information Characteristics:  that apply to system ORD

Sender Node:  map to system ORD

Receiver Node:  map to system ORD

Critical:  Yes

Data Integrity:  99.99% (T). 99.999% (O).

Timeliness:  See Attribute 8 in Table D-1
	
	
	
	N/A

	UJTL TA 3.2.7

Conduct Air and Missile Defense Operations
	Table

D-1
	UJTL:  applicable (yes/no)

Event(s):  that apply to system ORD 

Information Characteristics:  that apply to system ORD

Sender Node:  map to system ORD

Receiver Node:  map to system ORD

Critical:  Yes

Data Integrity:  99.99% (T). 99.999% (O).

Timeliness:  See Attribute 8 in Table D-1
	
	
	
	N/A
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	UJTL TA 5.1

Acquire and Communicate Information and Maintain Force Reporting
	Table

D-1
	UJTL:  applicable (yes/no)

Event(s):  that apply to system ORD 

Information Characteristics:  that apply to system ORD

Sender Node:  map to system ORD

Receiver Node:  map to system ORD

Critical:  Yes

Data Integrity:  99.99% (T). 99.999% (O).

Timeliness:  See Attribute 8 in Table D-1
	
	
	
	N/A

	UJTL TA 6.5

Provide for Combat Identification
	Table

D-1
	UJTL:  applicable (yes/no)

Event(s):  that apply to system ORD 

Information Characteristics:  that apply to system ORD

Sender Node:  map to system ORD

Receiver Node:  map to system ORD

Critical:  Yes

Data Integrity:  99.99% (T). 99.999% (O).

Timeliness:  See Attribute 8 in Table D-1
	
	
	
	N/A

	General CID FoS Requirements

	Information Warfare

Resistance
	IV.C.1
	The CID FoS must be sufficiently resistant to information warfare to minimize vulnerability to jamming, spoofing and/or exploitation.  
	24
	2.2.1
	
	Yes

	NSA Approved

Encryption


	IV.C.2
	The CID FoS must use NSA-approved encryption techniques (or receive NSA approval) to ensure information security.
	
	
	
	N/A

	Reliability
	IV.C.3
	CID systems installed on host platforms must have a mean-time-between-mission-critical-failure (MTBMCF) no less than the MTBMCF of the host system (T); greater than the MTBMCF of the host system (O).  
	
	
	
	N/A

	Dismounted Combatant Weight Limits
	IV.C.4
	CID systems intended for use by any dismounted combatant, including SOF and LRSU teams, must not exceed acceptable soldier/Marine weight limitations or weight limitations associated with the intended mission
	
	
	
	N/A
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	Battlespace Obscurants
	IV.C.5
	CID FoS must be able to characterize objects and entities in the surface-to-surface and air-to-surface environments in the presence of battlespace obscurants.
	
	
	
	N/A

	Low Probability of Intercept and Low Probability of Detection
	IV.C.6
	The CID FoS must provide LPI and LPD particularly in support of light forces, deep attack aviation assets, SOF, LRSU, and brigade reconnaissance units.
	
	
	
	N/A

	Other Interoperability Requirements

	Electromagnetic Compatibility
	IV.D.1
	All C4ISR systems that support the exchange of CID information must be mutually compatible with other systems in the electromagnetic environment and must not be degraded below operational performance requirements by electromagnetic environmental effects.
	71
	5.3.6.
	
	Yes

	Spectrum Management

Compliance
	IV.D.2
	All C4ISR systems that support the exchange of CID information must comply with applicable DoD, National, and International spectrum management policies and regulations.
	
	
	
	N/A

	Spectrum Documentation and Certification
	IV.D.3
	All proposed C4ISR systems that support the exchange of CID information and that utilize spectrum dependent hardware must document spectrum certification of that hardware.
	
	
	
	N/A

	Information Warfare Protection
	IV.D.4
	C4ISR systems, which support the CID FoS, must be protected from compromise or intentional corruption by enemy IW attacks to prevent the loss of CID information/data.
	11
	1.5.1.2
	
	Yes

	
	
	
	18
	1.7.3
	
	Yes

	
	
	
	20
	1.7.19
	
	Yes

	
	
	
	71
	5.3.5
	
	Yes

	Joint Technical Architecture Compatible
	IV.D.5
	All systems and sub-systems that will participate in the CID FoS must comply with applicable information technology standards within the DoD Joint Technical Architecture.
	18
	1.7.1.
	
	Yes

	Joint Interoperability Test Command Certification
	IV.D.6
	All systems and sub-systems that will participate in the CID FoS must pass an interoperability certification performed by Joint Interoperability Test Command.
	27
	4.1.2.
	
	Yes*
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	Information Assurance
	IV.D.7
	All systems that are used to enter, process, store, display, or transmit information regardless of classification or sensitivity require information assurance.
	71
	5.3.5.
	
	Yes

	Air-to-Surface Identification Requirements

	Identification Criteria:

Range
	IV.E.1
	At or beyond the maximum desired employment range of the tactically preferred weapon of the aircraft in the best position to engage (T).  At or beyond the range of sensor(s) being used to develop the targeting solution or make the firing decision (O).
	
	
	
	N/A

	Identification Criteria:

Directionality
	IV.E.1
	Within azimuth and elevation of aircraft’s targeting system (T).  Omni-directional (O)
	
	
	
	N/A

	Identification Criteria:

Aspect
	IV.E.1
	Regardless of the aspect of the object in question (front, rear, side, top) (T) = (O).
	
	
	
	N/A

	Multiple Tracks
	IV.E.2
	Pilots of attack aircraft require the capability to maintain identification on multiple tracks continuously and simultaneously to achieve situational awareness.
	
	
	
	N/A

	All Weather CID
	IV.E.3
	Pilots of attack aircraft and SOF infiltration and exfiltration aircraft require the ability to characterize friend, enemy and neutral objects on the surface with only slight/moderate degradation in air-to-surface effectiveness due to adverse weather (T), and in all weather conditions (O).
	
	
	
	N/A

	On-Board CID Capability
	IV.E.4
	Pilots of attack and SOF aircraft require sufficient on-board CID capabilities to ensure only moderate degradation in mission effectiveness when CID information from the CID FoS is limited or denied.
	
	
	
	N/A

	FAC CID Capability
	IV.E.5
	To facilitate the CID process, ground and airborne FACs require the capability to precisely characterize and locate friend, enemy, and neutral platforms and positions.
	
	
	
	N/A
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	FAC CID Data Transfer
	IV.E.6
	Ground and airborne FACs require the capability of providing CID data/information to pilots of attack aircraft quickly and accurately enough to support the air-to-surface engagement.
	
	
	
	N/A

	Moving Target Capability
	IV.E.7
	The CID FoS must provide CID while shooter and target are performing battlespace operations, moving or static.
	
	
	
	N/A

	Geospatial Accuracy
	IV.E.8
	CID systems must be sufficiently accurate to precisely correlate characterizations among multiple closely spaced surface targets.
	
	
	
	N/A

	SOF, LRSU, and CSAR Identification
	IV.E.9
	Airborne controllers, UAV controllers, and pilots of attack aircraft require the ability to identify friendly SOF, CSAR teams, and LRSU elements.
	
	
	
	N/A

	Non-emitting Ground Based Air Defense
	IV.E.10


	Pilots of SEAD aircraft require the ability to identify non-emitting ground based air defense weapons systems.
	
	
	
	N/A

	Day and Night CID
	IV.E.11
	Pilots of attack and SOF aircraft require that the CID FoS characterize objects and entities with only slight to moderate degradation of capabilities at night (T) as well as day (O).
	
	
	
	N/A

	CID of Camouflaged and Concealed Objects
	IV.E.12
	Pilots of attack aircraft require that the CID FoS be able to characterize camouflaged and concealed objects and entities with only slight to moderate degradation in capabilities (T) and with no degradation of capabilities (O).
	
	
	
	N/A

	FAC/Pilot Target Confirmation
	IV.E.13
	Ground and airborne FACs must be able to confirm that the potential target a pilot is aiming at is the same target the FAC has designated.  
	
	
	
	N/A

	Surface-to-Surface Requirements

	Identification Criteria:

Range
	IV.F.1
	At or beyond the maximum effective range of the tactically preferred weapon of the shooter in the best position to engage the troop formation, structure, vehicle, or vessel in question (T).  At or beyond the range of sensor(s) being used to develop the targeting solution or make the firing decision (O).
	
	
	
	N/A
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	Identification Criteria:

Directionality
	IV.F.1
	Within the field of view of the shooter’s weapon sight (T).  Omni-directional from the shooter’s weapons platform (O).
	
	
	
	N/A

	Identification Criteria:

Aspect
	IV.F.1
	Regardless of the aspect of the object in question (approaching, receding, crossing, or static) (T) = (O).
	
	
	
	N/A

	Surface-to-Air Identification Requirements

	Identification Criteria:

Enemy – by class
	IV.G.1
	SEE TABLE IV-8:  Surface-to-Air Identification Criteria
	
	
	
	N/A

	Identification Criteria:

Enemy – by type
	IV.G.1
	SEE TABLE IV-8:  Surface-to-Air Identification Criteria
	
	
	
	N/A

	Identification Criteria:

Enemy – by mission configuration
	IV.G.1
	SEE TABLE IV-8:  Surface-to-Air Identification Criteria
	
	
	
	N/A

	Identification Criteria:

Range
	IV.G.1
	SEE TABLE IV-8:  Surface-to-Air Identification Criteria
	
	
	
	N/A

	Identification Criteria:

Directionality
	IV.G.1
	SEE TABLE IV-8:  Surface-to-Air Identification Criteria
	
	
	
	N/A

	Identification Criteria:

Aspect
	IV.G.1
	SEE TABLE IV-8:  Surface-to-Air Identification Criteria
	
	
	
	N/A

	Identification Criteria:

Altitude
	IV.G.1
	SEE TABLE IV-8:  Surface-to-Air Identification Criteria
	
	
	
	N/A

	Low Observable Technology
	IV.G.2
	a.  The CID FoS must not compromise U.S. low observable technology to identify friendly aircraft (T) = (O).

b.  The FoS must be able to identify detected enemy low observable aircraft to the same degree of confidence as non-low observable aircraft (T) = (O).
	
	
	
	N/A
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	Cruise Missiles and UAVs
	IV.G.3
	The CID FoS must characterize cruise missiles and UAVs:  

a.  By class (cruise missile or UAV rather than an aircraft) (T). 

b.  Friend, enemy, or neutral by type and class (O).
	
	
	
	N/A

	Air-to-Air Requirements

	Identification Criteria:

Enemy – by class
	IV.H.1
	SEE TABLE IV-9:  Air-to-Air Identification Criteria
	
	
	
	N/A

	Identification Criteria:

Enemy – by type
	IV.H.1
	SEE TABLE IV-9:  Air-to-Air Identification Criteria
	
	
	
	N/A

	Identification Criteria:

Enemy – by mission configuration
	IV.H.1
	SEE TABLE IV-9:  Air-to-Air Identification Criteria
	
	
	
	N/A

	Identification Criteria:

Range
	IV.H.1
	SEE TABLE IV-9:  Air-to-Air Identification Criteria
	
	
	
	N/A

	Identification Criteria:

Directionality
	IV.H.1
	SEE TABLE IV-9:  Air-to-Air Identification Criteria
	
	
	
	N/A

	Identification Criteria:

Aspect
	IV.H.1
	SEE TABLE IV-9:  Air-to-Air Identification Criteria
	
	
	
	N/A

	Identification Criteria:

Altitude
	IV.H.1
	SEE TABLE IV-9:  Air-to-Air Identification Criteria
	
	
	
	N/A

	Low Observable Technology
	IV.H.2
	a.  The CID FoS must not compromise U.S. low observable technology to identify friendly aircraft (T) = (O).

b.  The FoS must be able to identify detected enemy low observable aircraft to the same degree of confidence as non-low observable aircraft (T) = (O).
	
	
	
	N/A
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	Cruise Missiles and UAVs
	IV.H.3
	The CID FoS must characterize cruise missiles and UAVs:  

a.  By class (cruise missile or UAV rather than an aircraft) (T). 

b.  Friend, enemy, or neutral by type and class (O).
	
	
	
	N/A
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	ABCS CRD Requirement
	CRD Para. #
	Y/N/na
	ORD Para. #
	ORD

Page #

	Acknowledgement of ABCS CRD as providing the overarching requirements for the ABCS SoS
	1.b.(4)
	 Yes
	1.4.1.
	10

	Have ABCS Operational Characteristics been considered and applied as appropriate? (see below)
	1.e.(4)
	 Yes
	1.5.1.5.
	12

	Create a common picture by presenting voice, data, imagery, graphics and video
	1.e.(4)(a)
	 Yes
	*1.5.1.5.
	12*

	Accelerate the MDMP process (estimates, COA, wargaming, orders)
	1.e.(4)(b)
	 Yes
	 4.1.15.
	39

	Display relevant information and filter unnecessary data
	1.e.(4)(c)
	 Yes
	1.1.3.4.

1.3.1.6.

1.5.1.2.

1.5.2.1.2.

4.1.41.4.
	5

9

11

13

61

	Dissemination of information without noticeable delay
	1.e.(4)(d)
	 Yes
	 4.1.30.

4.1.37.2
	50

57

	Faciliatate the synchronization of combat, combat support and combat service support operations through collaboration
	1.e.(4)(e)
	 Yes
	1.2.

1.5.2.1.1.
	7

13

	Exploit digital map and terrain analysis
	1.e.(4)(f)
	 Yes
	 4.1.26.
	48

	Facilitate rehearsal and training through interaction with simulations
	1.e.(4)(g)
	 Yes
	1.5.2.3

1.7.22.

5.6.1.1.4.

5.6.1.2.

6.1.3.

Appendix H
	15

20

75

75

77

H-1

	Support the automatic linking of dynamic information such as coordinating drafts of operations orders, fragmentary orders and unit or platform locations with static information such as published operations orders and unit names or platforms.
	1.e.(4)(h)
	 Yes
	4.1.10.

4.1.13.
	35

38

	Provide a "common look and feel" design in its common procedures for common tasks
	1.e.(4)(i)
	 Yes
	1.3.1.6.

4.4.5.
	10

68

	Present information in a useable format
	1.e.(4)(j)
	 Yes
	4.4.5.1.8. 
	69

	Provide scaleable information displays
	1.e.(4)(k)
	 Yes
	 4.1.38.
	59

	Exploit common hardware to reduce maintenance and support costs
	1.e.(4)(l)
	 Yes
	 4.1.36.1
	53

	Increase Operational Deployability
	1.e.(4)(m)
	 N/A
	 1.5.2.3
	15

	Supports mobile operations on through integration with CPs as well as ground and air platforms
	1.e.(4)(n)
	Yes
	 1.5.2.1.1.
	13

	Provides Information Assurance
	1.e.(4)(o)
	 Yes
	1.7.3

5.3.5.
	18

71

	Does the MRD support the C4ISR Concept outlined using the ACM?
	1.e.(5)
	 Yes
	1.7.
	18

	Does the MRD support the Evolutionary Development Concept with its emphasis on increasing the commonality of software and hardware?
	1.e.(6)
	 Yes
	 1.8.
	21

	Are the threats of Information Operations, Computer Network Attack, Computer Network Exploitation, Electronic Warfare and Electromagnetic Pulse addressed as threats to the system?
	2.b.
	 Yes
	 2.2.
	24

	Are shortcomings to existing systems addressed across the DTLOMS?
	3.b.(1-6)
	 Yes
	 3
	24

	BAS support of the Common Picture (table of required IRs for each BAS)
	4.a. and Table A
	 Yes
	Appendix J
	J-1

	Interoperability (KPP) (in support of the common picture) includes the support of the exchange of assigned critical IRs in the IER matrix (T).  The system must support the exchange of all assigned IRs in the IER matrix (O).
	4.a.(1) and Tables C-1-1,-2,-3
	 Yes
	 4.1.2.
	27

	Information Quality (accuracy, relevance, timeliness, usability, brevity, completeness and security IAW the ABCS Attribute Characterization Model)
	4.a.(2)
	 Yes
	 4.1.37.1.
	57 

	Does the MRD support the accuracy criteria at 99.99% (T) and 99.999% (O)  IAW the GIG and IDM CRDs
	4.a.(2)(a)
	 NO
	4.1.37.1.3.
	56

Threshold is 90%

Objective is 99.999%

	Survivability (see below)
	4.a.(3)
	 Yes
	 
	 

	Nuclear, Biological and Chemical (NBC) Contamination Survivability incudes the capability for soldiers to operate system in MOPP IV following a hasty decon (T). The system must be decontaminable to negligible risk levels (O)
	4.a.(3)(a)
	 Yes
	4.4.3.
	67

	HEMP Survivability allows resumption of operations following a HEMP event within the continuity of operations standard for an unplanned outage (T)
	4.a.(3)(b)
	 Yes
	 4.4.4.
	67

	Electromagnetic Environmental Effects (E3) Survivability.  ABCS components must be designed to be mutually compatible with other electronic systems operating within its intended operating environment.  The threshold system will be resistant to electromagnetic interference  (EMI) and will not be a source of EMI.
	4.a.(3)(c)
	 Yes
	5.3.6.
	71

	Information Assurance (IA) (see below)
	4.a.(4)
	 Yes
	 
	 

	Computer Network Defense includes Protect, Detect and React capabilities, a defense in depth strategy against internal and external threats and use of the public key infrastructure (PKI) (T)
	4.a.(4)(a)
	 Yes
	 5.3.5.
	71

	Security Modes of Operation will provide appropriate lelvels of protection and prevent catastrophic failures through the use of approved processes (such as SABI) (T).  The system will accommodate a multi-level security environment (O)
	4.a.(4)(b)
	 Yes
	1.8.4.6.

4.1.45.5.

5.3.5.


	23

63

71



	Purging and Self-destruct Capabilities to allow rapid purging or destructio of AIS media and hardcopy materials (T)
	4.a.(4)(c)
	 Yes
	4.1.45.2.

4.1.45.6.


	63

63

	The System Security Plan and Security Concept of Operations include system information (T)
	4.a.(4)(d)
	 Yes
	 4.1.45.
	63

	System has received Accreditation and Certification IAW the DITSCAP (T)
	4.a.(4)(e)
	Yes
	 5.3.5.
	71

	Sustainability (see below)
	4.a.(5)
	 Yes
	 
	 

	Continuity of Operations supports the resumption of operation and restoration of the common picture within 60 minutes from an unplanned outage and a graceful degradation to prevent loss of data (T).  Similar resumption of operations within 45 minutes (O).
	4.a.(5)(a)
	 Yes
	 4.1.9.1.
	34

	System Hardware Fault Diagnosis by Unit Personnel supported by COTS hardware and software to support soldier fault isolation to the LRU level (T)
	4.a.(5)(b)
	 Yes
	4.3.
	66

	Information Management (see below)
	4.a.(6)
	 
	 
	 

	ABCS IM capabilities support the sharing of data between commanders and staffs and include the replication of common data, automated data updating, selective control of the capability to access or modify data.  Provide a capability to record, archive and purge data for training, rehearsal or operational purposes.  All ABCS data that will be exchanged, or has the potential to be exchanged, will be tagged IAW the current JTA standard for tagged data items, and tags will be registered in accordance with current DoD policies in order to ensure interoperability.  Provides partial use of common data sets through data exchange and messaging with messaging used for external interfaces (T).  Provide full use of a common data set through data exchange by all ABCS BAS and Joint and alliance force users (O).
	4.a.(6)(a)
	 Yes
	1.5.2.5

1.7.23.

4.1.4.1.2

4.1.39

5.3.1.
	17

20

32

59

70

	ABCS will provide an Information Dissemination Management (IDM) capability that will include four essential operational elements: information awareness, information access, information delivery and IDM support services including directory, security, operations and schema management.  Threshold IDM will provide functionality such as transferable and reusable user information profiles, performance of information searches (query), filtering of superfluous data and support the special handling of survival information dissemination (as described in (c) below).
	4.a.(6)(b)
	 Yes
	 4.1.41.
	60

	Survival Information.  The ABCS will have an IDM capability that, utilizing a standard schema, in accordance with the commanders’ dissemination policies and user profiles, will support the means for prioritization of information flows and enable the rapid dissemination of survival information.  The process will support the delivery of survival information to specific geographical areas and users in those areas and provide the user an alert upon arrival.  This information will be no more than 12 kb in size.  The threshold system will meet the information exchange timeliness standard portrayed below 95% of the time.  The objective system will complete the same transaction within .5 seconds 95% of the time.
	4.a.(6)(c)
	 Yes
	1.7.9.

4.1.37.2.4
	19

57

	Support a Universal Data Loader capable of initialization and update of information which includes Communications Security (COMSEC) keys, hopsets, map data, unit task organizations (UTO), configuration files, address books, and organizational identifiers (O)
	4.a.(6)(d)
	 N/A
	 *4.1.39.7.
	 61*

	Support the Defense Messaging System (DMS) as ABCS single Messaging System (T)
	4.a.(6)(e)
	 Yes
	4.1.21.3.
	46*

	Systems require a frequency supportability assessment to ensure Spectrum Certification and Supportability
	4.a.(7)
	 N/A
	 
	 

	Collaborative Planning consists of a whiteboard and text chat capability (T).   Support includes electronically sharing doctrinal staff products (in voice, data, graphics, imagery, and video information formats) in oder to support the collaboration of distant elements to create ad hoc, virtually linked staffs using tools to produce and share the common picture.  Commanders operating away from their command posts and on a combat platforms will have tools to share their intent laterally and vertically with other commanders and  staffs.  Information available will include tailored, initial and updated geospatial information for training and contingency operations while in garrison or deployed (O).
	4.a.(8)
	 Yes
	1.1.4.2.

1.5.1.5.

1.7.22.

4.1.19.
	6

12

20

42

	Common Hardware and Software (see below)
	4.a.(9)
	 
	 
	 

	Systems will comply with DII COE level 6 requirements (T).  Systems will comply with DII COE Level 7 (O).
	4.a.(9)(a)
	 Yes
	5.3.1.1.

5.3.1.2.
	70

70

	Systems will support Common Symbology (T) Systems will support the full implementation of Joint symbology standards (O).
	4.a.(9)(b)
	 Yes
	4.1.10.

4.1.11.
	35

36

	Flexible Power Capabilities include use of 110/220VAC at 50/60 Hz and 28 VDC power (T)
	4.a.(10)
	 Yes
	5.3.7.1.
	71

	Flexible Access to Communications includes operation over Army tactical, DoD strategic, and U.S. commercial communications networks (T) as well as host nation military and commercial networks (O)
	4.a.(11)
	 Yes
	 4.1.49.1
	 65

	Deployability support includes the capability to survive a prepared airdrop and to be tied down or palletized as air cargo (T)
	4.a.(12)
	 Yes
	 5.8.
	76

	Command and Control on the Move (C2OTM) The threshold ABCS system must maintain distributed staff coordination, information distribution and processing via message exchange, data updates, and report generation for all command posts while moving.  The objective system will support full messaging, direct data exchange and voice interaction for platform-mounted systems while on the move.  ABCS interoperability and connectivity for planning, rehearsal and execution is required in garrison, enroute and into the mission area.  This will allow a commander to use ABCS during all phases of an operation: mobilization, pre-deployment, deployment, employment, re-deployment, reconstitution, and de-mobilization.  Within a moving C2 node there may be some limitations in ABCS capabilities due to safety and space requirements imposed by movement.  The C2OTM requirement applies to ABCS operating on tracked and wheeled, airborne platforms.A17
	4.a.(13)
	 Yes
	4.1.18.

4.1.49.5
	41

65

	ABCS must achieve Simulations Integration.  The threshold ABCS must achieve interoperability with current training simulations.  The objective system must be interoperable with objective simulation systems.
	4.a.(14)
	 Yes
	Appendix H

5.6.1.1.4.
	H-1

75

	ABCS components must be designed such that their Reliability, Availability and Maintainability (RAM) support all functions necessary to meet the requirements documented in paragraph 4, including the ability to recover from critical failures.
	4.a.(15)
	 Yes
	 4.3.1.
	66

	User training concepts should incorporate embedded training capabilities to the extent feasible and cost effective.  Human Systems Integration (HSI) must be consistent with the capabilities and limitations of operations and support personnel.  HSI must be designed to ensure quick and accurate information manipulation and assimilation.  Use of existing installations and facilities for training and support is preferred.
	4.a.(16)
	 Yes
	4.4.5.

5.6.


	68

73



	Planned logistics support (including test, measurement, and diagnostic equipment; support facilities; and software support) must satisfy operational requirements
	4.a.(17)
	 Yes
	5.2.

5.7.


	70

75



	Design must incorporate open system architecture and allow operational fielding of updated software
	4.a.(18)
	 Yes
	 5.3.1.
	 70

	Design must adhere to open system standards and account for strategic, operational and tactical architectures, bandwidth limitations and required throughput
	4.a.(19)
	 Yes
	 5.3.1.
	 70

	Use of WGS-84 and NIMA data is mandatory when available
	4.a.(20)
	Yes
	 5.9.1
	76

	Human Factors Engineering
	4.b.(4) 
	 
	 
	 

	DII COE Style Guide.  The system software must be designed to enhance operational efficiency and interaction.  The installation configurations for hardware will follow HFE considerations, as well as, the HSI for resident software.  HSI will generally follow the DII-COE style guide, but will implement specific applications as dictated by the user’s operational environment and needs.
	4.b.(4)(a) 
	 Yes
	 4.4.5.2.
	69

	System Safety and Health Hazards. The system, in any configuration, must ensure the absence of uncontrolled personnel health and safety hazards.
	4.b.(4)(b) 
	 Yes
	4.4.6.

4.4.7

4.4.8.
	69

69

69

	Computer Resources
	4.b.(5)
	 
	 
	 

	On-line Access.  When connected to leased lines in garrison and available lines in the tactical environment, ABCS will provide on-line access to DoD multi-echelon information databases.
	4.b.(5)(a)
	 N/A
	 
	 

	Architecture constraints. Open system architecture is required to facilitate technology insertion.  ABCS systems will implement the Joint Technical Architecture (JTA).(JTA compliance)
	4.b.(5)(b)
	 Yes
	5.3.1.
	70

	Interoperability constraints.  ABCS will maximize interoperability with current and future Joint and Combined C4I systems.  Due to the nature of multi-national operations, it is imperative that ABCS maximize interoperability with other DoD C4I systems and our allied counterparts.
	4.b.(5)(c)
	 N/A
	 4.1.2.
	27


MCS Speed of Service Requirements – Block IV
	
	(1)

Timeliness

MCS/ABCS

Node A( C

+

Node E( F
	(2)

Timeliness

GIG

(WIN-T Or

Tactical Radio)

Node C( E
	(3)

Timeliness

ABCS

(Warfighter Requirement)

Node A( F

	Category 
	Threshold
	Objective
	Threshold
	Objective
	Threshold
	Objective

	1

 Survival1
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A

	2

 Time Sensitive2
	<172secA
<60minB
N/A
	<24secA
<3minB
N/A
	<8sec
	<1sec
	<3min

<60min
N/A
	<25sec

<3min

N/A

	3

 Aggregate Routine3
	<3.5minA
<20minB
<20minC
	<45secA
<3minB
<20minC
	<30sec
	<15sec
	<4min

<60min
<80min
	<1min

<4min
<60min

	4

 Non Time- Sensitive4
	<5minA
<20minB
<20minC
	<2minA
<5minB
<20minC
	15min
	8min
	<20min

<80min
<5hr
	<10min

<60min
<80min


Note1:  IAW the GIG CRD, Survival Information is limited to 12,000 bits and includes but is not limited to: Theater Ballistic Missile Warnings, NBC Strike Warnings, CCIR reports, Severe Weather Warnings, Decision Support information and select Calls for Fire (e.g. FPF, Suppression, and Priority Target).  

Note2:  Time Sensitive Information includes but is not limited to: friendly and enemy situational awareness data, spot reports, correlated intelligence, calls for fire, FRAGOs, and WARNOs.  

Note 3:  Aggregate Routine is information that includes, but is not limited to, OPORDs/ OPLANs etc.

Note4: Non-Time Sensitive is information that includes routine administrative reports, routine logistics reports, and database replication.

Note5:  In accordance with the GIG CRD, the Timeliness requirement of MCS applies to node B to C and E to F only.  For example, upon receipt of an NBC1 message the time standard starts when the NBC1 is retransmitted to the affected unit.

NoteA:  Size of transmission is less than 65,000 bits for Category 2 and 3 and less than 95,000 bits for Category 4.

NoteB:  Size of transmission is less than or equal to 500,000 bits for Category 2 and 3 and less than or equal to 1,000,000 bits for Category 4.

NoteC:  Size of transmission is greater than 500,000 bits for Category 2 and 3 and greater than 1,000,000 bits for Category 4.
MCS Speed of Service Requirements – Block VI
	
	(1)

Timeliness

MCS/ABCS

Node A( C

+

Node E( F
	(2)

Timeliness

GIG

(WIN-T Or

Tactical Radio)

Node C( E
	(3)

Timeliness

ABCS

(Warfighter Requirement)

Node A( F

	Category 
	Threshold
	Objective
	Threshold
	Objective
	Threshold
	Objective

	1

 Survival1
	<4sec5
	<3sec5
	<4sec
	<.5sec
	<60sec
	<11sec

	2

 Time Sensitive2
	<17secA
<1minB
<2minC
	<10secA
<2minB
<1minC
	<8sec
	<1sec
	<3min

<60min
N/A
	<25sec

<3min

N/A

	3

 Aggregate Routine3
	<30secA
<3minB
<20minC
	<20secA
<2minB
<10minC
	<30sec
	<15sec
	<4min

<60min
<80min
	<1min

<4min
<60min

	4

 Non Time- Sensitive4
	<2min A
<10minB
<20minC
	1min A
<9minB
<10minC
	15min
	8min
	<20min

<80min
<5hr
	<10min

<60min
<80min


Explanation of the Attribute Characterization Model.  MCS is responsible for the exchange of information, as shown in the model above, between nodes A to C and nodes E to F.  It is assumed that existing communications networks are operating properly and there is no abnormal external interference with the networks, e.g. enemy jamming.  It is the responsibility of the communications network (GIG, WIN-T, NTDR, JTRS, etc. and LANs or WANs), external to MCS, to transmit the data from node C to node E.  MCS may be, but is not always, Node E.   When MCS is Node E, it is defined as the termination of a discrete transmission.  The time standard commences when the soldier/ operator initiates exchange with processor (node B).  MCS will be capable of meeting the timeliness standards for sending data.  A data transmission is defined as a discrete entity/package of information (refer to speed of service tables below), e.g. an overlay, an operation order, or a report (whether exchanged by direct database exchange or formatted message).  Note.  The GIG CRD and WIN-T ORD contain an attribute characterization model describing transmission of data from node A thru F.  When viewed from the MCS perspective the GIG/WIN-T described transmission from node A thru F is synonymous with MCS nodes C thru D.
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MEMORANDUM FOR Commander, U.S. Army Combined Arms Center,
ATTN: ATZL-CDC-D, Fort Leavenworth, KS 66027

SUBJECT: Operational and Organizational (0&0) Plan for the Family
of Maneuver Control Systems (MCS)

1. Reference AR 71-9, 20 Feb 87, Operational Objectives and
Requirements.

2. Subject 0&0 Plan was approved by CG TRADOC on 83 Oct 96. The
following information is applicable to this document:

a. System Designation: Major.
b. Materiel Developer: AMC.
c. Combat Developer: TRADOC CAC.
d. User Representative: TRADOC CAC.
e. Trainer: TRADOC.
f. Logistician: USALEA.
g. Operational Tester: OTEA.
h. CARDS Reference Number: 0@801P.
3. Subject requirement document is forwarded for publication.

Distribute IAW reference for information or materiel acquisition
action as appropriate.

4, HQ TRADOC POC for MCS is MAJ Durfee, AUTOVON 680-3466.
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* Cross-walked with Multi-Service Command and Control (MSC2) Flag Officer Steering Committee (FOSC) Ground Force Level Control (GFLC) IERs.  All requirements match except those dealing with enemy intelligence, Air Battle, Call for fire, and MEDEVAC information which were not addressed by the MSC2 FOSC GFLC.


** Criteria for Timeliness categories are defined in Table M.


* Cross-walked with Multi-Service Command and Control (MSC2) Flag Officer Steering Committee (FOSC) Ground Force Level Control (GFLC) IERs.  All requirements match except those dealing with enemy intelligence, Air Battle, Call for fire, and MEDEVAC information which were not addressed by the MSC2 FOSC GFLC.


*** MCS shall interface directly with GCCS only when GCCS-A is not present or when the MCS to GCCS-A interface is not practical in joint operations.


* Cross-walked with Multi-Service Command and Control (MSC2) Flag Officer Steering Committee (FOSC) Ground Force Level Control (GFLC) IERs.  All requirements match except those dealing with enemy intelligence, Air Battle, Call for fire, and MEDEVAC information which were not addressed by the MSC2 FOSC GFLC.


*** MCS shall interface directly with GCCS only when GCCS-A is not present or when the MCS to GCCS-A interface is not practical in joint operations.


*** MCS shall interface directly with GCCS only when GCCS-A is not present or when the MCS to GCCS-A interface is not practical in joint operations.


*** MCS shall interface directly with GCCS only when GCCS-A is not present or when the MCS to GCCS-A interface is not practical in joint operations.


*** MCS shall interface directly with GCCS only when GCCS-A is not present or when the MCS to GCCS-A interface is not practical in joint operations.


*** MCS shall interface directly with GCCS only when GCCS-A is not present or when the MCS to GCCS-A interface is not practical in joint operations.


*** MCS shall interface directly with GCCS only when GCCS-A is not present or when the MCS to GCCS-A interface is not practical in joint operations.


*** MCS shall interface directly with GCCS only when GCCS-A is not present or when the MCS to GCCS-A interface is not practical in joint operations.


*** MCS shall interface directly with GCCS only when GCCS-A is not present or when the MCS to GCCS-A interface is not practical in joint operations.


1 MCS Block IV corresponds to FBCB2 Block II


2 MCS Block V corresponds to FBCB2 Block III


Note:  Block VI information will be via direct data exchange


* X Indicates graphic will be exchanged between MCS and FBCB2.


* Indicates graphic will be exchange between MCS and FBCB2.


* Indicates ORD revision (addition or modification) based on crosswalk with GIG CRD.


* Indicates ORD revision (addition or modification) based on crosswalk with GIG CRD.


* Indicates ORD revision (addition or modification) based on crosswalk with GIG CRD.


* Indicates ORD revision (addition or modification) based on crosswalk with GIG CRD.





* Indicates ORD revision (addition or modification) based on crosswalk with GIG CRD.


* Indicates ORD revision (addition or modification) based on crosswalk with ABCS CRD.
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		- TCO (partial)

		- TCO (full)


- USN’s GCCS-M (partial)


- USAF’s TBMCS (partial)

		- Full Interoperability
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		Interoperate & Exchange COP Info w/Coalition Systems
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		n/a

		- Full Interoperability
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